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Abstract—Security has become a significant challenge in the
modern world. Number science and mathematics opened up a vast
path to work with programming models to create innovative
mechanisms which improve text encryption. Universal Sinhala
Library is a Sinhala language-specific text encryption platform.
Platform architecture has been designed to demonstrate every
possible combination of the Sinhala alphabet, including comma,
space and period. The hypothetical architecture includes every
book that ever has been written in Sinhala, and every book that
ever could be, including every poem, every scientific paper and
every piece of document in Sinhala. The main goal of the researchis
to create an encryption mechanism for the Sinhala language.
Linear congruential generator and extended euclidean algorithm
have been used along with the Hull-Dobell Theorem to outline the
backbone of the encryption platform. At present, it contains all
possible combinations of Sinhala characters virtually. Sinhala text
to be encrypted should be searched in the platform, and it will
return the location of that particular text in the virtual library
architecture, which is the encrypted text string for the searched
Sinhala text. It is helpful to the people who are using or working
with the Sinhala language, moreover for sharing and transferring
Sinhala context securely.

Keywords—text  encryption, Sinhala language,
language-specific encryption, virtual architecture

security,

I. INTRODUCTION

Security is one of the biggest concerns of any text
transferred through the internet. The growing capacity of digital
encoding has opened up vast new avenues for archiving and
distributing texts in virtual space, prompting many to declare
the imminent obsolescence of print media, the book included.
An exciting correlate to this situation is the revival of interest in
and support for the idea of the universal Sinhala library, a
virtual collection of every text in existence, albeit imagined
as an immense database of digitized material with online
accessibility. The core algorithm has to engage with every
Sinhala character in the Sinhala alphabet. There are 60 con-
temporary Sinhala characters, and it contains 20 vowels letters
and 40 consonant letters. The core algorithm demonstrates a
virtual architecture named “Universal Sinhala Library”, which
includes each possible combination uniquely identified by its
location in the virtual architecture. This particular location path
identifies as the derived encrypted string.

There are various encryption algorithms widely used for
security purposes. Image encryption, video encryption and text
encryption can be categorised as subsections under encryption.
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Some algorithms are specified for a subsection, while some
algorithms could be used exclusively. For example, the RC5
encryption algorithm is a fast symmetric block cipher fitting
for hardware and software implementations. [1] Natural
language processing-based text encryption mechanisms are a
vital approach under text encryption [2]. A novel symmetric
text encryption algorithm based on a logistic map has been
introduced for high-security test encryption, and it can be
used in real-time applications [3]. Text encryption has been
employed in data compression, which has a significantly
improved compression ratio [4]. Cryptographic approaches
such as Elliptic Curve Cryptography have also been used to
implement text encryption, allowing users to encrypt or
decrypt any script with ASCII values [5]. Another ASCII
value-based data encryption mechanism was introduced
using symmetric key encryption technique [6]. Most of these
encryption mechanisms has been derived from cryptography
concepts and has not focused on introducing language-
specific text encryption mechanism. The use of virtual
architecture in an encryption mechanism has not been a
concentrated concept in the domain.

Jorge Luis Borges has been introduced a virtual library in
his book named “The Garden of Branching Paths”, Virtual
library includes every possible phrase in English that has
been drafted and has needed to be drafted [7]. He introduced
the virtual library as an endless number of hexagons; each
hexagon has two facing doors, one door to enter the hexagon
and another door to exit the hexagon, while the other
four sides of the hexagon contain bookshelves, five to each
side (Fig. 1).
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Fig. 1. Hexagon architecture.
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Both doors of the hexagon lead to another hexagon. Each
hexagon has a hexagon on top of it and a hexagon below it. A
spiral staircase located at exiting and entering doors between
two adjacent hexagons allows one to walk to the upper level
of the library and the lower level of the library [7] (Fig. 2).
The library of babel is a website designed by Jonathan Basile. It
is a demonstration of Borges’ library of babel explained in
his book. Currently, it contains all possible pages of 3200
characters, about 10*7” books. He has also designed an image
archive that contains all possible images that could ever exist

[8].

Fig. 2. Floor plan of Borges’ Virtual Library, Library of Babel.
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Fig. 3. Sinhala vowels and vowel diacritics.

The Sinhala language is derived from the Indo-Aryan group
of languages [10]. The Sinhala language has 60 letters,
including 20 vowels and 40 consonants (Fig. 4). Apart from
that, the Sinhala language has 19 characters which assist in
using the Sinhala language. Each consonant comes together
with a vowel and forms a vowel diacritic [9] (Fig. 3) Sinhala to
English translation demonstrates the Sinhala letters, Singlish
letters which means writing Sinhala using English letters and
English translation. This demonstration clearly illustrates the
formation of vowel diacritics and their use [10].

Universal Sinhala Library is a successful attempt to design
a Sinhala language-specific encryption platform inheriting the
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Borges’ imaginary virtual library and Basile’s library of
babel website. Primary objectives include design an
algorithm to work with Sinhala characters and encrypting
Sinhala language content securely. The paper is structured as
the introduction in the first section, showcasing the related
work and research gaps. Section two demonstrates the
overall methodology of the encryption mechanism, the third
section illustrates the results, and the last section concludes
all sections.
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Fig. 4. Sinhala consonants

II. METHODOLOGY

We developed Universal Sinhala Library as a web
application where users can search any Sinhala content or
upload a softcopy of any Sinhala content for encryption.
Initially, it was designed as mentioned in Borges’ virtual
architecture, and Basile’s library of babel [7] [8]. Later on,
we made it customizable where users can customize the
initial architecture as they prefer. The implementation of the
platform is divided into three major components as below.

- Developing base conversion algorithms fitting for the
Sinhala language

- Developing the pseudo-random number generation
algorithm

- Developing an algorithm to break down Sinhala
contentinto a form where the core algorithm
supports.

The above three algorithms work together in the web
application; accordingly, all the above algorithms
collectively form the core algorithm. The core algorithm
functions as a decryption method; therefore, it has a mirror
algorithm, which we named the inverted algorithm used as
the encryptionmethod.

The Sinhala language has 82 characters, including
vowels, consonants, assisting characters, space, comma and
period. In order to represent Sinhala content as a number,
each character should be given a number; the algorithm is
designed to take one page at a time, which means 3200
Sinhala characters; then, any Sinhala content could be
represented as a base-82 number. That number is converted
into a base-10 number which is fed into the inverted
algorithm. The inverted algorithm produces abase-10 unique
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output number for the input seed number. That unique base-10
number is broken down into two parts defined in the virtual
library architecture: hexagon number and page location. Page
location consists of wall number, shelf number, volume number
and the page number. Finally, the hexagon number is converted
into a base-36 number. The concatenation of the hexagon
number and the page location is represented as the encrypted
text (Fig. 5).

Output Base 10 1o base 36 Output
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Input
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Sinhala language

3 Base-82 number
content

Fig. 5. Encryption algorithm flow chart.

The core algorithm, which is the mirror algorithm of the
inverted algorithm, has been employed to decrypt the text. It
takes base-36 hexagon number and base-10 page location as
inputs. Base-36 hexagon number turned into base-10 number
and consolidated base-10 number is taken as the input seed.

The core algorithm produces a unique base-10 number,
which is converted into a base-82 number. Then base-82
number is turned into Sinhala content (Fig. 6).
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N 2
Base-10 number
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ALGORITHM
; ,

Base-10 number
Unique big number

Output W Base conversion base-10 Lo base-82

Sinhala language

‘¢ Base-82 number
content

Fig. 6. Decryption algorithm flow chart

The linear congruential generator is used in the core
algorithm to yield a sequence of pseudo-randomized numbers
determined with a discontinuous piecewise linear equation as
shown in equation (1). Recurrence relation has been used to
design the pseudo-random number generator [11].
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X1 =(aXn+¢c) mod m (1)

Where, X is the sequence of pseudorandom values, the
modulus (m) , 0 < m, the multiplier (a), 0 < a < m, the
increment (c), 0 ¢ < m, and the seed (Xp),0 Xo<m
are constant integers which defines the pseudorandom
number generator.

When ¢ # 0, accurately selected parameters allow a
period equal to m, for all seed values. This will occur if
and only if: (1) m and ¢ are relatively prime (2) a-1 is
divisible by all prime factors of m, and (3) a-1 is divisible by
4 if m is divisible by 4. These three requirements are referred
to as the Hull-Dobell Theorem.

As shown in equation (2), the extended euclidean
algorithm is used to find the accurate coefficients for the
above algorithm.

ax+ by = ged(a, b)  (2)

Extended euclidean algorithm is beneficial when a and
b are coprime since x is the modular multiplicative
inverse of a modulo b, and y is the modular multiplicative
inverse of b modulo a. Extended Euclidean algorithm
commonly appliedin cryptography [12].
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Fig. 7. Breaking down Sinhala content.

Base conversion algorithms and pseudo-random
generator algorithms have been demonstrated above, leaving
the third component, breaking down Sinhala content into a
form thatthe core algorithm supports (Fig. 7). As mentioned
above core algorithm takes only 3200 Sinhala characters
once; therefore, Sinhala content is broken down into 3200
Sinhala character strings and merge encrypted strings at the
end as the last step of the encryption algorithm. The
decryption algorithm is designed to split the encrypted text
into encrypted strings, convert each into Sinhala content, and
merge them at the end. A user-specific character can be
used when merging and splitting the strings.
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Above mentioned virtual library architecture is completely
customizable. The number of characters per page, the structure
of the page location, the number base of the hexagon number
can be changed according to the user preference. Moreover, it

can be specified as the private key for the encryption method.

III. RESULTS

As per the testing, Sinhala texts have been used to test
the developed encryption algorithm. Therefore, Sinhala text
should be fed to the system as a .txt file, and Sinhala context
should be in Unicode characters. Furthermore, a validation
process has been conducted to determine the chosen Sinhala
texts necessarily represent all the characters in the Sinhala

alphabet.

The above figure (Fig. 8) outlines a sample Sinhala text
which has been used for encryption. After the encryption,
once observed, the encrypted text is unreadable. The below
figure (Fig. 9) manifests the unreadable encrypted Sinhala
text file.
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Fig. 8. Sample Sinhala text.

dW5ABvvq7Cho21TSECqPLUSNGNBjPccM53bt7ViaopdloYrfMFAXgDAXz0eT9ImNdagYKL
qpMhSED42]1QyyZXx818781vKMu5DWbZhpZ68GHISjdeeBp0zdEa0e7bNkURUS0CgoPBuz!
ocPXbVIDi2Yhr9sq3lpgmpwlgYp3yYabyd9HgatrI60Tn9tednEvehN3 Iw3dKLaxmRNFBe
zBh5P7ZKHjZ93BqlSGpy7Ki162k23jahRRXOTRDmDSGEtsRdAv@zzh X9k ZuGNrbHxbpCH
RLeoWf7UCnaABmOmUIUES2A4zVvuHUdj@rYalN411p5TcsZ7g23r200QtMFOENDVZAFEMID
VtrgokoCXuDpbxPrFLKLQItcZHutzDvHotwDbwtaDLPuolYE19918UalLTAFfe7Fysdo?
aDysVw3TPGtjBC1KvwnkXUkZxDelgqn74A]gaEDmER1ZpHqCSiG985T18IVU2SeyFzv10K]
LYsrEXUZi21rYKEzfPPOOhPxaPjUokDQmB7HpWBbZ6cxXLIWPUWEXZKqlKze ] 2ug8TmM,
IFdEwNbLX4BkDvLbwBZLFUQzGi2ZFKD33Gnd5g5AUNTGESKIsNTA194A98588KY xpbwed
GNKNRMKAGSNL zm261xc1gxsXQ3rsOHDVYNNC3zAh8s 2VFUGHL145E9pFTdXv3gSIGBbk
t6i4vBQQpp9Ga_1r99I1ZTSyvb2IRE7XTuxP8bbpe0QSqBeTeVblgHyiB5WINTA7pfFz6:
QWiy9FEhSq73HRG24KreolelR2wRBriZcFKvbdelQkYOualeKq3ZjfrIum@IKx5xEF1Ik
QDXumvBOCIXSD0093vtUGOABNxpdNyUFULCEIIStXxkr22csumlF3IpsCZryOyRCparaTl
kUmt@xafukMTU2VEFIKGATv306d4AIrTPIPBYzXsCAvTm231PeBCx27NsgmS3e22HnnL 2
U2LrFZFnjvol7BcNOHHTE7DdbpIGpWShaeCpinG5am7 16UuhY7ihri60i7K11zdnfP82k
1FT0qQ%ovjeCd52FVIFonifyY1lnmFWNLNLQzExPgr1XFmolZ TKIWSk@iesvsmhG7ZDm7 4y
xJHFLSFCHxjdeKgS2855Y341xRp2RhUBMFbsRINIEL7AZmETHEG jVkxAdvaBL59QvNEQR
owXLxG3I9BwPdTzuvAmYnzUh7 2M7EWBAT c7mT thMQrMK71sBxj0g9Rz8zBFsLx55WVes
qPZcBTgnyhxABnXWhz1AbS3CIznFGiyG2izKFviDtehvmyA2HOhy ZbrR41dBkVExPzGdrm
Om6C9gxkHrmpydzmdkMsKetQhGK71oCzj66uq3YRLDOIVIBXEXKoP3n1DmX095e]DSe3H
kt7skHolpR7IGn4Viuh@8ldez]B_6iU8huX1gelqGUOrToKGS134Y6qEFDXFC5dByQ1kp
ZHgqmINpFxmegXwlivj851coPdT7riyb81fOsrfudHbYwrYtealOpyx7Fz5PgZulSHmmV():
K97YisT1cBnrI449YftTol CFseKyt7NXDfysLjQHEPYqKWDxmE1Vz 7HuGDbyRKGdwey T7:
NF5TSelFIZRVeCsYgRFWTYqACG3Q8KTLAXXuyB7Z L YwdcGwgjPFcLB2NcCO9RSoKAZSMT6

Fig. 9. Encrypted text.
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Furthermore, the encrypted text has been fed to the
decryption algorithm. After the decryption, the decrypted
text was 100% similar to the original Sinhala text (Fig. 8)
used for encryption. More Sinhala texts extracted from
Sinhala books and documents have been used to test the
Universal Sinhala Library encryption platform, and the
platform successfullypassed all test cases.

IV. CONCLUSION

Security issues have become a significant concern for
data transferring, including text sharing. This paper
introduces an encryption platform designed for the Sinhala
language. The architecture of the algorithm is inherited from
a virtual library architecture. The core algorithm has been
designed using the linear congruential generator, extended
euclidean algorithm, and Hull-Dobell Therom. The core
algorithm of the encryption algorithm is customizable;
therefore, users can change the core algorithm preferably. As
per the recommendations, this platform can be extended for
any other language or any character-specific encryption.
This research has the potential to be continued towards text
compression and text hashing as well.
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