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Abstract 

Network security is the main feature in network management. For that firewall and network 

monitoring systems are the main ingredients. Around the world millions of dollars annually are 

spent by the organizations for safeguards their data and information from unauthorized accesses. 

In the current market there are two type firewall and monitoring tools available for users, 

commercial and open source. But all these tools are not suitable for entry level, small and medium 

sized enterprises (SME’s). The commercial Firewalls and Network monitoring tools are dead 

weight for entry level and small size businesses, both financially and functionally. For that most 

efficient and available solution for that is to move to open-source firewall and network traffic 

monitoring systems. But the firewall should be armed with next generation firewall features such 

as UTM filtering, URL filtering, antivirus, anti-spyware, anti-spam, network firewalling, intrusion 

detection and prevention, content filtering, leak prevention, remote routing, NAT, and VPN 

support. And Network traffic monitoring should be included with network devices, links and 

connections, mission critical servers, external service providers, passive/active network health 

monitoring, automatic alerts, automatic load balancing and failover, monitor abnormal behaviors, 

etc. And finally, as a tool kit open-source firewall and network traffic monitoring systems work as 

a single unit to prevent, detect, and disable network attacks. 
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