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Security matters: Empowering e-commerce in Sri
Lanka through customer insights

Ruwan Jayathilaka@1E & Isuri Udara?

In the fast-paced, post-COVID digital world, e-commerce presents promising prospects for
significant advancement. However, customers often feel uncertain due to persistent concerns
about the robustness of security measures safeguarding e-commerce platforms. The primary
objective of our study was to identify factors affecting the security of e-commerce platforms
based on the perceptions of Sri Lankan customers. This research was conducted using data
collected from Sri Lankan e-commerce users via both online and offline surveys. An ordered
probit regression model was utilised, demonstrating that transaction security, privacy, vendor
system security, and platform quality positively impact the perceived security of e-commerce.
The e-commerce industry in Sri Lanka is expected to see growth and an increased user
penetration rate. The findings of this study are anticipated to assist e-commerce business
owners and policymakers in addressing critical security issues, namely vulnerabilities in
transactional security, low privacy, inadequate system security, and poor e-commerce plat-
form quality. These improvements are expected to build trust and credibility among con-
sumers, maximising e-commerce success.
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Introduction

he growth of e-commerce, accompanied by increased

security concerns, significantly affects customers and

e-commerce stakeholders, including owners and vendors.
Given the rising security threat, the e-commerce industry has yet
to achieve its true potential, as customers require more con-
fidence and trust in purchasing via digital platforms. Hence, to
reap the benefits of e-commerce, customer concerns regarding the
security of e-commerce platforms should be proactively addres-
sed. Understanding how customers perceive the security of an
e-commerce platform will benefit e-commerce owners and ven-
dors by allowing them to assess their platforms’ security levels
and adopt appropriate measures.

The global platform for buying and selling products and ser-
vices over the Internet, termed electronic commerce, has revo-
lutionised how businesses operate. Insider Intelligence predicts
that the USD 5.717 trillion worldwide retail e-commerce sales in
2022 will grow to USD 8.148 trillion by 2026, with retail pur-
chases expected to increase to 24% by 2026, leading to a USD 8.1
trillion global market share (Baluch, 2023). These statistics reveal
that the e-commerce industry is rapidly ascending while making a
significant contribution to global economic growth. However, the
e-commerce industry remains one of the most susceptible sectors,
facing 32.4% of cyber-attacks (Behani, 2019). Cybercrime has
risen by 600% since the COVID-19 pandemic, costing one per-
cent of the Global Gross Domestic Product (GDP) (PurpleSec,
2021). The primary security risks faced by e-commerce platforms
include financial fraud (credit card fraud and fake return and
refund scams), phishing, spamming, Distributed Denial of Service
attacks, malware, Structured Query Language (SQL) injection,
Cross-site scripting (XSS), brute force attacks, man-in-the-middle
attacks, and e-skimming. With the growth of online transactions,
USD 41 billion was lost due to e-commerce fraud, and this figure
is expected to increase to USD 48 billion in 2023 (Baluch, 2023).
When data is compromised during these attacks, 42% of the
compromised data includes payment information, and 41%
contains personally identifiable data (PurpleSec, 2021). Poor
security has been a significant challenge for customers and
businesses since the inception of e-commerce. Post-Covid, there
is a new window of opportunity for increased internet penetration
and security vulnerabilities.

In Sri Lanka, with a population of 21.92 million, approximately
12.34 million people are internet users; the internet penetration
rate is 56.3% (Kepios, 2024). With the increase in internet
penetration, the e-commerce market in Sri Lanka is anticipated to
experience a 20.2% growth in 2023, contributing to the global
growth rate of 17.0% in the same year. Currently, Sri Lanka is the
54th Jargest e-commerce marketplace with a predicted revenue of
USD 2,442.4 million by 2024. The revenue is expected to show a
compound growth rate of 5.4%, resulting in a projected market
volume of USD 3,017.8 million by 2028 (eCommerceDB, 2022). It
is evident that internet penetration and the accessibility of smart
devices have fuelled the growth of Sri Lanka’s digital economy
contributing to over 5% of the GDP. Moreover, this increase has
been driven by commercial banks offering electronic services and
the commitment to increased use of online applications for
government services (International Trade Administration 2024b).
By 2027, it is projected that Sri Lankan e-commerce users will
reach 10.19 million, with the user penetration rate, which stands
at 37.8% in 2023, anticipated to increase to 46.1% by 2027
(Statista, 2022). These statistics speak volumes about the pro-
mising future of the e-commerce marketplace in Sri Lanka.

The behaviour of Sri Lankan e-commerce users coincides with
that of users in most developing countries. According to Sri
Lanka’s latest report on digital consumers, with 2,703 respon-
dents, 41.86% of online users purchase at least once a month, and
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the most frequently purchased item category is clothes and
accessories, accounting for 49.03%. Additionally, 83% mentioned
that their purchases are influenced by the reviews and recom-
mendations of their close circle, and more than half of the
shoppers are influenced by price discounts, which is 56.29%.
Furthermore, 48.23% of online shoppers expressed a preference
for Cash on Delivery payment. This emphasises that Sri Lankan
consumers are price-sensitive and still prefer the traditional
physical payment method (The Asia Pacific Institute of Digital
Marketing and Department of Marketing Management, 2024).
Similarly, the e-commerce markets in Bangladesh, Pakistan, and
Indonesia are also moving in a positive direction, yet shoppers
prefer the Cash on Delivery payment model 90%, 95%, and 57%,
respectively, and most of these transactions are related to the
purchase of apparel and fashion accessories (International Trade
Administration 2024a). These statistics validate that the study of
e-commerce and its future growth is an essential area of study.

However, the Statista survey states that 90% of online con-
sumers have at least one primary concern regarding data privacy,
and 70% to 80% of customers lost money in online shopping
scams from 2015 to 2022 (Statista, 2022). In 2020 online shop-
ping scams accounted for 38% of all reported scams worldwide,
and losses from online payment fraud totalled more than USD 40
billion in 2022. Victims who suffered financial losses have con-
sistently remained above 70%, resulting in seven out of ten global
e-commerce users not sharing their data with merchants (Statista,
2022). Therefore, adopting suitable measures is an essential
accelerator of the e-commerce growth trend, as continuous
downfalls in security will create a lack of trust in customers and
hinder the success of online providers.

In parallel to the growth of the e-commerce marketplace, there
is a competitive increase in the threats targeted at the e-commerce
sector. Therefore, developing a sophisticated framework is crucial
in ensuring the triumph and long-term sustainability of the
e-commerce industry in the digital age. In the increasingly digi-
tised post-Covid world, e-commerce businesses must improve
their awareness of risks and safeguards. Safeguarding against
fraud could be a catalyst for increased e-commerce adoption
(Statista, 2022). Sri Lanka is a cash-based economy, where Sri
Lankans show low confidence in e-commerce and e-payments.
Although pre-payment is the most preferred payment option by
e-commerce vendors, Sri Lankans mostly prefer post-payment via
cash on delivery. This was further emphasised by Daraz, stating
that “When it comes to purchasing merchandise, Sri Lankan
people still prefer the traditional buying method of touch and
feel” (Daily News, 2024). Moreover, regarding submitting per-
sonal and payment information to e-commerce platforms, there is
a preference for online shopping via direct messaging to social
media pages and getting the products through a human con-
nection rather than trusting an automated e-commerce platform.
Hence, the outcomes of e-commerce never peak in a country like
Sri Lanka due to its citizens’ wary perception.

The main research question formulated by translating the
problem statement is: ‘What are the factors affecting the security
of e-commerce platforms in Sri Lanka?” To answer this question;
clear, measurable, and verifiable research objectives were for-
mulated. The main objective of this study is to identify the factors
affecting the security of e-commerce platforms in Sri Lanka. This
main objective was achieved with the aid of the following specific
research objectives: to identify the impact of transactional security
on the security of the e-commerce platform, to identify the
impact of privacy on the security of the e-commerce platform; to
identify the impact of customer perceived vendor’s system
security on the security of the e-commerce platform; and to
identify the impact of customer perceived e-commerce vendor’s
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platform quality on the security of the e-commerce platform.
Four hypotheses were derived based on the above objectives and
the literature review. These hypotheses tested whether the four
variables transactional security, privacy, vendor’s system security,
and vendor’s platform quality have a positive impact on the
overall e-commerce platform security. This study aims to identify
the factors affecting the perceived security of e-commerce plat-
forms from the Sri Lankan customer’s point of view to address
the critical issues of vulnerabilities in transactional security, low
privacy, low system security, and low e-commerce platform
quality thereby building trust and credibility in the minds of
consumers.

This research differs from existing studies by bridging the lit-
erature gap in five ways. First, prior research on e-commerce in
Sri Lanka mainly studies consumer behavioural aspects and facets
of technology adoption rather than security perception. Even in
the research on technology adoption in e-commerce, the studies
revolve around the technology adoption framework without
considering the security factor. Therefore, more research needs to
be conducted to determine the security implications of
e-commerce platforms from the customers’ viewpoint. Second,
limited research discusses how e-commerce customers perceive
the security of the unseen e-commerce platform. The e-commerce
platform owners’ or vendors’ system lateral has yet to be a major
researched area. Hence, the influence of system security provided
by the vendor and how a customer perceives its importance in
determining the use of a specific e-commerce platform has ample
opportunity for research. Third, this study draws attention to
developing a framework well attuned to the local Sri Lankan
context, which implies the perception of security in a cash-based
developing country with a low to mid digital literacy population.
Fourth, this study will assist academic researchers conducting
similar studies by drawing on this research framework for other
developing countries with low digital literacy. Finally, this study
will guide policymakers to align consumer protection and digital
acts to uplift the e-commerce ecosystem in Sri Lanka and help
e-commerce business owners harness better revenue.

Therefore, it is evident that this research addresses critical gaps
in the existing literature on e-commerce security in Sri Lanka by
focusing on several key areas. Prior studies have largely con-
centrated on consumer behaviour and technology adoption
overlooking the security aspects. Additionally, the impact of
vendor’s system security and its influence on customer trust and
usage remains underexplored. This showcases the importance of a
concise framework to improve the security of the driver of a
country’s digital economy, which in turn can be utilised by
similar economies, assisting policymakers in ensuring consumer
rights and strengthening the economy.

The conceptual framework was tested with four hypotheses
using the ordered probit model, and the results highlighted that
the impact of transactional security is low as shoppers are heavy
users of cash-based transactions, whereas the other hypotheses
were accepted. These results correspond with research in similar
economic landscapes. Since few studies have focused on incor-
porating customer perceived security of e-commerce platforms,
the results offer important theoretical and practical contributions
for e-commerce vendors on how to improve their platforms. This
can be used as an eye-opener for policymakers to establish solid
policies and acts on securing consumers when exposing personal
and financial data online.

The remaining sections are organised as follows “Literature
Review”, which focuses on extant literature; “Data and Metho-
dology”, presenting the data and methodology utilised; “Results
and Discussion”, evaluating the empirical results and the dis-
cussion; and “Conclusion and Policy Implications”, presenting
the recommendations and conclusion, respectively.

Literature review

For this empirical investigation, the researcher referred to studies
related to e-commerce published between 2013 and 2023. To
access relevant literature in English, the researcher utilised well-
regarded electronic research databases such as Emerald Insight,
Springer, Science Direct, JSTOR, SAGE Premier, Wiley Online,
Research Gate, and IEEE. The search strategies led to the iden-
tification of full-text publications available online. The selection
process involved examining both titles and abstracts to choose
articles suitable for the study, while irrelevant articles were
excluded, leading to a final selection of 23 articles for the current
investigation. Figure 1 depicts the literature search flow diagram
incorporating the search strategies.

Past research in this area highlights numerous factors that
impact the secure adoption of e-commerce platforms from the
customer’s viewpoint. These factors differ based on each coun-
try’s population’s usage and digital literacy level. The proposed
research framework addresses the specific factors influencing the
secure adoption of e-commerce from the perspective of customers
in Sri Lanka.

Customer’s transactional security. Transactional security in
e-commerce refers to “a secure non-fraudulent transfer of
monetary value from the payer to the payee via electronic means,
which links the exchanged data to an economic real-world value”
(Kuruwitaarachchi et al. 2019). This process asserts that all
transactions should be secure by its definition—the research on
e-commerce transaction security encompasses the security of the
e-payment system and payment data security. In a research study
conducted in the United Kingdom (UK), it was revealed that
86.3% of respondents strongly agreed that e-commerce vendors
must have a secure online payment system, and 67.6% of
respondents did not agree to provide payment details to local
e-commerce vendors (Alshehri and Meziane, 2017). Similarly,
research in Bahrain supported the idea that trust in online pay-
ment systems is a crucial predictor of the acceptance of
e-commerce and data security of e-payments plays a significant
role in establishing the security of a transaction (Albastaki et al.
2022). Moreover, a study conducted in Pakistan concluded that
customers’ credit card usage and data security are significant in
the customer’s perception of the security of the transaction
(Saeed, 2023). Furthermore, research also revealed that credit
card information usage directly correlates to the transaction
field’s security(Gull et al. 2022). Considering the above facts,
customers are more concerned about the safety of their payments
and payment information via electronic platforms. Therefore,
transactional security can be viewed as a crucial explanatory
variable in determining an e-commerce platform’s security from a
customer’s perspective.

Customer’s privacy. Online privacy also known as “Internet
privacy,” and it is the “individual’s right to access and control
their personal information concerning its collection, use, and
transfer over the Internet” (Alharbi et al. 2013). The literature
on privacy mainly discusses the collection and use of customer
data. Research shows that online customers are comfortable
providing general and vague information on personal choices
and preferences but are not comfortable providing personal
identification and payment card details as they are considered
sensitive information (El Haddad et al. 2018). Studies indicate
that consumers need to overcome privacy concerns as their
primary obstacle because the main hindrance that prevents
customers from engaging in e-commerce transactions is when
they are required to share personal information (Gurung and
Raja, 2016). Further research also states that the rising anxieties
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Search database: Emerald Insight, Springer, Science Direct, JSTOR,
SAGE Premier, Wiley Online, Research Gate, IEEE

U

81 publications were identified through the keyword and database search

(n=98 including 69 journal articles and 12 conference papers)

4

21 publications excluded:
Overlapping publications 3
Insufficient information 3

Discussed other factors 15

60 publications were identified after
screening for non-relevance of factors
affect the security perception.

Publications not fulfilling the
<:I inclusion criteria were removed and
remainder screened for relevance
based on the title

(n=60, with 21 being excluded)

UOTIBOITUSPT

<

53 publications were assessed for
eligibility based on title and abstract

(n=53, with 7 being excluded)

U

43 publications were assessed for eligibility based on keywords and
context (n=43, with 10 being excluded)

ANMqiSig pue Surusdidg

U

26 publications were assessed for eligibility based on full context and
contextual relevance (n=26, with 17 being excluded)

U

23 publications were included in the present study (n=23)

uorsn[ouy

Fig. 1 Literature search. Source: Authors’ compilation based on the literature.

about privacy and security cause customers to offer restricted,
partial, or incorrect information on websites to safeguard their
data (Alharbi et al. 2013).

Additionally, research proves that customers are worried about
the exchange of personal information between them and
e-commerce platforms, as well as how these platforms handle
their data (Hong and Thong, 2013). Therefore, the level of trust
an e-commerce vendor earns regarding their ability to safeguard
personal information directly correlates with the customer’s
confidence in that vendor’s capability to protect sensitive data. A
study conducted in Saudi Arabia revealed that privacy has a
significant positive impact on security (Alqahtani and Albahar,
2022). Controversially, Gurung and Raja (2016) conclude that
privacy outweighs security. The literature stated above signifies
that privacy is a significant concern in the hearts of customers, as
they believe they have no control over their data once it is
submitted to an e-commerce platform. Therefore, customers have
practised the tendency to provide incorrect information in all
possible fields, causing e-commerce vendors and platform owners
to analyse and interpret inaccurate data. Hence, to address the

4

menace of privacy concerns in using e-commerce, customer
privacy can be considered an imperative influence in determining
the perceived security of an e-commerce platform.

Customer perceived vendor’s system security. System security is
a significant attribute of concern for e-commerce vendor’s as it
mainly focuses on the availability and security of the web server
and the database. Customers do not see the backend of an
e-commerce operation; therefore, how they asses the availability
factor is based on extended loading times, delays, breakdowns,
and unusual activities at the customer’s interface (Kuruwitaar-
achchi et al. 2019). Moreover, platform failure, inaccessibility,
non-adaptability, delay, and insecurity are the indicators of
e-service quality. Such factors negatively impact the e-service
quality of an e-commerce platform (Tan et al. 2016). Some lit-
erature discusses the vendor’s system security perceived by cus-
tomers as e-service quality as it is the service that customers can
assess the providing system. The central factors that negatively
influence the growth of e-commerce are the inadequate security
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on e-commerce web servers and the security vulnerabilities in
customer devices (Singh, 2014). The threats reaching the custo-
mer can be minimised when adequate security is available on
customers’ devices.

Further, any information leakage via a system failure can harm
the customers in the eyes of the e-commerce vendor (Girsang
et al. 2020). It was identified that there is literature on
cybercrimes in e-commerce. Yet, the number of pieces of
literature that discussed the system security of the e-commerce
vendor from the customer perspective could have been much
higher. The research contribution on the significant importance
of ensuring system security of the e-commerce platform provider
is limited, yet it is an explanatory variable, in determining the
perceived security of an e-commerce platform.

Customer perceived vendor’s platform quality. Platform quality
in e-commerce refers to the design excellence, usability, and
availability of the playing field of an e-commerce customer as it
enables customers to purchase products and services online. The
lack of any of the above attributes will negatively impact
e-commerce and is considered a form of online service failure
(Amsl et al. 2023). The e-commerce platform quality can be
positively influenced when the design problems, navigational
problems at the site, and website purchasing process confusion
are solved through the design (Roy et al. 2022). E-commerce users
prefer platforms where they can absorb the platform rapidly, go
from page to page with straightforward navigation, search for
products, and purchase expeditiously. When the above elements
are detailed, trust builds, and the fear of being misled is curbed.

Moreover, based on the empirical findings from Vietnam,
customers’ perception of design, positively correlates with their
perceptions of reliability, privacy, customer service, and purchase
intention concerning the e-commerce platform (Dang and Pham,
2018). Based on the above findings, it ensures that the look and
feel of an e-commerce platform can build a sense of security.
Therefore, platform quality can be considered an influential
variable for the security of e-commerce platforms.

The comprehensive literature review paved the way to identify
the theoretical and practical gaps in past studies. Most research
on e-commerce has used the Technology Acceptance Model
(TAM) coupled with privacy concerns and trust as the key
attributes of study. Yet, there is no framework that incorporates
security as a key variable under e-commerce. Therefore, this
research models a conceptual framework by considering the
security of the e-commerce platform as the dependent variable to
study the impact of four factors that are separately considered in

past literature. Moreover, the research found insights that a single
framework to address the security needs of e-commerce is not yet
present. Therefore, it enhances the attractiveness of this research
and its contribution to developing a distinct security framework
for online business. Four independent variables have been
identified during the literature review, and each variable is
investigated extensively to unveil an accurate picture of the
security of e-commerce platforms. S1 Appendix presents a
summary of the selected literature including the authors, paper
title, year of publication, methodology, data collection methods,
and findings.

Data and methodology

This study utilised the waterfall approach and was conducted in
twelve phases. As shown in Fig. 2 the study commenced with the
initial background research on e-commerce and various security
threats faced by its users. This highlighted the need for further
research on the security aspects of e-commerce specifically in the
Sri Lankan context. Subsequently, the research problem was
defined, leading to the formulation of a solid research question
and clear objectives. Next, a thorough literature review was
conducted across well-regarded research databases to assess the
extent of current studies and to identify theoretical gaps. Addi-
tionally, expert opinion was elicited from special e-commerce
users and academics. These activities led to identifying the vari-
ables of study and the development of the conceptual framework.
Next, the questionnaire was designed covering all the variables
and was tested by ten experts in the pilot study, which further
refined the instrument. Data was then collected both online and
offline and was analysed using STATA. The analysis derived
useful information to confirm the hypotheses of the study. These
findings were discussed under the results and discussion, drawing
comparisons with similar studies. Finally, the study concluded
with identifying the practical implications, contributions to policy
development, and potential future work.

Data. This study investigates the factors affecting the perceived
e-commerce platform security based on the customer’s perspec-
tive in Sri Lanka. The SLIIT Business School and the SLIIT
Ethical Review Board reviewed and approved the study. The
research followed a cross-sectional deductive approach, gathering
quantitative data from an online and offline survey using a
structured questionnaire. The population of this research includes
all the internet users in Sri Lanka. As of February 2024 there are
12.34 million internet users in Sri Lanka (Kepios, 2024). The
recommended sample size for this population was 307 based on

Initial Background
Study

Define Research Problem,
Questions, and Objectives

|

Comprehensive
Literature Review

Identification of E-Commerce
Security Variables

l«— Expert Opinion

l

Questionnaire Pi Finalise
. | Pilot Survey |, . .
Design Questionnaire
Conclusion || Re.sults 'fmd | Data Analysis | | Collect Data
Discussion

Fig. 2 Research flow diagram. Source: Authors' compilation.
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Independent Variables

s N
Customer’s Transactional

Customer Perceived Vendor’s |

Customer Perceived Vendor’s ]

Factors to be considered in
developing a secure e-

Customer’s Privacy (PR) [ H

Dependent Variable

Perceived E-commerce

Fig. 3 Conceptual research framework. Source: Authors’ compilation based on the literature.

the Krejcie and Morgan table (Krejcie and Morgan, 1970).
However, the researchers were able to collect a sample of 306 data
points. The sample size was determined at a 95% confidence level
and 5.6% margin of expected error. The significance level con-
sidered in the study was a = 0.05.

Questionnaire Design. The questionnaire was aligned with the
research objectives and the study’s conceptual framework,
incorporating existing models adopted in previous research stu-
dies as referenced in the literature review. The questionnaire was
designed with simple, understandable questions in the English
language to elicit data from all participants. It was divided into six
sections. Section one focused on the respondents’ demographic
details, and sections two to six concentrated on identifying the
factors affecting the perceived e-commerce platform security in
Sri Lanka. A five-point Likert scale ranging from “Strongly Dis-
agree” (1) to “Strongly Agree” (5) was used in sections two to six.
The questionnaire is presented in S2 Appendix. Moreover, the
questionnaire incorporated open-ended questions to list the
leading e-commerce platforms and the negative experiences
encountered while using e-commerce. The survey was conducted
from mid-August 2023 to early October 2023 in Sri Lanka, and
the primary data were tested for validity and reliability.

The questionnaire design involved two phases. Initially, a pilot
survey was conducted offline with ten participants from different
demographic profiles. Based on their feedback, ambiguities in the
questionnaire were resolved, resulting in a more understandable
version.

Research framework and hypothesis. Figure 3 presents the
conceptual framework, developed from the literature review, led
to the formulation of the following hypothesis:

Hypothesis 1: There is a positive impact of customer’s
transaction security on e-commerce platform security.

Hypothesis 2: There is a positive impact of customer’s privacy
on e-commerce platform security.

Hypothesis 3: There is a positive impact of perceived
e-commerce vendor’s system security on e-commerce platform
security.

Hypothesis 4: There is a positive impact of perceived vendor’s
platform quality on e-commerce platform security.

The framework identifies the factors affecting customer-
perceived security of an e-commerce platform. Table 1 in the

6

study presents the constructs and measurements for these
variables.

Methodology. Internal reliability of the responses was assessed
using Cronbach’s alpha, and descriptive statistics were computed
for the four independent variables and the dependent variable.
The ordered probit regression model, introduced by Aitchison
and Silvey in 1957, was used as the primary data analysis tech-
nique to model the categorical data (Aitchison and Silvey 1957).

The ordered probit regression provides a generalised
approach for conducting regression analysis on ordinal
dependent variables with more than two outcomes (Aitchison
and Silvey 1957). Ordered probit model is a regression
framework that uses maximum likelihood estimation and is
used to include multiple predictor variables to analyse relation-
ships similar to other techniques. But this method differs from
other regression techniques from four main ways. First, is its
suitability for ordinal data unlike linear regression, which
assumes continuous outcome, and logistic regression, which is
designed for binary outcomes. Second, the model estimates
threshold parameters that delineate boundaries between
different categories of the ordinal variable, which can aid in
providing insights into how changes in variables influence the
probability of moving from one category to another. Third, this
model assumes does not require the assumption of equal
distances between categories, which helps to accurately reflect
the nature of ordinal data. Finally, it assumes that the error
term is normally distributed influencing the interpretation and
the fitness of the model.

The selection of the ordered probit model for this study is
justified by the following five reasons. First, the ordered probit
model can aid in analysing ordinal data with categories with or
without equal intervals. Therefore, the model eases to categorise
the perceived security of e-commerce platforms based on the
probability of being a low-secure or high-secure platform. Second,
the interpretable coefficients emphasise the effect of each
independent variable on the likelihood of moving from one
category to another, enabling us to understand the impact of
predictors. Third, the ordered probit model accommodates
different types of ordinal responses such as the Likert scale,
which is the central question style in the questionnaire of this
study. Fourth, the model offers an array of goodness-of-fit
measures, enabling the assessment of how well the model fits the
data. Finally, The ordered probit model was chosen for its ability
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Table 1 Operationalisation Table.

Type of Variable Variable Name Indicators Measurement (Likert Question References
Scale) Items
Independent Customer's Transaction m Online payment system 1 = Strongly Disagree [Q1-Q17] m (Alshehri and
Variable Security m Trust 2 = Disagree Meziane, 2017)
m Payment information 3 = Neutral m (El Haddad et al.
storage 4 = Agree 2018)
m Refund and return 5 = Strongly Agree m (Pramanik and
Prabhu, 2022)
Customer's Privacy m Information collected 1 = Strongly Disagree [Q18 -Q30] m (Gurung and Raja,
m Information storage 2 = Disagree 2016)
m Information usage 3 = Neutral m (Akour et al. 2022)
m Trust 4 = Agree m (Pramanik and
5 = Strongly Agree Prabhu, 2022)
Customer Perceived m Availability 1 = Strongly Disagree [Q31-Q47] m (Belanger et al.
Vendor's System Security m Authentication process 2 = Disagree 2002)
m Security certificates 3 = Neutral m (Kumar and Gupta,
m Cyber attacks 4 = Agree 2021)
5 = Strongly Agree m (Amsl et al. 2023)
Customer Perceived m Information quality 1 = Strongly Disagree [Q47-Q62] m (Belanger et al.
Vendor's Platform Quality m Platform design 2 = Disagree 2002)
m E-service quality 3 = Neutral m (Dang and Pham,
4 = Agree 2018)
5 = Strongly Agree m (Amsl et al. 2023)
Dependent Variable Perceived E-commerce m Internet security 1 = Strongly Disagree [Q63-Q74] m (Belanger et al.
Platform Security m Web security 2 = Disagree 2002)
m Security seals 3 = Neutral m (El Haddad et al.
m Integrity 4 = Agree 2018)

5 = Strongly Agree m (Saeed, 2023)

Source: Authors' compilation based on the literature.

Table 2 Categorical groups for the ordered probit model.

Group Category Interpretation

Group 01 Deficient security Mean value of perceived e-commerce platform security is less than or equal to 2.25

Group 02 Low security Mean value of perceived e-commerce platform security is greater than 2.25 and less than or equal to 2.75
Group 03 Moderate security Mean value of perceived e-commerce platform security is greater than 2.75 and less than or equal to 3.2
Group 04 High security Mean value of perceived e-commerce platform security is greater than 3.2 and less than or equal to 3.5
Group 05 Very high security Mean value of perceived e-commerce platform security is greater than or equal to 5

Source: Authors' compilation.

to analyse ordinal data with unequal intervals, interpret
coefficients, accommodate Likert scale responses, offer
goodness-of-fit measures, and its previous use in similar research
objectives (Weerasena and Jayathilaka, 2023).

In this study, the researcher will categorise the respondent’s
perception of e-commerce platform security into five possibilities:
deficient security, low security, moderate security, high security,
and very high security. Consequently, the ordered probit model
will be formulated with five categorical groups (k =5). Table 2
presents the five definite groups and their interpretation.

Accordingly, five categorical groups were based on respon-
dent’s perceptions, and the grouping was based on dividing
samples into five equal categories with a variation of plus or
minus ten samples.

The ordered probit model used in the research is specified in
Eq. 1.

SECURITY(1,2,3,4,5) = X;(B, + B, TS + B,PR

+p58S + B,PQ) + ¢; )

SECURITY stands for perceived e-commerce platform security,
and TS, PR, SS, and PQ stand for customer transaction security,
privacy, vendor system security, and vendor platform quality,

respectively. Table 3 below describes the dependent and four
independent variables of the study.

The table above depicts the expected positive impact of each
variable on e-commerce platform security based on past empirical
studies. STATA software was used for statistical analysis, and
Word Cloud was used to analyse responses to the open-ended
questions in the survey.

Results and discussion

Reliability was assessed using Cronbach’s approach for internal
consistency. The study’s five variables, encompassing four inde-
pendent variables and one dependent variable, underwent testing
to compute Cronbach’s alpha. The reliability statistics, as pre-
sented in Table 4, indicate that the collected data are reliable, with
the reliability coefficient surpassing 0.8.

The Table outlines the study’s variables, observation sample
size, the number of questionnaire items covered by each variable’s
indicators, Cronbach’s alpha, and the average interitem covar-
iance reflecting the items’ average variance.

S3 Appendix presents descriptive statistics for the five vari-
ables, including four independent variables and one dependent
variable. The research’s estimated outcomes were derived using
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Table 3 Summary of variables.

Variable Description Expected sign

SECURITY Dummy variable to denote the perceived security of e-commerce platforms where very low is denoted as 1, low as 2, —+
moderate as 3, high as 4, and very high as 5

TS Five-point Likert scale variable with extremes “Strongly Disagree-1" to “Strongly Agree-5" to measure the impact from +
customer’s transaction security

PR Five-point Likert scale variable with extremes “Strongly Disagree-1" to “Strongly Agree-5" to measure the impact from +
customer’s privacy

SS Five-point Likert scale variable with extremes “Strongly Disagree-1" to “Strongly Agree-5" to measure the impact from +
perceived vendor's system security

PQ Five-point Likert scale variable with extremes “Strongly Disagree-1" to “Strongly Agree-5" to measure the impact from —+
perceived vendor's platform quality

Source: Authors’ compilation based on the literature.

Table 4 Internal Consistency.

Item Observations Number Cronbach's Average

of items alpha interitem

covariance

SECURITY 306 12 0.8312 0.273514
TS 306 17 0.8397 0.1861721
PR 306 13 0.8582 0.3000944
SS 306 16 0.8189 0.1821492
PQ 306 16 0.8808 0.2969432

Source: Authors' calculation.

the ordered probit regression model aimed at understanding the
variables’ impact on perceived e-commerce platform security in
Sri Lanka.

The survey data utilised for estimation was collected from 306
internet users in Sri Lanka. Figure 4 illustrates the distribution of
Likert scores for the dependent and four independent variables
using a violin plot.

The distribution of the dependent variable appears relatively
symmetrical around 3, suggesting an average perception close to
neutral. Among the four independent variables, system security
exhibits a higher density, indicating a tendency towards a positive
perception, while platform quality is skewed towards 4 and 5,
signifying a generally favourable view.

The initial ordered probit model was estimated using the four
independent variables. Table 5 provides the results, goodness-of-
fit statistics, adjusted log-likelihood index ratio, and the number
of observations. Marginal effects were calculated to interpret the
substantive effect of each independent variable separately across
various security levels.

The study’s results are consistent with findings in existing lit-
erature. The subsequent section delineates the outcome of the
four hypotheses evaluated.

Impact of customer’s transactional security. The impact of
customer transactional security is evident in the marginal effects
observed. A one percent increase in transactional security cor-
relates with a reduction in the probability of an e-commerce
platform being categorized as low-security, by 0.03 and 0.04
percentage points for the deficient security and low-security
groups, respectively. Conversely, transactional security enhances
the probability of a platform being perceived as secure by 0.01,
0.04, and 0.01 percentage points for the moderate, high, and very
high-security groups. This indicates that perceived e-commerce
platform security improves across low to high security levels.

8
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Fig. 4 Distribution of dependent and independent variables. Source:
Authors’ compilation based on Likert scores.

Transactional security emerges as a crucial determinant of
perceived e-commerce platform security, albeit with a significance
level that is relatively low. These findings align with previous
research in developing countries, where consumers exhibit
reluctance towards digital payment methods. Cash on delivery
remains the preferred mode due to perceived security threats,
credibility concerns, trust issues, and apprehensions regarding
privacy invasion (Khan et al. 2023; Muniraju and Hariprasad,
2019).

The significance of transactional security could be even higher,
considering the low awareness and usage of e-payments among
most Sri Lankans. The preference for cash-on-delivery is
predominant, as evidenced by the high usage of platforms like
Daraz, with 46.4% market share, and other local e-commerce
platforms accounting for 16.01%. Notably, 51.63% of users prefer
cash on delivery as their primary payment method.

Impact of customer’s privacy. The impact of customer privacy
on e-commerce platform security is substantial, as evidenced by
the observed marginal effects. A one per cent increase in privacy
results in a decrease in the probability of an e-commerce platform
being categorized as low-security by 0.05 and 0.07 percentage
points for the very low-security and low-security groups,
respectively. Conversely, privacy enhances the probability of a
platform being perceived as secure by 0.02, 0.07, and 0.02 per-
centage points for the moderate, high-, and high-security groups.
This trend indicates that perceived e-commerce platform security
improves across low to high security levels with an increase in
privacy.

| (2024)11:1054 | https://doi.org/10.1057/s41599-024-03585-2



ARTICLE

Table 5 Ordered Probit Regression Results.
Variable Estimate Robust SE Marginal effects (in percentages)
Very low Low Moderate High Very high
(SECURITY =) (SECURITY =2) (SECURITY =3) (SECURITY =4) (SECURITY =5)
TS 0.2267 0.2472 —0.0314 —0.0434 0.0172 0.0424 0.0152
PR 0.3699P 0.2315 —0.0542¢ —0.0750¢ 0.0297¢ 0.0732¢ 0.0263
SS 0.3147> 0.2831 —0.1077° —0.1491° 0.0591b 0.1455b 0.05222
PQ 1.85482 0.2663 —0.25162 —0.34822 0.13792 0.33982 0.12202
Ancillary parameters Marginal effects
Very low 6.8582 0.5676 0.0917 0.3361 0.3443 0.1916 0.0364
Low 7.8439 0.5779
Moderate 9.0048 0.6179
High 10.0625 0.6586
Pseudo R? 0.2720
Log likelihood —290.6473
Observations 306
Source: Authors' calculation.
aSignificant at the 1% level;
bSignificant at the 5% level;
CSignificant at the 10% level.

Privacy emerges as a crucial determinant of perceived
e-commerce platform security, with notable implications for Sri
Lankan consumers. Sri Lankans tend to prefer human engage-
ment and utilize social media pages for purchasing products,
often without creating accounts. Instead, they provide their name,
address, and telephone number directly to the individual
managing the page. This preference reflects the lower digital
literacy levels among Sri Lankans, who are hesitant to create
accounts and share personal details with business organizations
due to concerns about information control.

These findings resonate with previous research, highlighting
the adverse effects of limited corporate privacy responsibilities
and regulatory protection on consumer trust (Bandara et al. 2021;
Choi et al. 2018). Thus, privacy plays a significant role in
determining e-commerce platform security. Increased control
over personal information fosters a higher probability of a
platform becoming highly secure, thereby enhancing consumer
trust and confidence in e-commerce transactions.

Impact of customer perceived vendor’s system security. The
perceived system security maintained by vendors significantly
influences the security perception of e-commerce platforms, as
indicated by the observed marginal effects. A one percent increase
in customer-perceived vendor system security results in a
decrease in the probability of an e-commerce platform being
classified as low-security by 0.1 and 0.14 percentage points for the
deficient security and low-security groups, respectively. Con-
versely, an improvement in vendor system security enhances the
probability of a platform being perceived as secure by 0.05, 0.14,
and 0.05 percentage points for the moderate, high, and high-
security groups. This trend underscores the positive impact of
vendor system security across different levels of e-commerce
platform security, ranging from low to high.

The findings highlight the critical role of vendors’ system
security in shaping the perceived security level of e-commerce
platforms, particularly in the Sri Lankan consumer context.
Vendors’ responsibility in providing a secure platform is gauged
by their contribution to maintaining system security, encom-
passing both web and server-side aspects. The study underscores
the significance of robust vendor system security, which
significantly enhances e-commerce platform security, aligning
with previous research (Kuruwitaarachchi et al. 2019). Thus,
improving vendor system security is imperative for ensuring very

high levels of e-commerce platform security, fostering consumer
trust and confidence in online transactions.

Impact of customer perceived vendor’s platform quality. The
impact of customer-perceived platform quality on e-commerce
platform security is substantial, as evidenced by the observed
marginal effects. A one percent increase in platform quality
results in a decrease in the probability of an e-commerce platform
being classified as low-security by 0.25 and 0.34 percentage points
for the deficient security and low-security groups, respectively.
Conversely, enhancing platform quality increases the probability
of a platform being perceived as secure by 0.13, 0.33, and 0.12
percentage points for the moderate-security, high-security, and
high-security groups. This indicates that perceived e-commerce
platform security is notably improved across various security
levels, ranging from low to high, with high-quality platforms.

Platform quality emerges as the most influential variable in
determining perceived e-commerce platform security in the local
context, underscoring its significance in enhancing security
perceptions. Increasing platform quality, through the integration
of design elements and enhancing user experience, substantially
contributes to elevated e-commerce platform security. These
findings resonate with previous research, suggesting that
e-commerce platforms prioritizing content quality over technical
aspects yield superior security perceptions (Herrada-Lores et al.
2022). Moreover, the results align with studies emphasising that
elements such as navigation, search functionality, and design
positively influence perceived platform quality (Roy et al. 2022).

This study, grounded in four hypotheses, analyses data
collected from Sri Lankan e-commerce users, revealing insights
into the impact of various factors on e-commerce platform
security. While the impact of transactional security on overall
e-commerce platform security is found to be insignificant, privacy
demonstrates moderate significance. Notably, customer-perceived
vendor system security and platform quality significantly
influence e-commerce platform security, highlighting their
importance in shaping consumer perceptions.

The utilisation of an ordered probit model tailored for ordinal
security outcomes enhances result interpretation, elucidating how
independent variables drive transitions between different security
levels. These outcomes offer valuable insights for policymakers,
enabling precise policy recommendations aimed at strengthening
vendor system security and platform quality, given their pivotal

| (2024)11:1054 | https://doi.org/10.1057/541599-024-03585-2 9



ARTICLE

fake-vendor  insufficient-information

page-not

account-locked

n
wrong-product 3ccount-suspended

wimmes  FEAIreCting ™ sccusiooes
no-refund platform _ susor
cannot-remove  information page -crash Cha rge‘)g‘mm
longer-loading ««:  card-details ...
saved

maccurate mformatlon
time account-hacked extra-money

insecure-transaction

not-up

stolen-card

Fig. 5 Word cloud depicting negative experiences faced by e-commerce
customers (Labs). Source: Authors' compilation.

role in influencing e-commerce platform security according to
customer perceptions.

Furthermore, the questionnaire administered in this study
captures the negative experiences encountered by e-commerce
users, providing a comprehensive understanding of challenges
faced in the local context. Figure 5 depicts these negative
experiences through a word cloud, shedding light on prevalent
issues impacting e-commerce user experiences.

The predominant negative experiences reported largely centre
on discrepancies found within e-commerce platforms, including
inaccuracies, insufficiencies, and outdated information. More-
over, users frequently encounter extended page loading times,
persistent redirections, and system crashes. Additionally, con-
cerns were raised regarding the storage of card details without the
option for removal. Further grievances encompass unexpected
charges during checkout, unauthorized deductions, delays in
refunds, and payments deducted without authentication. These
instances collectively underscore the undesirable encounters faced
by customers.

Recent studies predominantly employ the Technology Accep-
tance Model (TAM), focusing on perceived usefulness, ease of
use, and attitude towards usage. While TAM elucidates consumer
acceptance and utilisation of e-commerce by highlighting
perceived benefits, its scope is somewhat limited. The model’s
emphasis on ease of use and usefulness fails to encompass
contextual factors pivotal to technology acceptance. Addressing
this theoretical gap, our research adopts a security-centric
perspective in evaluating e-commerce acceptance. Empirical data
reveals that while users acknowledge the importance of platform
security, their understanding of security assessment remains
lacking. Consequently, security perceptions vary greatly based on
individual users’ digital literacy.

Designing e-commerce platforms entails navigating a complex
technical landscape. Features deemed effective in one platform
may falter in another. Thus, customers’ perceptions of security
across platforms differ, influenced by varied factors. This study
furnishes practical implications for e-commerce vendors. Enhan-
cing system security and platform quality is paramount. Vendors
must invest in technological infrastructure, user interfaces, search
functionalities, product information clarity, navigation enhance-
ments, and prominent display of security seals and certificates.
Moreover, raising awareness among online users regarding
technical competencies and security aspects is crucial. Compre-
hensive privacy and data protection policies should be formulated
and communicated transparently. A customer-centric approach is
advocated to bolster confidence and drive increased e-commerce
sales.

While e-commerce is not novel in urban Sri Lanka, it gained
traction among middle-aged to elderly urban dwellers and
emerged as a novel concept in rural areas during the Covid-19
pandemic. Despite attracting new customers during the
pandemic, e-commerce platforms face trust deficit, hindering
customer engagement. This study investigates factors

10

influencing e-commerce platform security based on Sri Lankan
users’ digital literacy. Improved vendor system security and
platform quality, alongside transactional security enhance-
ments, are deemed essential. In the absence of robust
governmental measures to address growing security concerns,
the e-commerce industry faces stagnation. Policymakers must
intervene to ensure adherence to security practices by
e-commerce platforms and vendors, thereby fostering user
trust and industry growth.

This study advocates the applicability of its conceptual framework
as a foundational guide for enhancing e-commerce platform security
in regions with varying degrees of digital literacy. Future research
can leverage this framework to explore factors affecting platform
security from diverse perspectives, including those of customers,
platform owners, vendors, and security professionals. The findings
can inform policy interventions aimed at bolstering the sustainability
of the e-commerce sector.

Conclusion

The primary objective of this research was to identify factors
influencing perceived e-commerce platform security based on the
customer’s perspective in Sri Lanka. Studies undertaken in this
ontological area have not yet covered Sri Lankans’ perspective,
despite the increase in e-commerce adoption since the Covid -19
pandemic. Therefore, this study will provide a new epistemological
stance in this domain. This effort will be a green light for
e-commerce vendors and related parties to pay more attention to the
security concerns of e-commerce users. The findings of this study
will be helpful for e-commerce platform owners, vendors, and
consumer affairs authorities to address and contribute to significant
issues such as low transactional security, low privacy, vulnerable
system security, and confusing platform quality. Technology adop-
tion in Sri Lanka is soft, with a lack of trust, low technology literacy,
and a negative attitude towards technology.

Along with the low technology literacy of the middle-aged to the
elderly population and Sri Lankans in rural areas, they are more
vulnerable to adopting e-commerce. The possibilities they get trap-
ped in insecure e-commerce platforms that can trick the customers
are high. Moreover, when customers heavily use e-commerce, and
when most of their data is available in cyberspace, they also fall into
vulnerabilities with time, eventually resulting in a drop in their trust
towards e-commerce vendors. The above reasons can result in a
negative customer perspective on e-commerce platform security, and
the severity of these issues can further deepen with time. The
solution to uplift the negative perception of customers in Sri Lanka
must be met with a standard plan. The above-discussed situations
should be handled separately. Therefore, the significant influencing
variables of the study, vendor system security and platform quality,
should be considered on an e-commerce business level and tech-
nology level. In contrast, the moderately significant variables,
transactional security, and privacy, should be considered at a per-
sonal level, e-commerce business level, and technology level, where
the potential loopholes can be addressed in advance in each of these
levels.

Furthermore, the negative perception among the middle-aged
to the elderly and rural customers should be handled by e-
commerce-owning business entities along with policymakers to
address their concerns in a lively manner. Accordingly, the gov-
ernment, the Ministry of Consumer Affairs Authority, and the
Information and Communication Technology Agency (ICTA)
can develop well-defined policies from this research as a guide-
line. As a result, consumer trust and adoption of e-commerce will
increase, which, in turn, will increase the revenue of e-commerce
entities, eventually resulting in an increased contribution to the
GDP of Sri Lanka.
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Policy implications. Meanwhile, this evidence-based study can be
referred to as a guide for government policymakers, ICTA, and
authorities on consumer affairs to challenge the status quo, address
the growing security concerns in customers’ minds, and make data-
driven decisions on the operations of e-commerce platforms. Pol-
icymakers should take the necessary actions to bring updated poli-
cies and rules for e-commerce platform owners and e-commerce
vendors and to conduct awareness sessions on acceptable practices.
Moreover, the relevant authorities should regularly monitor and
evaluate the online presence and operations to maintain reasonable
security standards. Notably, e-commerce is an industry with fewer
entry barriers; therefore, policymakers should take a stance to
maintain proper business operation practices.

The significant exploratory variables of the study can be
considered as the factors leading to the determination of the
security of an e-commerce platform. Even though security is an
ongoing and never-ending concern as cyberspace is a lawn for
vulnerabilities, e-commerce, which operates in this cyberspace, is
turning into the must-have digital presence of any business entity.
Therefore, e-commerce business owners should adhere to relevant
policies and acts such as the Electronic Transactions Act 19 of 2006,
Computer Crimes Act 24 of 2007, data protection policies and rules
in the Information and Communication Act of 2003, Consumer
Affairs Authority Act 9 of 2003, and intellectual property act 36 of
2003. Moreover, regular checks on e-commerce platform vulner-
abilities should be considered. The relevant countermeasures and
mitigation plans can be put forward to strengthen the backbone of
e-commerce with the necessary security ingredients. Adhering to
appropriate policies and making concerted efforts can increase the
security of e-commerce platforms and can be beneficial in driving
the digital ecosystem of businesses to reap sales outcomes, business
growth, and customer loyalty in return.

Limitations and further research. The research primarily
focuses on the factors affecting the security of e-commerce
platforms from the customer’s point of view in Sri Lanka. One
limitation of the study is that the study did not consider the
affecting security factors from the perspectives of the
e-commerce vendors, platform owners, and security profes-
sionals. Therefore, this research area can study the perception
of security from the e-commerce owners and vendors lateral
and design security policies for e-commerce platforms with the
collective input from security professionals. Additionally, the
paper’s limited generalisability outside Sri Lanka and the
absence of a broader analysis should be acknowledged. Future
work could extend this research to include comparative studies
across similar regions and simulate these findings in natural
e-commerce environments.

Data availability

The datasets generated during and analysed during the current
study are not publicly available due to containing information
that could compromise the privacy of research participants but
are available from the corresponding author on reasonable
request.
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