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ABSTRACT

Early Detection of DDoS attacks and Enhancing Feature Selection

using Network Traffic Analysis with Machine Learning Techniques

D.R.A Isuru Karunarathna
MSc. in Information Technology
Supervisor: Mr. Amila Senarathna
December 2024

Distributed Denial-of-Service (DDoS) attacks are a very serious and developing menace to many
providers of online services. Web services have become more important because of new
technology, making them appealing targets. DDoS means Distributed Denial of Service. This is a
way to attack where a lot of 'zombie' computers work together to send so many requests to a system
that it can't respond anymore. Such attacks interfere with normal functioning and as a consequence
the services providers may end up losing money and suffering from tarnished reputations.

For the contemporary DDoS menace, researchers have come up with solutions that can detect and
prevent the attack. A most hopeful solution in this regard is the combination of Machine Learning
(ML) methods with Intrusion Detection Systems (IDS). IDS is capable of detecting DDoS attacks
by comparing them through the application of the ML algorithms with normal patterns that are
characteristic of network traffic. In the last decade, IDS enhanced with ML evolved significantly
even if just in the last years a distributed architecture is consolidating its position which is able to
protect from individual attacks by dividing the task among multiple IDS.

This research employed the CICIDS2017 dataset which is standard for any cybersecurity research
in developing and evaluating the DDoS detection models by feature enhancing. Data normalization
has been performed as the initial stage to rank the data values for better comparability. Using both
passive and active ML-based feature selection approaches, only the most selective traffic features
were isolated. Passive feature selection is specially used for controlling incoming traffic, whereas
the active feature selection mainly focuses on the identification of features in real time. Two testing
sets were also developed for comparing the ML classification models of choice, as well as the best
hyperparameter s for each model. In particular, Random Forest algorithm was examined by its

scalability and by the ability to classify the DDoS attacks accurately.



Many classification models in the ML process were built and tested, and the hyperparameters were
adjusted in accordance with the result. On the same, the Random Forest algorithm was tested based
on its performance on big data and success rate towards DDoS detection.

The use of ML has several advantages such as high efficiency in recognizing DDoS attacks,
perspectives to update the method if new kinds of attacks appear, and real-time work with the
enormous amount of network data. When these systems are implemented within distributed
architectures, they improve scalability and reliability to accommodate large scale deployment in
the services environment. Passive and active feature selection also ensures that a lot of the data
processing load is removed without a negative impact on the detection rate. Thus, this experiment
identifies that the Random Forest algorithm model yields the highest detection accuracy with the
mean detection accuracy of 97.5% for DDoS attacks. This result is essential to understand how
ML techniques, specifically the Random Forest model, can accurately identify malicious traffic
from the legitimate one. Such high accuracy proves that the applicability of ML-based DDoS
detection systems can improve the security of application layer as a strong protection against future
cyber threats.
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