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ABSTRACT

Cyber Security Awareness and Behavior Change for 10T Users

Rathnarasa Shivakumar
MSc. in Information Technology (Cyber Security)

Supervisor: Dr. Harinda Sahadeva Fernando

December 2024

This research explores the factors affecting loT security perceptions and user behavioral among
different user groups. By using an integrated approach, we link research between user
characteristics. Perceived Risk and contextual factors in determining safety practices. These
research findings highlight the growing awareness of the importance of 10T security. But there
is a significant gap between awareness and action. Many individuals display limited knowledge
and security measures are used infrequently. They often rely on default settings and neglect to
update. Additionally, technical expertise Perceived Risk and contextual factors influence safety
behavior. From these insights We propose a proactive, user centric framework. with an
emphasis on tailored education User friendly security solution and share common

responsibilities to promote a secure 10T ecosystem.

Keywords:

Internet of Things (1oT), Cyber Security, Security Awareness, Behavior Change, User-Centric
Security, Risk Perception, Security Practices, Empirical Investigation, Mixed Methods
Research, 10T Adoption, Vulnerability Management, Threat Modeling, Data Privacy, User

Education.



ACKNOWLEDGEMENT

While at Sri Lanka Institute Information Technology, | have benefited from having great
advisors who seem to agree about very little. 1 would like to express my deep and sincere
gratitude to my research supervisor, Dr. Harinda Sahadeva Fernando, Associate Professor,
Faculty of Computing & Computer Systems Engineering, Sri Lanka Institute of Information
Technology, for supervising the research and providing valuable guidance throughout this

research work.

I would also like to thank the staff members of the Faculty of Computing & Computer Systems
Engineering, Sri Lanka Institute of Information Technology, for their constant support and
assistance throughout the research work.

Furthermore, | thank Dr. Prasanna Sumathipala, Head, Graduate Studies, Faculty of Computing
& Computer Systems Engineering, Sri Lanka Institute of Information Technology. | extend my
gratitude to the participants who volunteered for this research and provided valuable insights
and data that made this study possible.

Finally, 1 would like to acknowledge my employer ST ENGINEERING ELECTRONICS LTD.,
Singapore, my family and friends for their unwavering support, encouragement, and motivation
throughout my academic journey. Their love and support have been my driving force and source
of inspiration.

Thank you all for your valuable contributions to this research.



TABLE OF CONTENTS

DECLARATION ...ttt sttt et se b b et se et et e se et st e s ebenbe st eneeneste e enennas i
Y 2 Y 29 O ISP WY
ACKNOWLEDGEMENT ....ooiititiieie sttt st se et st ebesbe s eneasesbeneenennes %
TABLE OF CONTENTS. ...ttt ettt et e et e e s e e e snbe e e snbaeennbeeennnees i
LISE OF FIQUIES ..ttt ettt et e s e s bt e bt re e s beenbeeneesreesenneesbeanee s \Y
TS 0 N 1= o] [PPSR v
Chapter 1 INTrOQUCTION ... bbbt 1-1
1.1 BACKGIOUND ...t bbbt bbbt 1-1
1.2 RESEAICH PrOBIBIM ... et 1-1
1.3 ODJBCTIVES ...ttt bbbt a e bbb 1-2
Chapter 2 LItErature REVIEW ........ccvciuieie ettt ra ettt e e e sneennesreenne e 2-1
2.1 Review 0Of EXIStING LITEratUre ........cooiiiiiiiiieieee e 2-1
2.2 Cybersecurity Threats in the 10T LandSCape.........ccoereiiiiiininieiecriese e 2-1
2.3 User Behavior and Security Awareness in the Context of 10T ........cccocoveviiinininicnen, 2-10
2.4 Strategies for User Awareness and Behavior Change in 10T ........cccooveiiiiiininicicien, 2-16
2.5 User-Centric SECUNItY SOIULIONS..........ccoiiiiiiieiciesc e 2-17
2.6 Promoting Positive Behaviour Change ..........ccooeirreniieiisieeeeeie e 2-17
2.7 Standardization and Regulations for 10T SECUTILY ........ccoovviiiiiiiiieeese e 2-19
2.8 The Role Of REQUIALIONS. ......c..oiiiiieieie e 2-20
2.9 The Role of Technology in Addressing I0T Security Challenges ...........ccccoovvvvvivnieiennn. 2-21
2.10 GaP TAENTITICALION.........iiiiiicieieee ettt 2-23
0 O O o 111 oo ST OTSSSRRSO 2-24
Chapter 3 Research Objectives and OULCOMES ..........cuiiiieierierie e 3-1
3.1 RESEAICN ODJECLIVES .....cuiiuieiieiiite ittt bbbttt bbbttt 3-1
3.2 CoNCEPLUAl FraMEWOTK ......cuviiiiiiiiiieiti ettt sttt 3-2
3.3 User Awareness and KNOWIBAQE. .......ccuiiiiiiiieiie et 3-3
3.4 Perceived Risk and Threat SENSITIVILY .......c.cocveiiiiiiiiiiie e e 3-3
3.5 User’s Beliefs about the Importance of Cybersecurity ........cccovvviiiveiiiiiiiiniiieiiiec e 3-3
3.6 CONEXTUAL FACKOTS. ... .ciuieieciecieeie ettt e e re e te e e sneesreeneennes 3-4
N O T O 0 T - Tod =] 151 ot OSSR 3-4
38 HYPOTNESES ...t bbbt bbbt 3-5
3.9 RESEAICN QUESLIONS ....c.vvevieiiieieeieciesieesie et te e te et et sae s e teeste e esneesta e s e eneesteeneennaesreeneennes 3-5
3.10 Evaluating the 10T Security Awareness Framework...........cccoocvvieriniinieniennenee e 3-6
3.11 Presenting the 10T Security Awareness Framework t0 USerS........cccovvveenenienenneeinennns 3-8



3.12 Expected Outcomes: 10T Security Awareness Framework..........ccocvvinenininiiennnen, 3-10

Chapter 4 Research Design and Methodology...........cooveeiieiiiie i 4-1
4.1 Overview of the Design 10T Security Awareness Framework ..........ccccocevvvineniiieeninen, 4-1
4.2 RESEAICI DIBSIGN ...uvieiiieie sttt sttt sttt sttt et s esbe st e b e be e st e sreente et e areenne e 4-1
4.3 ELNICS CIBAIANCE ... eeeiietieeieeie ettt sttt ettt ettt e bt e s e st e be st e sreenteeneeareenne e 4-2
4.4 SAMPIING STrATEGY ...vovevieieieiieie bbb bbbt e e 4-2
4.5 MEINOUOIOGY ...t bbbt bbbt 4-3
4.6 Data ColleCtion METNOUS. ........ccviiiiiie et 4-4
4.7 DA ANAIYSIS ...ttt bbbt bbb e e e 4-5
4.8 Framework Development Based on Research FIndings ..........cccocuvvvininenc i, 4-5
4.9 Anticipated Framework COMPONENTS...........cviiiirieieieie et 4-5

Chapter 5 ReSUILS aNd ANAIYSIS .......couiiiiiiiiie i 5-1
R 10T L84 A T o OSSPSR 5-1
5.2 DESCIIPLIVE STATISTICS ....eveevieeeieete sttt bbbt 5-1
5.3 ANalysis OF SUINVEY RESPONSES ........oouiitiiiiiiieieierie ettt bbbt 5-55
5.4 DiSCUSSION OF FINGINGS ....vevviieieiieiie et 5-55

Chapter 6 Hypothesis Analysis and DiSCUSSION...........c.coiiieiieieiie it 6-1
0.1 PUIPOSE ...ttt ettt h e e R R e e bbb 6-1
6.2 Hypothesis Testing Methodology .........ccccuiiiiieieiiieie s 6-1
6.3 Summary of Hypothesis ANAlYSIS..........cciiiiiiii s 6-9
6.4 SUMMArY OF FINAINGS ...t 6-10
6.5 OVEIAll SUMMAIY ...oviiiicieice et et e sre st e s teereeneeneeseeeens 6-11

Chapter 7 10T Security Awareness Framework Development ..........cccccvvvveereiieniiene e, 7-1
8 T 1€ 0o [ od o OSSR 7-1
7.2 FrameEWOIK DESIGN .....oviiiiiuieiieieiesie sttt sttt ettt sttt ne e s 7-1
7.3 Framework DevelOpmMENt PrOCESS.......ccviiiiiieieieieie ettt 7-3
7.4 Proposed FrameWOork MO .........cc.ooiiiiiiiiic it 7-3
7.5 Practical IMPIICALIONS .......coiiiiieieie et 7-6
A 02 Tod 111 o] o SR 7-6

Chapter 8 Conclusions and ReCOMMENTALIONS. ..........ccoviieierienieie e 8-1
8.1 ConcClusion Of the RESEAICN ...........uiiieice e nreas 8-1
8.2 Contributions t0 the STUAY.........cceiiiiiiiieic s 8-1
8.3 Recommendations for FUture RESEArCh ..o 8-1
8.4 Practical RECOMMENUALIONS ........oiviiiieiiiie e s 8-2
8.5 FINAL TROUGNTS. ...t e bbbttt nneas 8-3



Chapter 9 RETEIENCES .....c.viivieiie ettt e te et et e s be et e e naesreenteeneesreenneans 9-1
Chapter 10 APPENAIX ....ecvveieeieiie it eie s ste et e te e e s e e te e e sreesteeseesraebeaseesseeseaneesneeseaneesres 10-1
ApPPendiX 1: SUNVEY QUESTIONS. .....cc.iiieiieeieciesieesie ettt te e te e esbe e esneesreeneeanes 10-1
Appendix 2: Hypothetical User Responses during the interview ............ccccoovvnvnenieiennenn 10-1



List of Figures

Figure 1.1 Global 10T Connection Forecast 2022-2032...........ccccecviieiieeieeiesiese e se e 02-02
Figure 1.2 10T AttaCK LANUSCAPE.......cceeiieeieiieiteee et ste e sra et ra e e e e e sseenneanes 02-03
Figure: 3.1 Conceptual Framework DIagram ..........cccevvereiieieeniesie s e e e sre e s sre e 03-02
Figure: 7.1 10T Security Awareness FrameWOrK ..........cccccviveieereiiiesiesie e e see e e 07-04



List of Tables

TabIE 6.1 VArTADIE. ..ot 6-2
Table 6.2 AWAIENESS LEVEL.......coeiiiiece e e e 6-3
TabIE 6.3 VAITADIE......eeeee e 6-3
TaDIE 6.4 RISK TBVEL ...ttt ne e reenne e 6-4
TabIE 6.5 VArTADIE. ..o e 6-5
Table 6.6 Importance of CYDEISECUNILY .........ccooiiiiiiieicee e 6-6
TaDIE 6.7 VArTADIE. ..o e 6-6
Table 6.8 WOIrKPIACe POLICY .......ccuiiiiiiiiiiie e 6-7
TabIe 6.9 VArTADIE. ..o s 6-8
Table 6.20 TEChNICAl EXPEITISE......cvciviiieiieeie ettt re e 6-9
Table 6.31 Summarizes the results of all the hypothesis tests.........c.cccvvveviiieiiiie i, 6-9



