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ABSTRACT

Optimizing Multi-Factor Authentication Protocols to Bolster
Corporate User Security

Indika Gamage
MSc. in Information Technology - Cybersecurity

Supervisor: Prof. Anuradha Jayakody

December 2024

In today’s cybersecurity landscape, where corporate entities face sophisticated threats, robust
authentication measures are essential. This research focuses on designing a contextual and risk-
based Multi-Factor Authentication (MFA) model to enhance corporate security. Unlike traditional
static MFA, the proposed model incorporates dynamic, context-sensitive factors such as user
behavior, location data, and risk levels, strengthening defenses in environments handling sensitive

information.

This study highlights the need for adaptable authentication solutions capable of responding in real-
time to evolving threats. By integrating biometric and adaptive authentication technologies, the
research aims to enhance both security and user experience. The proposed scalable MFA model
offers a multi-layered defense mechanism tailored to the demands of corporate environments,

contributing to improved data protection and organizational trust.

While this approach advances secure authentication practices, it also presents challenges, such as
privacy concerns stemming from extensive data collection, high implementation complexity, and
the need for accurate, real-time data. Scalability may lead to system delays, and frequent
verification prompts risk frustrating users. Balancing security, usability, and privacy is critical for

Iong-term SUCCess.

In conclusion, this research demonstrates the potential of contextual and risk-based MFA models
to effectively mitigate cybersecurity threats. By providing a more adaptive and responsive
framework, the study contributes to the development of improved corporate cybersecurity
practices, addressing the growing need for solutions that safeguard data assets and maintain trust

with stakeholders.
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