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Abstract

The purpose of this study is to investigate the factors that affect Blockchain adoption
in governmental operations in Sri Lanka and to propose a comprehensive adoption
framework for Blockchain technology in the Sri Lankan governmental operations. The
Technology- Organization-Environment (TOE) framework is utilized due to its capac-
ity to capture the complexities of technological adoption in the public sector, address-
ing both internal (organizational) and external (environmental) factors that influence
the adoption process. Given the structural, regulatory, and data sensitivity challenges
of governmental settings, the TOE framework integrates employee insights from tech-
nological, organizational, and environmental perspectives, making it adaptable to the
public sector’s needs and scalable across various government entities. It also reflects
the regulatory and operational requirements specific to the Sri Lankan public institu-
tions, including essential compliance areas such as data privacy, security regulations,
and government workflows, thereby offering a practical pathway for Blockchain adop-
tion within the local context. This study employed statistical methods to ensure the
validity and reliability of data collected through a structured questionnaire distributed
to Grade I-IT Directors to capture their perceptions and experiences with Blockchain
technology. Using the structural equation modelling (SEM), the study finds that all the
technological, organizational, and environmental dimensions of the TOE framework
are significantly associated with intention to adopt Blockchain technology in the Sri
Lankan governmental operations. At a more specific level, trust, compatibility, secu-
rity, higher authority support, monetary resources, rivalry pressure, and regulatory
support were identified as significant predictors of adoption intention, while relative
advantage, IT resources, and business partner pressure were not statistically sig-
nificant, and firm size showed only weak support. These findings provide an empir-
ically grounded framework for understanding Blockchain adoption intention in the
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Sri Lankan public sector and offer implications for future policy and implementation
planning.

1. Introduction

The dawn of Blockchain technology has revolutionized digital transactions by
enhancing transparency, security, and efficiency. Originally introduced as the foun-
dational technology for Bitcoin by Nakamoto in 2008, Blockchain has evolved far
beyond cryptocurrencies into applications spanning finance, healthcare, supply-chain
management, and government operations [1]. It is a decentralized digital ledger that
records transactions across multiple computers, guaranteeing immutability, cryp-
tographic security, and transparency. Because its core principles, namely, decentral-
ization, cryptography, and immutability, eliminate reliance on a single trusted
authority, Blockchain is particularly suitable for environments where accountability
and data integrity are essential [2].

Unlike traditional centralized systems, Blockchain operates on a peer-to-peer net-
work that removes intermediaries [3]. Each participant maintains a synchronized copy
of the ledger, reducing single-point failures and fostering trust. Once a transaction is
recorded, it cannot be altered, ensuring permanent data integrity [4]. Public Block-
chains offer full visibility, while private or permissioned networks still achieve greater
transparency than conventional databases [5]. Cryptographic techniques further
secure data and restrict unauthorized access, an advantage particularly valuable in
sectors demanding high data integrity [6].

Across industries, Blockchain has proven transformative. In finance, it streamlines
secure transactions and lowers intermediary costs; in healthcare, it strengthens data
sharing and privacy [7]. Governments worldwide are now exploring Blockchain for
transparent voting systems and secure public-record management [7]. The technol-
ogy’s potential to improve the transparency, data security, process efficiency, and
corruption reduction makes it especially relevant to public sector modernization.

Transparency is one of Blockchain’s most compelling benefits. By maintaining a
decentralized, verifiable ledger, governments can enable citizens to track transac-
tions, budgets, and allocations in real time [1,3]. Such openness builds public trust
and deters fraud, especially in land registration and procurement [4]. Blockchain’s
encryption safeguards sensitive data, protecting citizen information, legal records,
and official communications [5,6]. Smart contracts, self-executing programs triggered
by predefined conditions, can automate bureaucratic procedures, accelerating pro-
cesses and reducing human error [7]. In areas like welfare disbursement, they ensure
benefits are delivered accurately and promptly [8]. The immutable, auditable nature
of Blockchain records makes corruption and data tampering extremely difficult [9,10].

Global experiences further demonstrate Blockchain’s public sector impact. Esto-
nia and Dubai have integrated Blockchain into national registries, visa systems, and
document management, resulting in cost reductions and improved efficiency [11]. For
developing economies, Blockchain provides an opportunity to bypass legacy ineffi-
ciencies and introduce transparent, technology-driven governance [12].
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Sri Lanka’s public administration faces long-standing inefficiencies, limited transparency, and data vulnerabilities.
Bureaucratic delays, redundant procedures, and fragmented systems increase costs and reduce service quality [1,3].
Limited access to information fosters distrust, and opaque procurement practices have enabled corruption [4,5]. Cyberse-
curity risks also threaten the confidentiality of government and citizen data [6,7]. Blockchain offers a strategic response by
enabling tamper-proof, verifiable records and secure data exchange among agencies [8,9,10].

Interest in Blockchain within Sri Lanka’s public sector is growing, but adoption remains nascent [11]. Major barriers
include inadequate ICT infrastructure, ambiguous regulation, and insufficient organizational readiness [12—14]. Although
digital infrastructure has improved, rural connectivity and reliable electricity remain concerns [13]. Moreover, effective
implementation demands skilled personnel and clear policies governing data privacy, cybersecurity, and the legal status of
Blockchain transactions [12,14]. The Technology—Organization—Environment (TOE) framework provides a comprehensive
foundation for analyzing these challenges [15]. It allows simultaneous consideration of technological readiness, organiza-
tional capacity, and environmental pressures, enabling a holistic understanding of Blockchain adoption in government.

Blockchain’s transformative potential has motivated this research, which aims to examine how it can enhance Sri
Lanka’s governance, transparency, and efficiency. Globally, Blockchain has improved service delivery and reduced
corruption [16,17]. In Sri Lanka, persistent inefficiencies and public distrust underscore the urgency of such transforma-
tion. The research problem centers on identifying the technological, organizational, and environmental factors influencing
Blockchain adoption in governmental operations. Trust remains a cornerstone of effective governance, yet perceptions of
corruption and favoritism continue to erode public confidence [10,11]. Complex bureaucratic procedures delay services,
inflate costs, and discourage citizen engagement [12,13]. Meanwhile, weak cybersecurity measures expose sensitive data
to breaches and manipulation, threatening both privacy and institutional credibility [14,15,18]. Although Sri Lanka is pursu-
ing digital government reforms, Blockchain adoption lags due to infrastructural gaps, limited organizational preparedness,
and regulatory uncertainty [19].

Internationally, countries such as Estonia and Dubai have demonstrated how Blockchain can enhance transparency,
efficiency, and citizen participation [20]. Inspired by these successes, the present study attempts to bridge the gap
between Blockchain’s technological potential and its practical implementation in Sri Lanka’s public sector. Understanding
how technological, organizational, and environmental factors jointly determine adoption readiness provides the basis for a
structured framework to guide national-level integration.

Blockchain could fundamentally reshape administrative processes by enhancing transparency, automating workflows,
and ensuring data integrity. Technologically, it provides verifiable, tamper-resistant records that reinforce trust and reduce
opportunities for corruption. Organizationally, leadership commitment, sufficient funding, and skilled personnel are critical
for successful implementation [21,22]. Environmentally, effective regulation, inter-agency collaboration, and competitive
pressure can accelerate adoption [23,24]. Together, these factors influence how government institutions assess, pilot, and
institutionalize Blockchain solutions.

The theoretical contribution of this study is mainly four-fold. First, while extensive research has examined Blockchain
in private-sector domains such as operations, supply chains, and accounting [25]-[27], public-sector adoption in develop-
ing countries has received more limited attention [28]. In a related study, [29] develop a Blockchain readiness index and
an importance-performance map to evaluate macro-level organizational readiness parameters and data-driven analytics
for Blockchain adoption across Sri Lankan public sector organizations. In contrast, to address institutional specificity,
we developed a comprehensive questionnaire following [30] to collect the required data by specifically targeting the Sri
Lankan government institutions officially mandated by government gazette notification (See [href:https://pubad.gov.lk/web/
images/latest_document/service_minutes/2014/1431938178-1894-26--e-.pdf]https://pubad.gov.lk/web/images/latest_doc-
ument/service_minutes/2014/1431938178-1894-26--e-.pdf) to maintain dedicated IT departments overseen by Grade | IT
Directors. These key informants, the gazetted Grade | IT Directors, serve as the primary operational gatekeepers respon-
sible for implementing state IT policies within their respective institutions. Beyond this theoretical contribution, we translate
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our findings into a structured and practical Blockchain adoption framework and Blockchain adoption checklist to support
implementation planning in governmental operations, thereby further differentiating our study from [29].

Second, the study refines the application of the TOE framework for public administration by showing that Blockchain
adoption in government is not merely a question of technological usefulness, but is conditioned by legacy-system com-
contributes empirically by identifying which TOE sub-dimensions are most salient in this context, thereby showing that
adoption intention in the Sri Lankan governmental operations depends more on institutional fit, governance support, and
regulatory legitimacy than on technological attractiveness alone. Fourth, beyond its theoretical contribution, the study
translates these findings into a structured Blockchain Adoption Framework and Implementation Checklist to guide imple-
mentation planning in governmental operations.

More broadly, although prior studies have examined Blockchain applications in government, the theoretical increment
of the present study lies in moving beyond general application-oriented discussion toward a context-specific explanation of
adoption in public administration [6,30], and [31]. In particular, this study argues that Blockchain adoption in governmen-
tal operations should be understood as an institutionally embedded organizational process shaped by the interaction of
technological compatibility, leadership support, resource readiness, and regulatory conditions. This is especially important
in developing-country contexts, where infrastructure gaps, limited trained personnel, and regulatory uncertainty may alter
the relative importance of adoption drivers [19,42]. Accordingly, this study does not merely apply the TOE framework to a
new setting; it refines the TOE lens for the public sector by showing how technological, organizational, and environmental
dimensions operate together under the structural realities of the Sri Lankan governmental institutions.

The rest of the paper is structured as follows. Section two elaborates the related literature, while the third section
explains the methods and materials used in the study. Section four discusses the findings of this study and section five
concludes the paper.

2. Literature review and hypotheses development

Blockchain technology has emerged in the twenty-first century as a transformative digital innovation, offering a decentral-
ized and secure method for recording and managing data across industries. Originally developed as the foundation for
Bitcoin, Blockchain has evolved beyond its financial roots to revolutionize multiple domains, including healthcare, supply
chains, and government operations [2]. Its capacity to provide transparent, immutable, and tamper-proof transaction
records enhances the accountability and efficiency of public sector processes [6]. In developing countries such as Sri
Lanka, where corruption, inefficiency, and lack of transparency impede progress, Blockchain can establish a secure data
environment that fosters trust, reduces administrative delays, and safeguards record integrity [19,21]. However, successful
adoption requires evaluating technological readiness, organizational capabilities, and the broader regulatory and societal
context [21]. The TOE framework provides a robust structure for examining these interrelated factors [15].

Since its introduction in 2008, Blockchain has expanded from cryptocurrency applications to a wide range of uses
across sectors [2]. Its core features, decentralization, immutability, smart contracts, and consensus mechanisms, define
its operational strength. Decentralization distributes data across nodes instead of relying on a central authority, thereby
improving transparency and resilience [14,15]. Immutability ensures that once data are validated and recorded, they can-
not be altered without network consensus, making it ideal for environments that demand reliable audit trails [16]. Smart
contracts, which automatically execute transactions once predefined conditions are met, reduce manual intervention and
accelerate processes [17]. Consensus mechanisms such as proof of work and proof of stake maintain trust and data con-
sistency within the network by ensuring agreement among participants have driven Blockchain’s expansion into diverse
sectors including finance, healthcare, and supply chain management [18].

In finance, Blockchain has disrupted traditional models by enabling fast and secure peer-to-peer transactions while
minimizing intermediaries [19,20]. Healthcare systems use Blockchain to ensure secure, interoperable patient data
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exchange, improving accuracy and patient safety [21]. Additionally, Blockchain plays a crucial role in verifying the authen-
ticity of pharmaceuticals throughout the supply chain [22]. In logistics, Blockchain records every transaction transparently,
enabling real-time tracking, authenticity verification, and regulatory compliance [23,24]. Through these applications,
Blockchain has consistently reduced fraud and operational inefficiencies while fostering transparency [28]. With integration
into emerging technologies such as artificial intelligence (Al) and the Internet of Things (loT), Blockchain continues to offer
innovative possibilities for digital governance.

Public administrations worldwide have leveraged Blockchain to strengthen transparency, data security, and efficiency.
Estonia, a pioneer in e-governance, uses Blockchain to secure national registries including land, health, and identity
systems, alongside its e-residency program, which enables secure digital identities and cross-border business registration
[20]. These initiatives have significantly improved operational efficiency and citizen trust. Similarly, the United Arab Emir-
ates’ Emirates Blockchain Strategy 2021 aims to digitize all government documents by 2024. Projects such as the Dubai
Land Department’s Blockchain-based property transfer system have reduced processing time and administrative costs
while improving data integrity [6,30,31]. These international examples demonstrate that Blockchain adoption can reduce
bureaucracy, standardize control points, and enhance service delivery, positioning it as a critical technology for effective
governance [6].

The adoption of Blockchain technology in the public sector is influenced by a complex interplay of technological, orga-
nizational, and environmental factors. On the technological side, compatibility with existing systems facilitates smooth
implementation, while incompatibility with legacy platforms can result in high costs and operational friction [32]. Perceived
security is another determinant, as public-sector institutions must be assured of Blockchain’s cryptographic resilience and
privacy controls [33]. Scalability, ensuring that Blockchain systems can handle large transaction volumes, is essential for
high-demand public applications [34]. The organizational dimension encompasses leadership commitment, communica-
tion, and resource readiness. Leaders who advocate for technological change can mobilize resources, reduce resistance,
and inspire staff engagement [35]. Meanwhile, adequate financial and technical resources determine project feasibility and
sustainability [36]. The environmental dimension relates to regulatory clarity and policy support. Supportive regulations
enhance adoption, whereas ambiguity or restrictive laws create uncertainty and slow implementation [37].

Despite its potential, Blockchain adoption faces several barriers. Many governments, particularly in developing countries,
lack robust ICT infrastructure, such as high-speed internet, secure data centers, and cybersecurity systems [38]. Integra-
tion with existing legacy systems often poses significant challenges due to incompatibility and limited interoperability [39].
High costs of implementation, maintenance, and training remain deterrents for resource-constrained public institutions [39].
Furthermore, regulatory and legal challenges complicate adoption. Data protection laws, including the European Union’s
GDPR, impose strict controls over data management, which can conflict with Blockchain’s immutable nature [40]. Account-
ability issues also arise, as decentralized systems make it difficult to assign liability for errors or breaches [41]. Hence,
balancing technological advancement with governance and legal compliance is critical for sustainable adoption.

In Sri Lanka, Blockchain technology could address many entrenched public-sector challenges, including inefficiency,
corruption, and data insecurity [42]. It can promote transparency by providing immutable and auditable records of transac-
tions, thereby reinforcing public accountability [42—44]. Data decentralization reduces the risks associated with centralized
storage, while cryptographic —validation ensures data authenticity and security [18]. Blockchain can streamline adminis-
trative processes by automating verification tasks and minimizing manual errors [19]. For instance, in land management,
Blockchain-based registries could automate ownership verification and reduce disputes [17,21]. Similarly, in public pro-
curement, Blockchain’s transparency could prevent corruption and enhance the integrity of government contracting [20].
However, Sri Lanka must overcome several challenges before realizing these benefits. Technological readiness remains
uneven due to infrastructure gaps and inadequate digital literacy [20]. Additionally, the lack of a clear regulatory framework
and trained personnel constrains large-scale implementation [19,42]. Institutional change management and policy reform
are therefore vital prerequisites for effective adoption.
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Several theoretical models explain the process of technology adoption in the public sector. The Unified Theory of
Acceptance and Use of Technology (UTAUT) emphasizes user perceptions such as performance expectancy and social
influence [45,46]. The Diffusion of Innovations (DOI) theory highlights factors like relative advantage, compatibility, and
observability [47], while the institutional theory focuses on normative and coercive pressures within bureaucratic contexts
[48]. Although these frameworks provide valuable insights, they often fail to account for the multi-layered institutional and
environmental complexities of government technology adoption. The TOE framework overcomes this limitation by integrat-
ing all three dimensions, technological, organizational, and environmental, into a comprehensive model [49-52]. It allows
for an assessment of both internal and external determinants of adoption, making it particularly relevant for evaluating
Blockchain adoption in the public sector [4,6,26].

Accordingly, under the technological dimension, factors such as relative advantage, trust, compatibility, and security are
expected to play significant roles in influencing Blockchain adoption, while Blockchain technology enhances operational
efficiency, transparency, and data security, contributing to improved management of government resources and services
[26]. Moreover, the aspects such as higher authority support, firm size, monetary resources, and IT resources are critical
under the organizational dimension where the top management commitment and sufficient resource allocation are vital
for effective Blockchain integration [26,38]. Further, under the environmental dimension, the competitive pressures and
supportive regulations create an enabling environment that motivates institutions to embrace Blockchain [53].

Therefore, based on the foregone literature, three research hypotheses were formulated to examine the Blockchain
adoption in the Sri Lankan governmental operations as follows.

Hypothesis 1: Technological factors positively influence the intention of adopting Blockchain technology in the Sri
Lankan governmental operations.

Hypothesis 2: Organizational factors positively influence the intention of adopting Blockchain technology in the Sri
Lankan governmental operations.

Hypothesis 3: Environmental factors positively influence the intention of adopting Blockchain technology in the Sri
Lankan governmental operations.

3. Materials and methods

Following prior studies [30], an online survey technique was employed to collect the required data. The study adopted a
key-informant sampling approach and targeted executive-level officers in the Sri Lanka Information and Communication
Technology Service within the public sector. The Gazette classifies this service as part of the executive public-service
category and defines its role as using information and communication technology to build an excellent public service and
implement government ICT policies while maintaining coordination with internal and external institutions (see [href:https://
pubad.gov.lk/web/images/latest_document/service_minutes/2014/1431938178-1894-26--e-.pdflhttps://pubad.gov.lk/web/
images/latest_document/service_minutes/2014/1431938178-1894-26--e-.pdf). The role profile of the service includes
drafting ICT policies, identifying institutional ICT solutions, conducting technical evaluation, implementing and evaluating
ICT projects, generating management information, and coordinating with internal and external institutions. Accordingly, the
sampling frame consisted of Grade | ICT Directors and equivalent senior ICT officers serving across government minis-
tries and departments. This choice was made because these officers are not only responsible for technical administration,
but also for identifying institutional ICT solutions, coordinating implementation, supporting policy execution, and aligning
digital initiatives with public-sector procedures and administrative requirements. Therefore, they were considered appropri-
ate respondents for assessing organizational readiness for Blockchain adoption in governmental operations.

Moreover, the sample also covered a diverse range of institutional types and organizational sizes across the Sri Lankan
public sector. It includes public sector organizations such as the President’s Office, Office of the Cabinet of Ministers, and
Ministry of Education, Ministry of Foreign Affairs, Ministry of Finance as well as large service departments and operational
agencies such as the Ministry of Health, Department of Examinations, Department of Railways, Department of Census
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and Statistics, Department of Inland Revenue, Department of Pensions, and the Department of Information Technology
Management. These institutions differ substantially in mandate, service scope, and internal scale. Therefore, the final
sample was not limited to one type of governmental body; rather, it represented policy-making institutions, regulatory and
administrative departments, citizen-service agencies, revenue-related entities, and technical/data agencies. This diver-
sity improves the representativeness of the study for public-sector Blockchain adoption by covering agencies of different
functions and sizes.

To further illustrate the breadth of the sampling frame, an institutional distribution table is provided in the S1 Appendix,
showing the range of ministries, departments, and central government institutions represented in the executive ICT cadre.
Accordingly, invitations describing the study objectives and requesting voluntary participation were sent to 150 identified
officers based on official ministry and departmental sources. A pilot study was initially conducted with 30 respondents from
this sampling frame to evaluate the clarity and contextual suitability of the questionnaire. After minor revisions, the final
questionnaire was distributed to the full sample, from which 108 usable responses were received, yielding a response rate
of 72%, which is acceptable for this type of research [54].

The required data was collected using a structured questionnaire (see S2 Appendix). The questionnaire development
process involved four stages. First, the measurement items were identified following [30] to ensure data was collected
using validated instruments to reflect that Blockchain adoption is within the TOE framework. Second, these items were
then adapted to the context of Sri Lankan public sector organizations to improve contextual relevance without altering
their original conceptual content. Third, the draft instrument was structured around the three TOE dimensions and mea-
surement items for the corresponding latent variables together with the dependent construct of intention to adopt Block-
chain technology. A five-point Likert scale ranging from “Strongly Disagree (1)” to “Strongly Agree (5)” was used to record
responses. Fourth, a pilot study was conducted with 30 respondents from the target population to assess item clarity,
contextual suitability, and response consistency. Based on the pilot feedback, minor wording revisions were made before
final administration. This process helped strengthen the content validity and contextual appropriateness of the instrument.
Details of all latent variables, measurement items, and source references are provided in the S4 Appendix.

In this study, data privacy and confidentiality were prioritized to protect participant anonymity and maintain the integrity
of sensitive governmental information. The questionnaire distribution was administered via Google Forms over a period
of three months from 22/05/2024—22/08/2024 after obtaining formal ethical approval from the Institutional Ethics Review
Committee (IERC) of the Sri Lanka Institute of Information Technology (SLIIT) under the official approval reference num-
ber SLIIT-IERC-2024-0821.The questionnaire was designed without the collection of any personally identifiable informa-
tion (PIl), ensuring that participants’ identities could not be traced. It also clearly outlined that responses would be used
solely for academic purposes, underscoring the study’s academic nature. Data collected was securely stored, and strict
protocols were followed to prevent unauthorized access, preserving the confidentiality of the information related to govern-
mental processes.

The informed consent process was designed to transparently inform participants about the study and their rights. All
participants were adults employed in the Sri Lankan public sector institutions; therefore, parental or guardian consent
was not required. This study did not involve any medical records, patient data, or other sensitive health information. Each
participant received a description of the study’s purpose, the voluntary nature of participation, and assurances of response
confidentiality. Participants were also informed of their right to withdraw from the study at any time without consequences.
The consent statement clarified that no PIl would be collected, reinforcing anonymity and protecting participants’ privacy.
Through this process, the study maintained ethical standards and participant trust, while respecting their autonomy and
data security.

The conceptual framework (see Fig 1) of the study was developed based on the TOE framework, integrating the three
main dimensions that collectively influence Blockchain adoption within the Sri Lankan governmental operations. The
model hypothesizes that these dimensions directly affect the intention to adopt Blockchain technology in the public sector.
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Fig 1. Conceptual framework.

https://doi.org/10.1371/journal.pone.0352781.9001

The technological dimension comprises relative advantage, trust, compatibility, and security. The organizational dimen-
sion includes higher authority support, IT resources, firm size, and monetary resources, while the environmental dimen-
sion involves rivalry pressure, business partner pressure, and regulatory support. Together, these factors represent the
independent variables influencing the dependent variable, which is the intention to adopt Blockchain technology in public
institutions. This conceptual model guides the empirical analysis of the study and reflects the hypotheses developed in the
previous chapter.

To evaluate the quality of the measurement instrument, several procedures were applied to establish reliability and
validity. First, internal consistency reliability was assessed using Cronbach’s alpha. A value above 0.70 is generally con-
sidered acceptable, indicating that the items consistently measure the same latent construct [55,56]. Second, construct
validity was assessed through factor-analytic procedures. The Kaiser—Meyer—Olkin (KMO) measure and Bartlett’s test
of sphericity were used to confirm sampling adequacy and the suitability of the correlation matrix for factor analysis [57].
Third, factor loadings were examined to determine whether the observed indicators loaded satisfactorily on their respec-
tive constructs. Items with acceptable loading values were retained for subsequent analysis. Together, these procedures
ensured that the measurement model was sufficiently reliable and valid for hypotheses testing through Structural Equation
Modeling (SEM).

To test the research hypotheses and examine relationships among variables, the study employed SEM using AMOS
26.0 software. While standard SEM provides robust validation of causal relationships, [58] integrated SEM with machine
learning and explainable Al to predict Blockchain adoption readiness, highlighting the growing use of hybrid computational
approaches in contemporary research. Nevertheless, to align with the objectives of the study, standard SEM was chosen
because it allows simultaneous estimation of multiple interrelated dependence relationships among observed and latent
variables. Two models were analyzed. The first model tested the direct effects of the three TOE dimensions on the inten-
tion to adopt Blockchain technology (IABT). The second model further decomposed each dimension into its sub-
factors, such as relative advantage, trust, security, higher authority support, firm size, and regulatory support, to determine
their specific effects on adoption intention. SEM’s integrated approach to confirmatory factor analysis and path modeling
provides a comprehensive understanding of how individual factors and broader dimensions interact to influence adoption
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behavior. Model fit indices, including Chi-square/df, Goodness-of-Fit Index (GFI), Comparative Fit Index (CFl), and Root
Mean Square Error of Approximation (RMSEA), were used to evaluate the fitness of the model to the data [59].

4. Results and discussion

To assess the internal consistency and validity of the constructs used in this study, reliability and validity tests were per-
formed. As noted by [57], these tests determine the extent to which the indicators consistently measure their respective
latent variables. Following [60], the reliability of each construct was evaluated using Cronbach’s alpha. The results of this
test are presented in Table 1. All Cronbach’s alpha values were above 0.7, exceeding the recommended threshold of 0.70.
Hence, it indicates a strong internal consistency. Therefore, the measurement items used in this study effectively captured
the dimensions of the TOE framework. Table 1 shows the results of the Cronbach alpha analysis.

In addition, the Kaiser-Meyer-Olkin (KMO) measure of sampling adequacy and Bartlett’s test of sphericity were con-
ducted to ensure that the data were suitable for factor analysis. The KMO value was 0.939, which is well above the
recommended threshold of 0.60, indicating that the sample was appropriate for factor analysis [57]. Bartlett’s test statistic
was also significant (p<0.001), confirming that the correlation matrix was not an identity matrix and that the variables
were sufficiently correlated for further analysis. Consequently, factor analysis was performed to identify the relationships
among observed variables and their respective latent constructs. The results are presented in Table 2. All factor loadings
exceeded 0.5, which meets the acceptance level suggested by [60] and aligns with the findings of previous studies [30].
Hence, these results indicate that the observed items adequately represented their intended latent constructs, providing
evidence that the questionnaire possessed acceptable reliability and construct validity for the SEM analysis.

The factor loadings of the constructs indicated that all observed variables loaded strongly onto their respective fac-
tors. For instance, within the technological dimension, the loadings for Relative Advantage ranged between 0.843 and
0.891, Compatibility between 0.837 and 0.894, and Security between 0.852 and 0.882. Organizational constructs also
showed high loadings, such as Higher Authority Support (0.829—-0.912) and Monetary Resources (0.864—0.901), while
environmental constructs like Rivalry Pressure (0.866—0.895) and Regulatory Support (0.796 0.894) demonstrated strong
reliability as well. These findings validate the dimensional structure of the TOE framework, supporting its use in analyzing
Blockchain adoption in the public sector. Accordingly, the results of the two models that were estimated to examine the
influence of the TOE framework dimensions on the IABT using the SEM analysis are presented in Table 3. The first model
evaluated the aggregate influence of the technological, organizational, and environmental perspectives, while the second
model decomposed each perspective into its respective sub-factors.

In Model One, all three TOE perspectives demonstrated significant and positive relationships with IABT. The technolog-
ical perspective recorded a standardized coefficient of 0.398 (p<0.001), the organizational perspective 0.308 (p<0.001),
and the environmental perspective 0.346 (p<0.001). These results confirm that all three dimensions of the TOE frame-
work are significant predictors of Blockchain adoption in the Sri Lankan governmental operations. This finding aligns with
prior research emphasizing that technological readiness, organizational support, and environmental influences jointly drive
technology adoption [61-65]. Therefore, the study supports Hypotheses 1, 2, and 3, confirming the applicability of the
TOE model within the public sector operations the Sri Lankan context.

Model Two provides a more detailed examination by analyzing each sub-factor under the three perspectives. Within the
technological perspective, Trust (3=0.093, p<0.01), Compatibility (3=0.277, p<0.001), and Security (3=0.099, p<0.01)
were found to have positive and statistically significant effects on Blockchain adoption. However, Relative Advantage
(B=0.012, p=0.622) was insignificant, indicating that while Blockchain offers efficiency and transparency, its perceived
advantage over existing systems may not be fully recognized by public sector entities. In the organizational perspective,
Higher Authority Support (=0.093, p<0.01) and Monetary Resources (3=0.114, p<0.01) showed strong and significant
positive relationships with IABT. This implies that the endorsement and involvement of senior management, along with
sufficient financial resources, play crucial roles in facilitating Blockchain adoption in governmental institutions. Conversely,
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Table 1. Reliability test.
Construct Items Cronbach’s alpha
Relative Advantage TRA1 0.922

TRA2
TRA3
TRA4
Trust TTR1 0.855
TTR2
TTR3
Compatibility TC1 0.919
TC2
TC3
TC4
Security TSE1 0.911
TSE2
TSE3
TSE4
Higher Authority Support OHAC1 0.947
OHAC2
OHAC3
OHAC4
OHAC5
Firm Size OOFS1 0.916
OOFS2
OOFS3
Monetary Resources OMR1 0.937
OMR2
OMR3
OMR4
OMR5
IT resources OFR1 0.898
OFR2
OFR3
OFR4
Rivalry Pressure ERP1 0.938
ERP2
ERP3
ERP4
Business Partner’s Pressure EBP1 0.806
EBP2
EBP3
EBP4
EBP5
EBP6
Regulatory Support ERS1 0.901
ERS2
ERS3
ERS4

(Continued)
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Table 1. (Continued)

Construct Items Cronbach’s alpha
Intention to Adopt Blockchain Technology ITA1 0.896

ITA2

ITA3

Note. This table shows the results of the reliability test. All variables are defined in the S4 Appendix.

https://doi.org/10.1371/journal.pone.0352781.t001

Table 2. Factor analysis.

Item Factor loading Item Factor loading
TRA1 0.878 ERP4 0.891
TRA2 0.891 EBP1 0.842
TRA3 0.867 EBP2 0.864
TRA4 0.843 EBP3 0.848
TCA1 0.837 EBP4 0.817
TC2 0.846 EBP5 0.896
TC3 0.847 ERS1 0.796
TC4 0.894 ERS2 0.880
OHAC1 0.847 ERS3 0.894
OHAC2 0.863 ERS4 0.894
OHAC3 0.912 TTR1 0.872
OHAC4 0.829 TTR2 0.841
OHAC5 0.877 TTR3 0.855
OOFS1 0.902 TSE1 0.852
OOFS2 0.888 TSE2 0.882
OOFS3 0.900 TSE3 0.882
OMR1 0.864 TSE4 0.869
OMR2 0.877 OFR1 0.875
OMR3 0.901 OFR2 0.884
OMR4 0.882 OFR3 0.894
OMRS5 0.881 OFR4 0.871
ERP1 0.895 ITA1 0.829
ERP2 0.866 ITA2 0.772
ERP3 0.881 ITA3 0.760

Note. This table shows the results of the factor analysis. All variables are defined in the S4 Appendix.

https://doi.org/10.1371/journal.pone.0352781.t002

Firm Size (3=0.046, p=0.07) and IT Resources (=0.979, p>0.05) demonstrated weak or insignificant effects. The latter
finding suggests that while technical infrastructure is necessary, its presence alone is not sufficient for adoption without
strategic leadership and financial support. For the environmental perspective, Rivalry Pressure (3=0.192, p<0.001) and
Regulatory Support (3=0.132, p<0.001) exhibited strong positive relationships with IABT, indicating that external compe-
tition among agencies and a conducive regulatory environment significantly encourage adoption. However, Business Part-
ner Pressure (3=0.041, p>0.05) was statistically insignificant, suggesting that external collaboration or partner influence
currently has minimal effect on Blockchain adoption decisions within Sri Lankan government entities.
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Table 3. SEM results.
Panel A: Model One

Parameter Estimate S.E. C.R. p-value
IABT <--- Tech_Perspective 0.398 0.073 5.468 *k
IABT <--- Org_Perspective 0.308 0.068 4.498 Fk
IABT <--- Env_Perspective 0.346 0.068 5.057 *x%
Panel B: Model Two

Parameter Estimate S.E. C.R. p —value
Technological perspective

IABT <--- Trust 0.093 .030 3.109 *xX
IABT < --- Compatibility 0.277 .044 6.221 *x%
IABT <--- Security 0.099 .035 2.836 *xx
IABT <--- Relative_Advantage 0.012 .025 493 0.622
Organizational perspective

IABT <---High_Authority_Support 0.093 .030 3.109 *x%

IABT <--- Monetary_Resources 0.114 .032 3.512 *k
IABT <--- Firm_Size 0.046 .026 1.784 0.046
IABT <--- IT_Resources 0.979 1.205 .812 0.979
Environmental perspective

IABT <--- Rivalry_Pressure 0.192 .033 5.900 *xx
IABT <--- Regulatory_Support 0.132 .028 4.642 *rx
IABT <--- Business_Pressure 0.041 .027 1.524 0.041

Note. This table shows the results of the influence of the technological, organizational and environmental factors on intention to adopt Blockchain in gov-
ernmental operations in Sri Lanka. All variables are defined in the S4 Appendix. ***, ** and * indicate 1%, 5%, and 10% level of significance, respectively.

https://doi.org/10.1371/journal.pone.0352781.t003

The results were further validated through multiple model fit indices, presented in Table 4. The chi-square values of
3452.558 (Model One) and 3502.431(Model Two) indicated model sensitivity to sample size; the CMIN/DF values of 3.206
(Model One) and 6.008 (Model Two) confirmed acceptable levels of model fit. Interestingly, the RMSEA values for both mod-
els were 0.000, indicating a close approximation between the theoretical and empirical models as the values below 0.05 [66].

Further, the Comparative Fit Index (CFl), Incremental Fit Index (IFl), and Tucker-Lewis Index (TLI) for Model One
were 0.677, 0.680, and 0.662, respectively, reflecting moderate fit levels typical in behavioral research involving complex
constructs. However, Model Two reported slightly lower fit indices (CFI=0.436, IFI=0.441, TLI=0.390), which is expected
given its greater complexity and inclusion of more granular variables. Although the incremental fit indices were lower,
Model Two provided deeper insights into specific drivers of Blockchain adoption. The Parsimony Fit Indices (PCFI1=0.647,
PNF1=0.566) for Model One demonstrated a strong balance between model fit and simplicity, whereas Model Two
(PCFI1=0.403, PNFI=0.367) revealed the trade-off between model parsimony and analytical depth. Alternatively, an
optimized model was developed by removing the insignificant variables to address the under fitting issue of Model Two.
S5 Appendix shows the goodness of fit results of the optimized model, improving the credibility of SEM analysis, while
supporting the interpretations of Model Two.

Overall, the SEM results indicate that all three TOE dimensions are significantly associated with intention to adopt
Blockchain technology in Sri Lanka’s public sector. At the sub-factor level, trust, compatibility, security, higher authority
support, monetary resources, rivalry pressure, and regulatory support showed significant positive relationships with adop-
tion intention. By contrast, relative advantage, IT resources, and business partner pressure were not statistically signif-
icant, while firm size showed only weak support. These findings should therefore be interpreted as evidence regarding
adoption intention and perceived organizational readiness rather than actual implementation outcomes.
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Table 4. Goodness-of-fit results.

Goodness-of-fit indices Model One Model Two
Chi-square 3452.558 3502.431
Absolute goodness of fit measure

CMIN/DF 3.206 6.008
RMSEA 0.000 0.000
Incremental fit measure

CFlI 0.677 0.436

IFI 0.680 0.441
TLI 0.662 0.390
Parsimony fit measure

PCFI 0.647 0.403
PNFI 0.566 0.367

Note. This table shows the results of the goodness-of-fit.

https://doi.org/10.1371/journal.pone.0352781.t004

The findings further indicate that Blockchain adoption in the Sri Lankan governmental operations is best understood
as a multidimensional organizational process shaped by the joint influence of technological, organizational, and envi-
ronmental conditions. From a TOE perspective, this means that adoption intention is not formed through technological
characteristics alone, but through the interaction of institutional fit, organizational readiness, and environmental legitimacy
[49-52]. The significance of all three TOE dimensions therefore suggests that Blockchain adoption in government is an
institutionally embedded process in which administrative support structures and regulatory conditions matter alongside the
properties of the technology itself.

The technological findings provide several important theoretical insights. Compatibility emerged as a significant pre-
dictor, suggesting that public sector institutions evaluate Blockchain primarily in terms of its fit with existing administrative
systems and legacy infrastructure rather than as a stand-alone innovation. This is theoretically important because govern-
ment organizations typically operate within rigid procedural environments where interoperability and continuity of service
are essential [32]. Moreover, the significance of trust and security indicates that technological adoption in government is
strongly tied to governance reliability, accountability, and risk reduction. Since public agencies handle sensitive citizen
and state information, the perceived trustworthiness and security of Blockchain become central to adoption intention
[33,18,40,41]. In contrast, the non-significance of relative advantage suggests that perceived efficiency gains alone are
insufficient to motivate adoption in this context, implying that adoption decisions are driven less by technological appeal
and more by institutional fit and uncertainty reduction.

The organizational findings further refine the TOE framework for public administration. Higher authority support and
monetary resources were both significant, indicating that Blockchain adoption in government depends heavily on hierar-
chical authorization and formal resource commitment. This is consistent with prior studies showing that leadership com-
mitment mobilizes resources, reduces organizational resistance, and creates the legitimacy necessary for technological
change [35]. Similarly, adequate financial and technical resources influence the feasibility and sustainability of adoption
[36]. These findings suggest that organizational readiness in the public sector should not be understood simply as tech-
nical preparedness, but as the presence of administrative sponsorship and budgetary capacity. By contrast, the weak or
insignificant role of IT resources indicates that infrastructure alone does not ensure adoption intention unless it is accom-
panied by strategic leadership and institutional prioritization.

The environmental findings are also theoretically important because they show that public-sector Blockchain adoption is
shaped not only by internal readiness, but also by external legitimacy conditions. Rivalry pressure and regulatory support
both had significant positive effects, indicating that adoption intention increases when agencies perceive modernization
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pressure from peer institutions and when the broader regulatory environment provides clarity and support [37,53]. This

is especially important in public administration because technologies such as Blockchain require not only technical feasi-
bility but also legal and policy legitimacy, particularly where privacy, accountability, and data governance are concerned
[40,41]. Our results also support the recent findings of [67] showing that when adopting Blockchain-enabled innovations in
public-sector operations in developing economies, the establishment of formal regulatory legitimacy acts as an essential
institutional anchor that mitigates perceived administrative risk and directly cultivates institutional trust across fragmented
government networks. The insignificance of business partner pressure suggests that Blockchain adoption in the Sri Lankan
governmental operations is not yet being driven by external partner demand or collaborative ecosystem pressure, but rather
by internal administrative priorities and state-centered modernization dynamics. These findings are especially meaningful
in the context of Sri Lanka as a developing-country public sector, where public institutions face infrastructure gaps, uneven
digital readiness, limited trained personnel, and insufficient regulatory clarity [19,20,42]. More broadly, research on Block-
chain adoption in government remains limited, especially in developing-country settings [4,6,26].

Taken together, these findings suggest that the TOE dimensions do not operate with equal weight in this context.
Instead, Blockchain adoption intention in the Sri Lankan governmental operations appears to be structured more strongly
by compatibility, trust, security, higher authority support, monetary resources, rivalry pressure, and regulatory support than
by relative advantage, IT resources, or business partner pressure. Theoretically, this refines the TOE framework by show-
ing that in a developing-country public-sector context, institutional alignment and governance readiness are more decisive
than technological attractiveness alone [49-52].

5. Conclusion

This study examined how technological, organizational, and environmental factors are associated with intention to adopt
Blockchain technology in the Sri Lankan governmental operations. Using the TOE framework, the findings provide empiri-
cal support for all three proposed hypotheses. Specifically, technological factors showed a significant positive relationship
with adoption intention, thereby supporting Hypothesis 1; organizational factors also showed a significant positive rela-
tionship, thereby supporting Hypothesis 2; and environmental factors significantly influenced adoption intention, thereby
supporting Hypothesis 3. These findings indicate that Blockchain adoption in the Sri Lankan public sector is shaped by the
combined influence of technological readiness, organizational support, and environmental conditions rather than by any
single factor in isolation.

At a more specific level, trust, compatibility, security, higher authority support, monetary resources, rivalry pressure, and
regulatory support emerged as significant predictors of adoption intention. In contrast, relative advantage, IT resources,
and business partner pressure were not statistically significant, while firm size showed only limited support. These results
suggest that Blockchain adoption intention in the Sri Lankan governmental operations depends more strongly on insti-
tutional fit, leadership support, financial readiness, and regulatory legitimacy than on perceived technological advantage
alone. These findings should be interpreted as evidence regarding adoption intention and perceived organizational read-
iness, rather than as direct evidence of actual implementation outcomes or realized governance improvements. Although
Blockchain may potentially contribute to transparency, efficiency, and trust in public administration, those downstream
effects were not directly measured in this study. Therefore, the contribution of this research is to clarify the factors associ-
ated with Blockchain adoption intention in the Sri Lankan public sector, not to demonstrate the actual impact of Blockchain
implementation on administrative performance or governance outcomes.

The implications of this study are substantial for policymakers, senior government officials, and IT managers. On the
one hand, policymakers, the findings stress the need to establish clear regulatory frameworks that align Blockchain’s
decentralized features with the national data protection laws such as, Sri Lanka’s Personal Data Protection Act (2022),
and international standards such as ISO/IEC 27001, the GDPR. On the other hand, policymakers should also address
scalability and performance concerns through guidelines that facilitate inter-operability between Blockchain systems and
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existing public sector platforms. For government officials, the study highlights that leadership engagement and inter-
departmental collaboration are vital to overcome bureaucratic inertia and foster a culture of innovation. By promoting
cross-agency partnerships and knowledge sharing, public sector leaders can create an integrated environment conducive
to large-scale Blockchain deployment.

From a managerial perspective, this study underscores the necessity of sufficient financial investment and resource
planning. In particular, budgetary provisions should be allocated specifically for Blockchain initiatives, covering infrastruc-
ture, training, and system maintenance. Moreover, the partnerships with international development organizations such
as the World Bank or UNDP can further support funding for pilot programs that test Blockchain’s applicability in various
administrative functions. For IT managers, technical readiness remains essential while staff training, risk-management
protocols, and pilot implementations in limited departments will help identify operational challenges before scaling. These
steps ensure smooth technology adoption while minimizing disruptions to critical services.

Based on the findings of this study, several recommendations are proposed for effective Blockchain adoption in the Sri
Lankan government institutions. First, fostering inter-departmental collaboration is critical to build a cohesive and stan-
dardized approach to Blockchain implementation. Second, the development of tailored risk-management frameworks
is necessary to address Blockchain’s unique security and privacy concerns. Accordingly, a comprehensive Blockchain
Adoption Framework is provided in the S6 Appendix, offering a strategic guidance based on the TOE dimensions. Com-
plementing this, a practical Blockchain Implementation Checklist is also presented in the S7 Appendix, outlining step-by-
step procedures for effective Blockchain adoption across government functions. Third, conducting pilot projects in smaller
departments will allow public sector organizations to evaluate Blockchain’s practical implications, refine procedures, and
build capacity before full-scale deployment. Finally, strengthening the regulatory environment is essential to ensure that
Blockchain initiatives align with existing laws and promote transparency, accountability, and efficiency.

While this study provides valuable insights, certain limitations must be recognized. The research was confined to Sri
Lanka’s public sector, which may restrict the generalizability of findings to other contexts. A further limitation is that the
study relied on a single key-informant group, namely the Grade | ICT officers in the Sri Lankan public sector institutions.
Although these respondents are well positioned to evaluate institutional technology readiness and implementation condi-
tions, Blockchain adoption in practice may also be shaped by other actors, including department heads, legal officers, poli-
cymakers, ordinary civil servants, and external stakeholders. Future research should therefore adopt a multi-respondent
design that includes multiple organizational levels and stakeholder groups to provide a more comprehensive assessment
of the public sector Blockchain adoption readiness. In addition, the dependent variable in this study was intention to adopt
Blockchain technology rather than actual implementation or post-adoption performance. Therefore, the findings should not
be interpreted as direct evidence of realized governance outcomes such as reduced corruption, faster administrative pro-
cessing, or increased citizen trust. Additionally, this study focused solely on Blockchain and did not examine other emerg-
ing technologies such as smart contracts or decentralized applications that could complement its adoption. In particular,
as Blockchain technology continues to evolve, future research should expand its scope by evaluating the empirical and
technical convergence of emerging artificial intelligence paradigms with decentralized architectures. Rather than treating
machine learning as a generalized concept, future studies should specifically investigate the operational value of integrat-
ing Large Language Models (LLMs) within Blockchain-based government data governance networks. [68] demonstrate
thar in multi-actor transaction ecosystems, a collaborative architecture of LLM and Blockchain offers significant cross-
domain migration value for public administration in developing economies. Hnece, future research should model how LLM
text processing capabilities can work synergistically with distributed ledgers to automate complex administrative compli-
ance inspections, dynamically generate multilingual clauses for governmental smart contracts, and execute cross-
departmental semantic data alignment during multi-agency information exchanges. Testing these integrated data
governance paths represents a vital next step for upgrading public sector digital transformation research from broad
descriptive concepts to precise structural roadmaps.

PLOS One | https://doi.org/10.1371/journal.pone.0352781  July 6, 2026 15/19




PLO\Sﬁ\\.- One

Supporting information

S1 Appendix. Public sector institutions in the sampling frame.
(DOCX)

S2 Appendix. Questionnaire.
(DOCX)

S3 Data. Data used for the analysis of this study.
(XLSX)

S4 Appendix. Latent variables.
(DOCX)

S5 Appendix. Goodness-of-fit results of the optimized model.
(DOCX)

S6 Appendix. Blockchain adoption framework.
(DOCX)

S7 Appendix. Blockchain adoption checklist.
(DOCX)

Author contributions

Conceptualization: Aloka Gnanasekara.

Data curation: Aloka Gnanasekara.

Formal analysis: Aloka Gnanasekara, Anuradha Jayakody, Kasun Perera.

Investigation: Aloka Gnanasekara.

Methodology: Aloka Gnanasekara, Anuradha Jayakody, Kasun Perera.

Resources: Kasun Perera.

Supervision: Anuradha Jayakody.

Validation: Aloka Gnanasekara, Kasun Perera.

Writing — original draft: Aloka Gnanasekara, Anuradha Jayakody, Kasun Perera.

Writing — review & editing: Anuradha Jayakody, Kasun Perera.

References

1.
2,

Nakamoto S. Bitcoin: A Peer-to-Peer Electronic Cash System. 2008. https://doi.org/10.2139/ssrn.3440802

Memon M, Hussain SS, Bajwa UA, lkhlas A. Blockchain beyond bitcoin: Blockchain technology challenges and real-world applications. In: Proc.
IEEE Int. Conf. Comput. Electron. Commun. Optimization (iCCECOME), 2018. https://doi.org/10.1109/iCCECOME.2018.8658518

Bashir I. Mastering Blockchain: Unlocking the Power of Cryptocurrencies, Smart Contracts, and Decentralized Applications. 3rd ed. Birmingham,
UK: Packt Publishing. 2020.

Antonopoulos AM, Wood G. Mastering Ethereum: Building Smart Contracts and Dapps. Sebastopol, CA, USA: O’Reilly Media. 2018.

Leekha S. Book Review: Don Tapscott and Alex Tapscott, Blockchain Revolution: How the Technology Behind Bitcoin Is Changing Money, Business,
and the World. FIIB Business Review. 2018;7(4):275-6. https://doi.org/10.1177/2319714518814603

Cagigas D, Clifton J, Diaz-Fuentes D, Fernandez-Gutierrez M. Blockchain for public services: A systematic literature review. IEEE Access.
2021;9:13904-21. https://doi.org/10.1109/ACCESS.2021.3052019

Zhang P, White J, Schmidt DC, Lenz G, Rosenbloom ST. FHIRChain: Applying Blockchain to Securely and Scalably Share Clinical Data. Computa-
tional and Structural Biotechnology Journal. 2018;16:267—78. https://doi.org/10.1016/j.csbj.2018.07.004

PLOS One | https://doi.org/10.1371/journal.pone.0352781  July 6, 2026 16/19



http://journals.plos.org/plosone/article/asset?unique&id=info:doi/10.1371/journal.pone.0352781.s001
http://journals.plos.org/plosone/article/asset?unique&id=info:doi/10.1371/journal.pone.0352781.s002
http://journals.plos.org/plosone/article/asset?unique&id=info:doi/10.1371/journal.pone.0352781.s003
http://journals.plos.org/plosone/article/asset?unique&id=info:doi/10.1371/journal.pone.0352781.s004
http://journals.plos.org/plosone/article/asset?unique&id=info:doi/10.1371/journal.pone.0352781.s005
http://journals.plos.org/plosone/article/asset?unique&id=info:doi/10.1371/journal.pone.0352781.s006
http://journals.plos.org/plosone/article/asset?unique&id=info:doi/10.1371/journal.pone.0352781.s007
https://doi.org/10.2139/ssrn.3440802
https://doi.org/10.1109/iCCECOME.2018.8658518
https://doi.org/10.1177/2319714518814603
https://doi.org/10.1109/ACCESS.2021.3052019
https://doi.org/10.1016/j.csbj.2018.07.004

PLO\Sﬁ\\.- One

10.
1.

12.

13.

14.

15.
16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

Zyskind G, Nathan O, Pentland A. Decentralizing privacy: using blockchain to protect personal data. In: Proc. IEEE Security and Privacy Work-
shops (SPW), San Jose, CA, USA, 2015. 180—4. https://doi.org/10.1109/SPW.2015.27

Werbach K. The blockchain and the new architecture of trust. MIT Press. 2018.
Alketbi A, Nasir Q, Talib MA. Blockchain for government services—use cases, security benefits and challenges. IEEE Xplore. 2018.

Tennakoon WDNSM. E-governance way forward: Challenges and opportunities for developing countries. Evidences from Sri Lanka. International
Journal of Business, Economics and Law. 2020;21(2):51-61.

Khanna A, Sah A, Bolshev V, Jasinski M, Vinogradov A, Leonowicz Z. Blockchain: Future of e-Governance in Smart Cities. Sustainability.
2021;13(21):11840. https://doi.org/10.3390/su132111840

Fernando KAD. ICT development in rural areas of Sri Lanka: a policy paper. Moratuwa, Sri Lanka: Dept. Computer Sci. Eng., Univ. of Moratuwa.
2004.

Karunasena K, Deng H, Singh M. Measuring the public value of e-government: a case study from Sri Lanka. Transforming Government: People,
Process and Policy. 2011;5(1):81-99. https://doi.org/10.1108/17506161111114671

Tornatzky LG, Fleischer M. The Processes of Technological Innovation. Lexington, MA, USA: Lexington Books. 1990.

Carter L, Ubacht J. Blockchain applications in government. In: Proc. 19th Annu. Int. Conf. Digital Government Research: Governance in the Data
Age, 2018. 1-2. https://doi.org/10.1145/3209281.3209329

Perera PASN, Abeygunasekera AWJC. Blockchain adoption in accounting and auditing: A qualitative inquiry in Sri Lanka. Colombo Business Jour-
nal. 2022;13(1):57-87. https://doi.org/10.4038/cbj.v13i1.89

Nagahawatta R, Warren M, Yeoh W. A Study of Cyber Security Issues in Sri Lanka. International Journal of Cyber Warfare and Terrorism.
2020;10(3):59-72. https://doi.org/10.4018/ijcwt.2020070105

Manoj W. Beyond traditional banking: Evaluating the role and challenges of blockchain and cryptocurrency in Sri Lanka. http://repository.ou.ac.lk/
handle/940usl|/2450 2024.

Alam S, Shuaib M, Khan WZ, et al. Blockchain-based initiatives: Current state and challenges. Computer Networks. 2021;198:Art. no. 108395.
https://doi.org/10.1016/j.comnet.2021.108395

Kamarulzaman MS, Hassan NH, Bakar NAA, Maarop N, Samy GA-LN, Aziz N. Factors Influencing Blockchain Adoption in Government Organi-
zation : A Proposed Framework. In: 2021 International Conference on Computer & Information Sciences (ICCOINS), 2021. 366—71. https://doi.
org/10.1109/iccoins49721.2021.9497196

Venkatesh V, Morris MG, Davis GB, Davis FD. User Acceptance of Information Technology: Toward A Unified View1. MIS Quarterly.
2003;27(3):425-78. https://doi.org/10.2307/30036540

Rahman MdH, Yeoh W, Pal S. Exploring factors influencing blockchain adoption’s effectiveness in organizations for generating business value: a
systematic literature review and thematic analysis. Enterprise Information Systems. 2024;18(8). https://doi.org/10.1080/17517575.2024.2379830

Roth T, Stohr A, Amend J, Fridgen G, Rieger A. Blockchain as a driving force for federalism: A theory of cross-organizational task-technology fit.
International Journal of Information Management. 2023;68. https://doi.org/10.1016/].ijinfomgt.2022.102476

Lohmer J, Ribeiro da Silva E, Lasch R. Blockchain technology in operations supply chain management: A content analysis. Sustainability.
2022;14(10):6192. https://doi.org/10.3390/su14106192

Gangwar H, Date H, Ramaswamy R. Understanding determinants of cloud computing adoption using an integrated TAM-TOE model. Journal of
Enterprise Information Management. 2015;28(1):107-30. https://doi.org/10.1108/jeim-08-2013-0065

Georgiou |, Sapuric S, Lois P, Thrassou A. Blockchain for accounting and auditing—accounting and auditing for cryptocurrencies: A systematic
literature review and future research directions. Journal of Risk and Financial Management. 2024;17(7):Art. no. 276. https://doi.org/10.3390/
ifm17070276

Narayanan S, Bonneau J, Felten E, Miller A, Goldfeder S. Bitcoin and Cryptocurrency Technologies. Princeton, NJ, USA: Princeton University
Press. 2016.

Jayasuriya DR, Perera HM, Senanayake TN. Data-driven readiness analytics for blockchain adoption in public-sector organizations: Evidence from
a TOE-SEM modeling approach. Journal of Business and Data Analytics. 2025;3(4):88—-114. hitps://doi.org/10.63646/jbda.2025.030405

Chittipaka V, Kumar S, Sivarajah U, Bowden JL-H, Baral MM. Blockchain Technology for Supply Chains operating in emerging markets: an
empirical examination of technology-organization-environment (TOE) framework. Ann Oper Res. 2022;327(1):465-92. https://doi.org/10.1007/
s10479-022-04801-5

Sousa MJ. Blockchain as a driver for transformations in the public sector. Policy Design and Practice. 2023;6(4):415-32. https://doi.org/10.1080/25
741292.2023.2267864

Tan E, Mahula S, Crompvoets J. Blockchain governance in the public sector: A conceptual framework for public management. Government Infor-
mation Quarterly. 2022;39(1):101625. https://doi.org/10.1016/j.giq.2021.101625

Tan E. The missing piece: the link between blockchain and public policy design. Policy Design and Practice. 2023;:1-17. https://doi.org/10.1080/25
741292.2023.2233160

Brinkmann M. The realities of blockchain-based new public governance. Digital Government Research and Practice. 2021;2(3):1-14. https://doi.
org/10.1145/3462332

PLOS One | https://doi.org/10.1371/journal.pone.0352781  July 6, 2026 171719



https://doi.org/10.1109/SPW.2015.27
https://doi.org/10.3390/su132111840
https://doi.org/10.1108/17506161111114671
https://doi.org/10.1145/3209281.3209329
https://doi.org/10.4038/cbj.v13i1.89
https://doi.org/10.4018/ijcwt.2020070105
http://repository.ou.ac.lk/handle/94ousl/2450
http://repository.ou.ac.lk/handle/94ousl/2450
https://doi.org/10.1016/j.comnet.2021.108395
https://doi.org/10.1109/iccoins49721.2021.9497196
https://doi.org/10.1109/iccoins49721.2021.9497196
https://doi.org/10.2307/30036540
https://doi.org/10.1080/17517575.2024.2379830
https://doi.org/10.1016/j.ijinfomgt.2022.102476
https://doi.org/10.3390/su14106192
https://doi.org/10.1108/jeim-08-2013-0065
https://doi.org/10.3390/jrfm17070276
https://doi.org/10.3390/jrfm17070276
https://doi.org/10.63646/jbda.2025.030405
https://doi.org/10.1007/s10479-022-04801-5
https://doi.org/10.1007/s10479-022-04801-5
https://doi.org/10.1080/25741292.2023.2267864
https://doi.org/10.1080/25741292.2023.2267864
https://doi.org/10.1016/j.giq.2021.101625
https://doi.org/10.1080/25741292.2023.2233160
https://doi.org/10.1080/25741292.2023.2233160
https://doi.org/10.1145/3462332
https://doi.org/10.1145/3462332

PLO\Sﬁ\\.- One

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

45.

46.

47.

48.

49.

50.

51.

52.

53.
54.
55.
56.

57.
58.

59.

60.

61.

62.

Mustafa G, Rafig W, Jhamat N, Arshad Z, Rana FA. Blockchain-based governance models in e-government: a comprehensive framework for legal,
technical, ethical and security considerations. IILMA. 2024;67(1):37-55. https://doi.org/10.1108/ijlma-08-2023-0172

Sharma SK, Dwivedi YK, Misra SK, Rana NP. Conjoint Analysis of Blockchain Adoption Challenges in Government. Journal of Computer Informa-
tion Systems. 2023;64(2):173-86. https://doi.org/10.1080/08874417.2023.2185552

Akram W. Blockchain technology: challenges and future prospects. Int J Adv Res Comp Sci. 2017;8(9):642—4. https://doi.org/10.26483/ijarcs.
v8i9.4950

Jothirathne PAAU, Pushpakumara C. Review of the Sri Lankan information and communication technology industry. International Journal of Man-
agement, Accounting and Economics. 2017;4(2):178-87.

Lincopinis DR, Llantos LOE. The current research status of solving blockchain scalability issue. Procedia Computer Science. 2024;239:314-21.
https://doi.org/10.1016/j.procs.2024.06.177

Alshareef N, Tunio MN. Role of Leadership in Adoption of Blockchain Technology in Small and Medium Enterprises in Saudi Arabia. Front Psychol.
2022;13:911432. https://doi.org/10.3389/fpsyq.2022.911432 PMID: 35602740

Jusi¢ A. Privacy between Regulation and Technology: GDPR and the Blockchain. iuslawjournal. 2022;1(1):47-59. https://doi.org/10.21533/iuslaw-
journal.v1i1.9

De Filippi P, Mannan M, Reijers W. The alegality of blockchain technology. Policy and Society. 2022;41(3):358-72. https://doi.org/10.1093/polsoc/
puac006

Elisa N, Yang L, Chao F, Cao Y. A framework of blockchain-based secure and privacy-preserving E-government system. Wireless Netw.
2018;29(3):1005—15. https://doi.org/10.1007/s11276-018-1883-0

Nguyen TH, Le XC, Vu THL. An Extended Technology-Organization-Environment (TOE) Framework for Online Retailing Utilization in Digital
Transformation: Empirical Evidence from Vietnam. Journal of Open Innovation: Technology, Market, and Complexity. 2022;8(4):200. https://doi.
org/10.3390/joitmc8040200

Ennajeh L, Najjar T. Blockchain Technology Adoption Through the UTAUT Model. JTDE. 2024;12(1):328-55. https://doi.org/10.18080/jtde.
v12n1.873

Kar AK, Navin L. Diffusion of blockchain in insurance industry: An analysis through the review of academic and trade literature. Telematics and
Informatics. 2021;58:101532. https://doi.org/10.1016/j.tele.2020.101532

Ansah BO, Voss W, Asiama KO, Wuni IY. A systematic review of the institutional success factors for blockchain-based land administration. Land
Use Policy. 2023;125:106473. https://doi.org/10.1016/j.landusepol.2022.106473

Malik S, Chadhar M, Chetty M, Vatanasakdakul S. Adoption of blockchain technology: Exploring the factors affecting organizational decision.
Human Behavior and Emerging Technologies. 2022;2022:1-14. https://doi.org/10.1155/2022/7320526

Al Hadwer A, Tavana M, Gillis D, Rezania D. A Systematic Review of Organizational Factors Impacting Cloud-based Technology Adoption Using
Technology-Organization-Environment Framework. Internet of Things. 2021;15:100407. https://doi.org/10.1016/j.i0t.2021.100407

Kamble SS, Gunasekaran A, Sharma R. Modeling the blockchain enabled traceability in agriculture supply chain. International Journal of Informa-
tion Management. 2020;52:101967. https://doi.org/10.1016/}.ijinfomgt.2019.05.023

Baruch Y, Holtom BC. Survey response rate levels and trends in organizational research. Human Relations. 2008;61(8):1139—60. https://doi.
0rg/10.1177/0018726708094863

Ghobakhloo M, Arias-Aranda D, Benitez-Amado J. Adoption of e-commerce applications in SMEs. Industrial Management & Data Systems.
2011;111(8):1238-69. https://doi.org/10.1108/02635571111170785

Kline R. Principles and practice of structural equation modeling. 4th ed. New York, NY, USA: Guilford Press. 2015.
Kaiser HF. A second generation of factor analysis. Psychometrika. 1970;35(1):401-15. https://doi.org/10.1007/BF02291817
Joreskog KG, Sérbom DG. LISREL 8: Structural equation modeling with the SIMPLIS command language. Scientific Software International. 1993.

Rahman A, Lim D, Sulaiman F. Explainable Al for Predicting Blockchain Adoption Readiness in Government Agencies: A Hybrid SEM-Machine
Learning Study. Journal of Al Analytics and Applications. 2025;3(3):56—74. https://doi.org/10.63646/jaiaa.2025.030304

Hair JF, Black WC, Babin BJ, Anderson RE. Multivariate Data Analysis. 7th ed. Harlow, UK: Pearson Education Limited. 2014.

Baker J. The technology—organization—environment framework. Information systems theory: Explaining and predicting our digital society. New
York, NY, USA: Springer. 2012:231-45.

Oliveira T, Martins MF. Literature review of information technology adoption models at firm level. The Electronic Journal Information Systems Evalu-
ation. 2011;14(1):110-21.

Viriyasitavat W, Xu LD, Bi Z, Sapsomboon A. Blockchain-based business process management (BPM) framework for service composition in indus-
try 4.0. Journal of Intelligent Manufacturing. 2018;31:1737-48. https://doi.org/10.1007/s10845-018-1422-y

Lu Y. The application of blockchain technology in network security and authentication: Issues and strategies. International Journal of Advanced
Computer Science and Applications. 2024;15(7). https://doi.org/10.14569/ijacsa.2024.01507107

Alnoor A, Atiyah AG, Abbas S. Blockchain adoption strategy from the perspective of organization, technology and environment theory: A hybrid
SEM and ANN approach. Global Business Review. 2024. https://doi.org/10.1177/097215092412554

PLOS One | https://doi.org/10.1371/journal.pone.0352781 July 6, 2026 18719



https://doi.org/10.1108/ijlma-08-2023-0172
https://doi.org/10.1080/08874417.2023.2185552
https://doi.org/10.26483/ijarcs.v8i9.4950
https://doi.org/10.26483/ijarcs.v8i9.4950
https://doi.org/10.1016/j.procs.2024.06.177
https://doi.org/10.3389/fpsyg.2022.911432
http://www.ncbi.nlm.nih.gov/pubmed/35602740
https://doi.org/10.21533/iuslawjournal.v1i1.9
https://doi.org/10.21533/iuslawjournal.v1i1.9
https://doi.org/10.1093/polsoc/puac006
https://doi.org/10.1093/polsoc/puac006
https://doi.org/10.1007/s11276-018-1883-0
https://doi.org/10.3390/joitmc8040200
https://doi.org/10.3390/joitmc8040200
https://doi.org/10.18080/jtde.v12n1.873
https://doi.org/10.18080/jtde.v12n1.873
https://doi.org/10.1016/j.tele.2020.101532
https://doi.org/10.1016/j.landusepol.2022.106473
https://doi.org/10.1155/2022/7320526
https://doi.org/10.1016/j.iot.2021.100407
https://doi.org/10.1016/j.ijinfomgt.2019.05.023
https://doi.org/10.1177/0018726708094863
https://doi.org/10.1177/0018726708094863
https://doi.org/10.1108/02635571111170785
https://doi.org/10.1007/BF02291817
https://doi.org/10.63646/jaiaa.2025.030304
https://doi.org/10.1007/s10845-018-1422-y
https://doi.org/10.14569/ijacsa.2024.01507107
https://doi.org/10.1177/097215092412554

PLO\S\% One

63.

64.

65.

66.

67.

68.

Bryan JD, Zuva T. A review on TAM and TOE framework progression and how these models integrate. Advances in Science, Technology and Engi-
neering Systems Journal. 2021;6(3):137—45. hitps://doi.org/10.25046/aj060316

Perera NK, Jayasinghe AH, Samarakoon DM, Wijesinghe RP. Institutional Trust, Regulatory Legitimacy, and Blockchain-Enabled Public Service
Innovation in Developing Economies. Journal of Technology Innovation and Society. 2025;3(3):68-87. https://doi.org/10.63646/jtis.2025.030304
Yang L, Hou Q, Zhu X, Lu Y, Xu LD. Potential of large language models in blockchain-based supply chain finance. Enterprise Information Systems.
2025;19(11). https://doi.org/10.1080/17517575.2025.2541199

Zhu K, Kraemer KL, Xu S. The Process of Innovation Assimilation by Firms in Different Countries: A Technology Diffusion Perspective on
E-Business. Management Science. 2006;52(10):1557-76. https://doi.org/10.1287/mnsc.1050.0487

Kuan KKY, Chau PYK. A perception-based model for EDI adoption in small businesses using a technology—organization—environment framework.
Information & Management. 2001;38(8):507—21. https://doi.org/10.1016/s0378-7206(01)00073-8

Baker J. The technology—organization—environment framework. Integrated series on information systems. 2011:231-45. https://doi.
org/10.1007/978-1-4419-6108-2_12

PLOS One | https://doi.org/10.1371/journal.pone.0352781  July 6, 2026 19/19



https://doi.org/10.25046/aj060316
https://doi.org/10.63646/jtis.2025.030304
https://doi.org/10.1080/17517575.2025.2541199
https://doi.org/10.1287/mnsc.1050.0487
https://doi.org/10.1016/s0378-7206(01)00073-8
https://doi.org/10.1007/978-1-4419-6108-2_12
https://doi.org/10.1007/978-1-4419-6108-2_12

	Enhancing blockchain technology adoption in governmental operations: A comprehensive framework for user adoption
	1. Introduction
	2. Literature review and hypotheses development
	3. Materials and methods
	4. Results and discussion
	5. Conclusion
	Supporting information
	References


