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ABSTRACT 

With an estimated market share of 70% to 80%, 

Android as becoming the most popular operating 

system for smartphone and tablet. Cyber 

criminals naturally expanded their various 

activities towards Google’s mobile platform.An 

additional incentive for mobile malware authors 

to target Android instead of another mobile 

platform is Android open design that allows 

users to install the application from a variety of 

sources. "Androsafe" is an online malware 

analysis tool which can analyze malware in an 

isolated environment without any damaging to 

the mobile device by using both existing and new 

anomaly based and behavioral analysis. Through 

this combination, we can analyze a large number 

of malware families because some malware 

families may only perform signature base or 

behavioral. Then the sandboxes based on 

signature will not have analysis malware families 

that only perform a behavior and the sandboxes 

based on behavior will not analysis signature-

based malware families.“Androsafe” sandbox 

will be hosted in the Honeynet Project’s cloud. 

Dynamic Analysis will be queued and run in the 

background, and an email which contains 

malware analyzing report will be sent to the user 

when the analysis is over. This method is very 

efficient more than offline kernel and app base 

sandbox. 

1. INTRODUCTION 

In the past couple of years, mobile devices have 

become sophisticated computing environments with 

increased computing power and network 

connectivity.  

Android is a modern mobile platform that was 

designed to be open. Android applications make use 

of advanced hardware and software, as well as local 

and served data, exposed through the platform to 

bring innovation and value to consumers. To protect 

that value, the platform must offer an application 

environment that guarantees the security of users, 

data, applications, the device, and the network. 

This open design easily allows attackers to perform 

attacks, such as social engineering attacks to 

mislead device users to install malware and attack 

third-party applications on Android. So we need to 

secure Android mobile device from this kind of 

common attacks. Securing an open platform 

requires strong security architecture.   

When Android users download android applications 

from App stores to the mobile device, the user 

cannot test whether the application is secure or not. 

There can be hidden malicious codes inside the 

applications. To avoid such situations, we can test 

downloaded applications using sandboxing 

technology. Those sandboxes check applications for 

malware in offline mode.  There’s a risk behind that 

because offline checking can be harm to the mobile 

device. Attached malicious codes can breach the 

boundaries of the sandbox while analyzing the 

downloaded applications for malware. 

 There are two kinds of malware analyzing 

methods. One is a static method, and the other one 

is a dynamic method. Sandboxes currently available 

are based on either static or dynamic method. Then 

the analyzing scope will be less or limited. To 

overcome this limitation, we use both static and 

dynamic techniques to analyze malware. 

We allow users to analyze downloaded applications 

by using the online tool “Androsafe.” This reduces 

large impact over mobile devices by redirecting to 

an isolated environment apart from the mobile 

device to test downloaded applications, and there 

won’t be any harm to the mobile device. 

2. RESEARCH OBJECTIVE 

The outcome of the research is an online Android 

sandbox “Androsafe” which is used to test 

suspicious programs that may contain a virus or 

other malicious code, without allowing the 

application to harm the mobile device. 

We develop “Androsafe” to detect malware inside 

the downloaded applications. This online android 


