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Abstract—Distributed denial-of-service (DDoS) attacks pose 
significant threats to network security, targeting critical in-
frastructures with increasing complexity. Traditional defense 
mechanisms that depend on static rules and signatures struggle 
to address the dynamic nature of these attacks. Software-defined 
networking (SDN), integrated with machine learning (ML) and 
deep learning (DL) techniques, has emerged as a promising 
solution for DDoS detection and mitigation. This paper presents a 
comparative analysis of deep neural networks (DNNs) and graph 
neural networks (GNNs) within an SDN framework to detect 
DDoS attacks. Using real-time network monitoring and traffic 
anomaly identification, the models are evaluated using metrics 
such as accuracy, precision, recall, and F1-score against both 
known and novel attack patterns. Our findings underscore the 
superiority of GNNs in capturing complex and interconnected 
relationships within network traffic, offering enhanced detection 
capabilities. This study contributes to adaptive cybersecurity 
strategies, advancing the application of ML models in combating 
evolving cyber threats.

Index Terms—Distributed denial-of-service, network security, 
DNN, GNN, traffic anomaly detection.

I. INTRODUCTION

Distributed denial-of-service (DDoS) attacks have become
one of the recent threats in network security in terms of
complexity and magnitude, targeting critical infrastructure. It
allows a flood of malicious traffic into the targeted systems
to prevent access to services [1]. As DDoS attacks are in-
creasingly complex, classic defenses based on static rules and
signatures are seen to be less effective against their dynamics.
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Due to increasing demand, more sophisticated detection and
mitigation methods are needed. One promising technology
emerging to overcome these DDoS attacks is the software-
defined networking (SDN) in which the control plane is
abstracted from the data plane and allows one to centrally
manage real-time monitoring of the network. It offers dynamic
defense mechanisms to be established [1]. Integration of SDN
with machine learning (ML) techniques has already proven
to be promising in detecting DDoS attacks more critically and
mitigating them by identifying traffic anomalies and malicious
patterns [2]. State-of-the-art deep learning (DL) models, in-
cluding deep neural networks (DNNs) [3] and graph neural
networks (GNNs), have shown promise in SDN networks for
the classification of network traffic and the detection of DDoS
attacks [4], [5].

An approach, detailed in [6], utilizes a spatial-temporal
graph convolutional network (GCN) to identify DDoS at-
tacks. Although traditional ML methods have demonstrated
reasonable effectiveness, GCNs offer a significant advantage
by capturing both spatial and temporal dependencies within
network traffic. This capability enables the model to identify
complex relationships between nodes and traffic flows, which
is particularly relevant for modern SDN architectures. How-
ever, in [7] the authors examined the adversarial robustness of
GNNs applied to cybersecurity, specifically DDoS detection.
It is observed that the model is more robust against adversarial
attacks compared to traditional ML models. This quality makes
GNN a promising candidate for cybersecurity applications,
since adversarial manipulations are a serious concern with
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these applications. To further enhance accuracy, the flow-to-
traffic graph neural network (FTG-Net), a hierarchical net-
work, that utilizes the flow data structure is proposed in
[8]. These researches prove that GNNs hold the future of
cybersecurity where the focus has been put on attack pattern
detection involving dynamic patterns.

Few other studies [9], [10] explored the prospect of DNNs
and GNNs, exploring the detection of cyber threats that involve
different types of cyber threats based on ML in cybersecurity.
For example, in [11] ML models can be tailored for the
analysis of DDoS attacks in SDNs, thus consolidating the role
of ML in modern network defense. Recently, the application
of GNNs to anomaly detection has gained attention in [12]
having focused on feature correlation in GNNs for superior
performance detection . GNNs can be applied in areas where
complex, interconnected data are involved in exact areas where
DDoS detection is needed. Once such an element relationship
exists, GNN can be the most suitable application area for
its employment. Nevertheless, improvements have been made
over the years in the area of DDoS detection. Various studies
have examined the efficacy of algorithms using techniques
such as evolutionary algorithms and the like to improve
accuracy, but have not been able to effectively demonstrate
the trade-offs or challenges involved in implementing such
technology [13]. ML with AI has performed an excellent job
in maintaining the explainability of DDoS detection in an SDN
environment [14].

On the other side, GNNs have been considered useful for
complex data files. However, the use of GNNs has not been
very frequent in data traffic analysis, scalability, and real-
time challenges in network traffic. This clearly underlines the
requirement for studies aimed at the adaptation of GNNs for
dynamic network environments [15]. Another important flow
is the improvement of DDoS detection performance by apply-
ing advanced ML mechanisms to the CICDDoS-2019 data set
[16]. However, notwithstanding the extremely high accuracy of
this study, it did neglect real-time detection conditions and lack
models that can cope with the inevitable changes that might
take place in an ever-adapting network.These works illustrate
the evolution of DDoS detection methodologies, beginning
with traditional ML models and progressively incorporating
GNNs to address the increasing complexity of network traffic.
Although, ML models remain valuable for real-time anomaly
detection, GNNs offer enhanced capabilities in modeling in-
tricate data relationships, making them an ideal choice for
dynamic and evolving network environments.

Through this study, our aim is to contribute to ongoing
efforts to improve network security and demonstrate that
the integration of advanced ML models, particularly GNNs
and DNNs, can offer significant advantages over traditional
methods in detecting and mitigating DDoS attacks in SDN
environments. The performance of the models is checked using
accuracy, precision, recall, and F1-score metrics to testing both
known and new threats against DDoS attacks. Hence revealing
the future of intelligent adaptive cybersecurity models that can
dynamically respond to evolving attack strategies.

Fig. 1. DNN Architecture Diagram

Section II describes the methodology, detailing the data
collection process, preprocessing steps, model architecture,
and training procedure. Section III presents the experiments
conducted and the results obtained, along with a comparison
of the models. In addition, this section includes the feature
importance analysis, where the most impactful features for
DDoS detection are identified. Finally, Section IV gathers the
conclusions and directions for future research.

II. METHODOLOGY

A. Data Collection and Preprocessing

To test the performance of our DDoS detection model,
we chose several datasets that represent a wide range of
network traffic scenarios. To train, we used the InSDN dataset,
typically used in research for SDN-based traffic analysis,
which provides exhaustive coverage of all standard network
traffic patterns. To test our models, we used multiple datasets.
We used CICIDS2017, CICIDS2018, CICEV2023, and Kaggle
DDoS, ensuring that the models could be generalized over
different types of DDoS attack data. The datasets were chosen
to represent a diverse class of DDoS attacks, their workloads,
and the underlying protocols, thereby enabling a comprehen-
sive assessment of the model’s performance. The datasets were
consistently partitioned into an 80% training set and a 20%
testing set. For DNNs, categorical features were numerically
encoded to ensure compatibility and efficient processing, as
neural networks require normalized numerical inputs. For
GNNs, data was transformed into graph structures with nodes
and edges to capture spatial interactions and connectivity
patterns. This enabled the GNN to effectively learn complex
stealthy DDoS attack behaviors.

B. Model Architecture

The model architectures uses the strengths of both DNN and
GNN to enhance DDoS detection accuracy and efficiency. The
DNN, illustrated in Fig. 1, processes 83 traffic-related features
such as packet size, flow duration, and protocol type enabling
fast real-time detection of malicious activity. Each architecture
is tailored to effectively distinguish between benign and attack
traffic.
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Following the input layer, the DNN includes two fully
connected hidden layers. The first hidden layer consists of 256
neurons with rectified linear unit (ReLU) activation, a non-
linear activation function that introduces sparsity and helps
the model learn complex patterns by activating only specific
neurons based on the input. Over-fitting is a common challenge
in neural networks, especially with high-dimensional data. To
mitigate its effect, a dropout layer with a rate of 0.1 follows
the first hidden layer, randomly disabling 10% of neurons
during training to encourage generalization. The second hidden
layer (128 neurons, ReLU) refines feature representations to
improve the distinction between benign and malicious traffic.
The output layer uses a sigmoid activation to classify each
flow probabilistically. The model is trained using the Adam
optimizer (learning rate: 0.0001) and binary cross-entropy
loss, ensuring stable and efficient convergence for binary
classification.

The GNN model, shown in Fig. 2, captures the relational
structure of network traffic by representing data as a graph,
with nodes connected via k-nearest neighbors. This allows the
model to learn spatial dependencies and detect coordinated
DDoS patterns across flows by using the distributed nature of
such attacks.

The GNN architecture begins with two sample and ag-
gregate (SAGE) convolutional layers, chosen for their effec-
tiveness in processing graph data. The first SAGEConv layer
transforms the raw input features into a hidden representation
by aggregating information from neighboring nodes. This
operation allows each node to learn not only from its features,
but also from those of its neighbors, effectively modeling
the local structure of the graph. SAGEConv is particularly
beneficial in this application because it can capture both the
individual node features and the surrounding context, essential
to recognize the distributed nature of DDoS attacks. The
second SAGEConv layer further reduces the dimensionality
of the hidden representation, focusing the model on the most
critical features for classification. By applying another layer of
SAGE convolution, the GNN enhances its ability to capture
deeper relationships within the traffic data, which is useful
for detecting subtle patterns that may not be apparent in
isolated data points. After the convolutional layers, global
mean pooling is applied to aggregate the information from
all nodes. This creates a compact, global representation of
the entire graph. The pooled representation summarizes the
network interactions, enabling the model to make a holistic
assessment of the traffic flow. The GNN outputs class prob-
abilities via a fully connected layer with softmax activation,
allowing interpretable predictions. It is trained using the Adam
optimizer (learning rate: 0.01) and binary cross-entropy loss,
aligned with the binary classification task.

III. EXPERIMENTS AND RESULTS

A. Experiments

The performance and robustness of the DNN and GNN
models are evaluated by performing experiments on multiple
datasets, including CICIDS2017, CICIDS2018, CICEV2023

DDoS, Kaggle DDoS and InSDN. These datasets vary in traffic
patterns, attack intensities, and protocols. Models trained on
InSDN were tested on the same to assess generalization and
resilience to unseen attack scenarios, reflecting real-world
deployment conditions. Sequentially, the models are deployed
in a controlled SDN environment to simulate diverse DDoS
attacks, including high-volume (UDP, TCP SYN floods), low-
volume stealth, and application-layer (HTTP GET) attacks.
The SDN setup enabled dynamic traffic orchestration, pro-
viding a realistic testbed to assess model performance in
adaptive, real-time threat scenarios. Each attack was designed
to evaluate the models’ ability to detect both high-intensity and
subtle traffic anomalies. To ensure consistent comparisons and
reproducible results, all experiments were conducted with a
fixed random seed (42) and a uniform set of hyperparameters,
which were not tuned for individual datasets.

B. Results
The experimental results show that DNN and GNN models 

have marked strengths for two different approaches in terms 
of training dynamics, accuracy, precision, recall, and F1 score. 
These metrics were used to measure the ability of each model 
to classify DDoS attacks while ensuring the least possibility 
of false negatives and positives. The training process of the 
DNN model demonstrates strong convergence across epochs, 
as shown in Fig. 3. The model achieved a final training loss of 
0.1500 and a validation loss of 0.0300, indicating its ability to 
generalize well on structured datasets with well-defined DDoS 
patterns. These results highlight the DNN model’s strength 
in detecting straightforward and high-volume DDoS attacks 
efficiently.

The GNN model exhibited strong convergence during train-
ing, as shown in Fig. 4. The final t raining loss of 0 .0404 and 
validation loss of 0.0350 reflect i ts a daptability t o datasets 
with complex and nuanced attack patterns. This supports the 
GNN’s ability to model interdependencies within network traf-
fic, m aking i t w ell-suited f or d etecting s ubtle a nd distributed 
DDoS attacks.

The DNN model’s high accuracy on structured datasets 
with well-defined D DoS p atterns, a s s hown i n T able. I , in-
dicates its strong detection capabilities when traffic features 
align closely with known attack types. In contrast, the GNN 
model, while slightly lower in overall accuracy compared to 
the DNN, demonstrated strong performance on datasets with 
more complex and subtle attack structures. This highlights its 
adaptability to nuanced network behaviors.

TABLE I. MODEL ACCURACY COMPARISON

Model Accuracy (%)

DNN 98.0
GNN 96.0

Precision, recall, and F1 score were used to evaluate model
performance. Precision indicates accuracy of positive predic-
tions, recall measures detection of actual positives, and F1
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Fig. 2. GNN Architecture Diagram

Fig. 3. Training and validation loss graph for the DNN model, demonstrating
convergence across epochs.

Fig. 4. Training and validation loss graph for the GNN model, indicating 
convergence across epochs

balances both. As shown in Table. II, the DNN achieved 96.5%
precision, 99% recall, and a 97.5% F1 score, demonstrating 
strong detection capability with minimal false positives.

In contrast, the GNN model achieved precision, recall, and 
F1 score values of 97%, 86%, and 91%, respectively. The 
GNN outperformed the DNN in precision, indicating it was 
more accurate in identifying true positives. However, its recall 
was lower, suggesting it missed some DDoS attacks compared 
to the DNN. The F1 score for the GNN reflects t his trade-
off between high precision and relatively lower recall, as 
highlighted in Table. II.

TABLE II. DETAILED PERFORMANCE METRICS COMPARISON

Model Precision (%) Recall (%) F1-score (%)

DNN 96.5 99.0 97.5
GNN 97.0 86.0 91.0

The model discrimination is analyzed using receiver oper-
ating characteristic (ROC) (Fig. 5) and Precision-Recal (PR)
(Fig. 6) curves. Both models showed strong discrimination via
ROC, with AUCs of 0.974 (DNN) and 0.998 (GNN). The PR
curves, crucial for imbalanced data, highlight a strategic trade-
off: the DNN (AP=0.966) maximizes recall, while the GNN
(AP=0.965) favors higher precision at the cost of lower recall
(86% per Table II).
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DNN Model (AUC = 0.974)
GNN Model (AUC = 0.998)
No-Skill (AUC = 0.5)

Fig. 5. ROC Curve Comparison. Both models show high AUC scores, 
indicating strong discrimination capability

1) Performance Against Different DDoS Datasets: The 
DNN and GNN models were tested on four benchmark DDoS 
datasets. As shown in Table. III, the DNN achieved accuracies 
of 99.70%, 99.52%, 99.86%, and 99.69% on CICIDS2017, 
CICIDS2018, CICEV2023, and Kaggle DDoS, respectively,
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Fig. 6. PR Curve Comparison. The plot highlights the DNN’s high recall 
versus the GNN’s high precision on an imbalanced dataset.

highlighting its consistent and high performance across diverse 
attack scenarios. The GNN achieved accuracies of 96.7%, 
95.4%, 92.99%, and 99.56% across the same datasets. While 
slightly lower than the DNN, the GNN performed well, 
especially in handling complex attack patterns. As shown in 
Table. III, these results highlight each model’s adaptability to 
varying attack scenarios. Confusion matrices for both models 
are presented in Fig. 7 and Fig. 8.

TABLE III. MODEL ACCURACY COMPARISON ACROSS DATASETS

Dataset DNN Accuracy (%) GNN Accuracy (%)

CICIDS2017 99.70 96.70
CICIDS2018 99.52 95.40
CICEV2023 99.86 92.99
Kaggle DDoS 99.69 99.56

Fig. 7. Confusion matrix for the DNN model performance on the InSDN 
dataset, showing effective classification of BENIGN and Non-BENIGN traffic

Fig. 8. Confusion matrix for the GNN model evaluated on the CICIDS2017 
dataset, demonstrating balanced detection across traffic classes

2) Performance Against Different DDoS Attack Types: In 
the SDN environment, the DNN model demonstrated strong 
performance in detecting high-intensity attacks such as TCP 
and UDP floods. A s s hown i n Table. I V, t he D NN achieved 
accuracies of 99.34% for TCP floods, 98.87% for UDP floods, 
98.56% for HTTP floods, and 91.23% for low-volume stealth 
attacks. These results show that the DNN model excels in 
detecting well-defined, h igh-volume a ttacks, w here t he attack 
signatures are more prominent and easier to classify. On the 
other hand, the GNN model performed better in detecting 
more complex attack types. The GNN achieved accuracies 
of 98.76% for TCP floods, 9 8.45% f or U DP fl oods, 97.89%
for HTTP floods, and 97.56% for low-volume s tealth attacks. 
The GNN’s strength lies in its ability to model the inter-
dependencies within network traffic, e nabling i t t o recognize 
subtle patterns and detect low-volume, stealthy attacks. This 
capability makes the GNN a more robust option for environ-
ments where attacks are dynamic, distributed, and harder to 
detect using traditional models like DNN.

TABLE IV.  MODEL ACCURACY COMPARISON ACROSS DDOS ATTACK TYPES

Attack Type DNN Accuracy (%) GNN Accuracy (%)

TCP Flood 99.34 98.76
UDP Flood 98.87 98.45
HTTP Flood 98.56 97.89
Low-volume Stealth 91.23 97.56

The experimental results indicate that while the DNN is
effective for detecting high-volume, straightforward DDoS
patterns with high speed and accuracy, the GNN offers en-
hanced robustness in scenarios where the attack patterns are
complex or distributed. These findings reinforce the suitability
of combining both models in a hybrid approach, utilizing the
DNN’s efficiency alongside the GNN’s adaptability to achieve
a more comprehensive DDoS detection framework.
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C. Feature Importance Analysis

To identify the most impactful features for DDoS detection,
we conducted a feature importance analysis using a Random
Forest model. The top features found to be critical indicators
of malicious activity were:

• Total Forwarded Packets (Tot Fwd Pkts): A key metric for
identifying volumetric attacks attempting to overwhelm
network resources.

• Mean Length of Forwarded Packets (Fwd Pkt Len Mean):
Useful for detecting small packet flood attacks.

• Maximum Length of Forwarded Packets (Fwd Pkt Len
Max): Helps identify large packet attacks.

• Minimum Inter-Arrival Time (Flow IAT Min): Critical
for spotting high-frequency flooding patterns.

• SYN Flag Count (SYN Flag Cnt): A strong indicator of
SYN flood attacks.

• Minimum Inter-Arrival Time for Forwarded Packets (Fwd
IAT Min): Helpful for detecting rapid, sustained flooding.

• Total Backward Packets (Tot Bwd Pkts): Can assist in
identifying attack patterns with few responses from the
target.

These findings indicate that characteristics related to packet
volumes, sizes, timing, and TCP flags were the strongest
predictors of DDoS attacks in the dataset. The model was
able to detect distinct patterns in these traffic attributes that
distinguished benign from malicious activity. Focusing on
these high-impact features allows for optimization of feature
engineering and data collection efforts to enhance overall
DDoS detection capabilities.

IV. CONCLUSION

This paper presents a comparative analysis of DNN and
GNN for DDoS detection in an SDN environment, high-
lighting their unique strengths and limitations. The findings
indicate that while DNN-based approaches perform well in
detecting high-volume, easily distinguishable attacks, their
effectiveness decreases against stealthy low-volume intrusions.
In contrast, GNNs demonstrate superior capability in iden-
tifying such subtle and distributed attack patterns, owing to
their ability to capture and exploit relational dependencies
among network entities. The analysis carried out suggests
that a hybrid approach that combines DNN and GNN models
could provide a balanced solution for DDoS detection, offering
both rapid response to high-intensity attacks and adaptability
to more sophisticated threats. Future work could focus on
developing such integrated models that enhance real-time
security in dynamic network environments.
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