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Sensor networks are increasingly critical in modern smart environments; however, their limited computational resources expose
them to sophisticated cyber threats. Traditional static firewalls and computationally intensive deep learning models are
impractical for securing such networks. This study proposes an adaptive next-generation firewall (NGFW) that dynamically
switches between shallow and deep AI models based on real-time network load and resource availability. Four neural network
models were trained using 20 and 40-feature subsets of the UNSW-NB15 dataset. Two runtime strategies (i) on-demand model
loading and (ii) preloaded model switching were developed and evaluated through simulation under real-time conditions.
Experimental results indicate that the preloaded approach achieves up to 96% accuracy, 98% precision, and 4-ms inference
latency, with a memory footprint of 19 MB, outperforming static AI firewalls in both efficiency and scalability. The proposed
NGFW framework offers a resilient and scalable solution for real-time attack detection in resource-constrained environments
without requiring frequent model retraining. Future enhancements include hybrid shallow-deep model architectures,
continuous federated learning for decentralized adaptability, and the integration of explainable AI to enhance transparency and
trustworthiness in edge security deployments.
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1. Introduction

Sensor networks are fundamental to modern smart environ-
ments, serving as the backbone for data aggregation and
communication in IoT applications. In these environments,
edge computing has become increasingly pervasive, enabling
low-latency processing and real-time decision-making
across a range of critical domains, including agriculture
[1], smart grids [2], autonomous vehicles, healthcare, and
industrial automation [3].

However, these networks operate in resource-constrained
environments with limited computational power, minimal
storage, and weak security mechanisms, making them highly
susceptible to cyber threats such as unauthorized access,
denial-of-service attacks, and data breaches [4]. The rapid
integration of sensor-based technologies in Industry 4.0 has
expanded the attack surface, exposing vulnerabilities that tra-

ditional security mechanisms struggle to address effectively
[3]. Therefore, the need for comprehensive security frame-
works that can identify, manage, and mitigate IoT and sensor
network systems’ specific threats was first identified more than
a decade ago [5]. In the modern world, where different IoT
and sensor network systems are increasingly critical, this kind
of frameworks needs to be developed for each system based on
its unique features and corresponding security requirements,
and then, those frameworks must be implemented using novel
techniques to combat the ever-evolving threat landscape that
those systems face [6].

Conventional firewalls and intrusion detection system
(IDS)/IPS rely on static, rule-based filtering mechanisms,
which are insufficient for highly dynamic sensor networks.
Their inability to adapt to evolving threats, coupled with high
processing overhead, makes them ineffective in real-time attack
detection and mitigation [7]. AI-driven approaches, particularly
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deep learning (DL) models [8], have demonstrated superior
threat detection capabilities [9]. However, computationally
intensive models such as long short-term memory (LSTM) net-
works and transformers are impractical for real-time deploy-
ment in sensor networks due to their high resource demands.
While lightweight feedforward neural networks (FFNs) offer a
more efficient alternative, static Al models still struggle to main-
tain performance under fluctuating network conditions [10].

To address these challenges, next-generation firewalls
(NGFWs) leverage machine learning (ML) for real-time
threat detection, analyzing traffic patterns to identify anom-
alies and predict attacks beyond signature-based methods.
They can continuously adapt to emerging threats, enhancing
accuracy through Al-driven detection, real-time monitoring,
and adaptive security enforcement [11]. However, existing
NGFWs often rely on static AI models, which become per-
formance bottlenecks during peak network traffic and fail
to adapt dynamically to emerging threats.

The motivation behind this study stems from the urgent
need to bridge the gap between high-accuracy threat detec-
tion and real-time fast responsiveness in sensor networks
[4]. While DL models provide strong detection capabilities,
their resource consumption limits practical deployment
[10]. On the other hand, shallow models offer low-latency
performance but compromise on detection depth and accu-
racy [9]. Striking a balance between these two extremes is a
pressing challenge, particularly when network loads and
resource availability can fluctuate significantly. Another key
challenge is adaptability. Existing NGFWs often use fixed
Al models that cannot respond to changing traffic patterns
or emerging threat types [10]. Moreover, security systems
must be scalable, lightweight, and privacy-aware, fitting
seamlessly into decentralized sensor infrastructures without
introducing latency or overhead that could compromise ser-
vice delivery [7].

This paper addresses these challenges by introducing an
adaptive NGFW that dynamically switches between shallow
and deep AI models based on real-time conditions, optimiz-
ing both accuracy and efficiency while keeping resource
usage in check. This study introduces two shallow and two
deep models derived from a shallow architecture with a sin-
gle hidden layer of 512 neurons and a deep architecture with
seven layers (256, 128, 64, 32, 16, 8, and 4 neurons). They
were trained on 20 and 40-feature datasets to optimize
attack detection and security enforcement. The proposed
NGEFW, by intelligently switching models based on accuracy,
latency, and resource availability, ensures efficient attack
detection and prevention, overcoming the rigidness of static
Al-based firewalls.

This paper is structured as follows: Section 2 reviews
existing research on Al-driven security in sensor networks,
highlighting key challenges and research gaps. Section 3
details the methodology for evaluating the feasibility of an
adaptive NGFW using shallow and deep AI models. Section
4 presents experimental findings, including model perfor-
mance analysis and real-time adaptability of the NGFW.
Finally, Section 5 summarizes key insights, emphasizing
the potential of adaptive Al-based NGFWs for sensor net-
work security and future research directions.
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2. Literature Review

This review follows the PRISMA approach and systemati-
cally selects publications on security in sensor networks
from 2022 to 2024. The selection process focuses on key-
words such as IoT, Edge Networks, Sensor Networks, Attack
Detection, Al-driven Security, Next-Generation Firewalls,
and Shallow-Deep Hybrid Models [12]. Given the limita-
tions of traditional firewalls and static AI-based NGFWs in
dynamic sensor environments, this review emphasizes adap-
tive security frameworks that leverage Al for real-time attack
detection and resource-aware threat mitigation. The findings
highlight research gaps in NGFW implementations and the
potential of adaptive Al-driven models to enhance security
in resource-constrained sensor networks.

Sensor networks form the backbone of critical systems in
smart cities, healthcare, and industrial automation. They are
essential for data aggregation, communication, and service
delivery in IoT-based solutions. The rapid expansion of sen-
sor networks across industries has significantly increased the
global attack surface, posing severe risks to data security, pri-
vacy, business stability, and human safety [3]. Conventional
firewalls and static IDS solutions struggle to offer real-time
protection in these environments. Particularly, these security
measures struggle with anomaly and network attack detection
due to network complexity, device heterogeneity, increased
physical exposure, and real-time monitoring challenges [13].
Given these limitations, Al-driven security solutions have
emerged as a promising approach for enhancing sensor net-
work protection [7]. While Majid et al., [4] review over 130
articles on sensor networks in Industry 4.0, covering solutions,
coverage types, and limitations, their study overlooks Al appli-
cations, security issues, and mitigation strategies.

2.1. Advances in Al-Based Intrusion Detection. The growing
demand for intelligent security in IoT has led to the
development of numerous Al-driven frameworks. A hybrid
FFN-LSTM model proposed by [14] achieved over 99%
accuracy on benchmark datasets, yet failed to detail data
preparation, making their approach difficult to replicate in
real-world conditions.

Popular Al models, such as recurrent neural networks
(RNNs), LSTM networks, and transformers, have been
applied in network security research [15]. However, their
high computational demands make them impractical for
low-power sensor nodes. In contrast, FENs offer efficient
network attack detection due to their simplicity and adapt-
ability [9]. By adjusting the number of hidden layers and
neurons per layer, FFNs can be optimized for either low-
latency shallow models or more complex deep models.
Shallow architectures, with a single hidden layer and numer-
ous neurons, reduce model complexity while retaining
pattern recognition but struggle with hierarchical data repre-
sentation. Deep models, consisting of multiple hidden layers,
capture hierarchical structures but demand greater compu-
tational resources [16]. This trade-off makes adaptive
shallow-deep models an effective solution for attack detec-
tion in sensor networks, balancing accuracy and computa-
tional efficiency.
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An RNN-GRU hybrid model introduced by [17] allows
strong detection at the application layer, but its computational
complexity raises concerns for edge-based deployment. Com-
paring FFN, LSTM, and random neural network (RandNN) in
the CIC-10T2022 dataset [18] demonstrates impressive detec-
tion rates, though they neglected practical deployment factors
like memory consumption. Focusing on energy-efficient DL,
Ravikumar et al. [19] found that model complexity remained
a barrier for constrained sensor nodes.

Other works have taken broader perspectives. Surveying
5G-enabled IoT security [20] offered few Al-based mitiga-
tion strategies. Exploring decision tree-based NGFWs for
DDoS detection [21] archives higher speed, but their method
lacked adaptability to changing attack patterns. Ahmadi [6]
performed a comparative analysis of Al-powered NGFWs
but noted limitations in empirical evaluation and deploy-
ment testing.

Addressing data privacy, Dhakal et al. [22] used
federated learning for distributed intrusion detection. While
promising, the approach increased communication over-
head and latency. Reinforcement learning (RL) was explored
by [23] highlighting its potential in adaptive firewalls but at
the cost of high training complexity. Emphasizing adversar-
ial resilience, Khaleel et al. [24] advocate for defense strate-
gies like adversarial training and defensive distillation, yet
practical evaluation remains sparse.

2.2. AI-Powered NGFW Sensor Networks. Traditional net-
work firewalls rely on perimeter-based security models,
which are ineffective in sensor network environments due
to the distributed and resource-limited nature of sensor
nodes. In contrast, NGFWs integrated with AI models
enable real-time attack detection with adaptive security
enforcement [11]. Additionally, their use as reverse proxy
systems helps mask sensor identities and reduce network
congestion [25]. This study builds on [26] by leveraging
shallow and deep AI models to develop an NGFW tailored
for sensor networks. The proposed adaptive NGFW dynam-
ically switches between shallow and deep AI models based
on network conditions and resource constraints, ensuring
real-time attack detection and effective attack prevention.

2.3. Similar Work in Sensor Network Security. Analyzing
WSN  application security [4] highlights the need for
improved security techniques. However, it lacks identifica-
tion of Al-based solutions to enhance security. Examining
intrusion detection mechanisms in sensor networks [20]
highlights challenges in handling large sensor data volumes
and heterogeneous security protocols.

Conducting a literature review, Ali et al. [15] explore IoT
security requirements and artificial neural network (ANN)
approaches to address specific security features, comparing
ANN-based security mechanisms for IDS to identify
research gaps. However, the study overlooks issues such as
overfitting, scalability, adversarial attacks, hyperparameter
sensitivity, and vanishing gradient problems in ANN. Devel-
oping a hybrid FFN-LSTM model for sensor-based network
attack detection, Jullian et al. [14] achieved 99.95% accuracy

on NSL-KDD and BoT-IoT datasets; however, their method-
ology lacks clarity in data preprocessing and merging.

Discussing Al-powered IoT security, Ravikumar et al.
[19] emphasize energy efficiency and adaptability, yet com-
putationally intensive DL models remain impractical for
low-power sensor nodes. Introducing an RNN-GRU hybrid
model using the ToN-IoT dataset, Khan et al. [17] achieved
98% accuracy at the application layer but with increased
latency and a higher risk of overfitting. Evaluating FFN,
LSTM, and RandNN for IoT security using the CIC-IoT22
dataset, Bakhsh et al. [18] achieved high accuracy but over-
looked resource efficiency and deployment constraints.
Exploring ANNs in detecting network attacks on IoT appli-
cation servers, Meeegammana and Fernando [9] highlight
the potential of DL to enhance IoT security. However, it
lacks a comparison with other ML models, scalability analy-
sis, and testing in real-world IoT scenarios.

Conducting a review on NGFWs, Ahmadi [6] provides a
comparative analysis of Al-based NGFW methodologies,
highlighting their strengths and limitations. The study
examines ML, DL, hybrid models, behavioral analysis, real-
time threat intelligence, and adversarial defense mecha-
nisms, evaluating detection accuracy, false positives, compu-
tational efficiency, adaptability, scalability, and robustness.
However, it lacks discussion on explainability, scalability,
and vulnerabilities to adversarial attacks and defenses, as
well as limited empirical evaluation, unclear method selec-
tion, and insufficient benchmarking.

The universal approximation theorem establishes that a
FFN with a single hidden layer can approximate any contin-
uous function to arbitrary precision, provided it has a suffi-
cient number of neurons and a suitable activation function
[27]. However, FEN training faces gradient challenges and
overfitting, which require mitigation through tuning activa-
tion functions, gradient clipping, batch normalization, and
the use of regularization techniques. In their review of adver-
sarial attacks and defense strategies in DL [24], they high-
light evasion attacks, poisoning attacks, model inference
attacks, and adversarial example transferability. They pro-
pose adversarial training, defensive distillation, and input
preprocessing as defense mechanisms. However, the study
lacks a deeper focus on practical applications with empirical
evidence and overlooks key defenses, such as model ensem-
bling and randomization. Table 1 compares the reviewed lit-
erature, where RUA denotes resource utilization assessment.
Explainability and ethics are also critical in Al-based solu-
tions. Sutaria [29] warned about bias and fairness in Al deci-
sion-making, especially when training data is unbalanced or
nonrepresentative, which is an issue prevalent in many
reviewed systems.

The above studies highlight several gaps. Majid et al. [4]
call for improved security but overlook Al-based solutions,
while Ali et al. [15] neglect issues like overfitting and scal-
ability, Jullian et al. [14] and Khan et al. [17] face challenges
with overfitting and latency, and Bakhsh et al. [18] and
Meeegammana and Fernando [9] ignore resource efficiency
and real-world deployment. Ahmadi [6] and Wang et al.
[27] lack sufficient empirical evaluation and discussion of
FEN challenges, limiting practical insights. Abid et al. [30],
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TABLE 1: Comparison of literature.
Paper Technique Findings Limitations Research gaps
. High detection accuracy Real-world deployment,
[14] FFN-LSTM hybrid (99.95%) Methodology lacks transparency scalability
[17] RNN-GRU Strong app-layer detection High latency, overfitting Not optimized for edge devices
[18] FFN, LSTM, and Good performance on CIC- No resource usage analvsis Real-time, low-power
RandNN IoT22 8 Y application
[19] DL for IoT Energy-aware designs High complexity remains Lightweight model integration
[21] Decision trees Fast 1nferen§e, DDo$ Static rules, poor adaptability Lacks dynamic model selection
detection
[6] NGFWSctﬁglyparatwe Broad ML/DL coverage Limited empirical testing Deployment feasibility
[20] Survey Security/privacy in IoT/5G No Al-based solutions tested Needs practical frameworks
[22] Federated learning Decentzﬂiiig(:ﬁtrusmn High bandwidth usage Real-time efficiency at the edge
[23] RL for NGFW Adaptive learning from traffic Long training time Stability in dynamic networks
[24] Adversarial defense Explains DL vulnerabilities Limited empirical evidence Resilience in live environments
[28] AT rule refinement Fast HPC firewall tuning Static, lacks switching logic Not suitable for edge networks
[11] NGFW evolution Role of AI in NGFWs Theoretical, lacks practical evaluation  Real-time adaptive switching
[9] Shallow vs. deep FFN  Model efficiency comparison No multimodel switching Adaptive deployment
[
[

Ethical AI lens

Improved detection of DDoS
attacks in SDN-IoT

29] ML bias review

[30]  CNN-LSTM hybrid

No technical framework Bias mitigation in IoT security
High training time, lacks edge

optimization

Needs lightweight, real-time
TIoT-friendly implementation

while advancing detection performance with the CNN-
LSTM hybrid model, do not address edge optimization and
lightweight deployment concerns. Most studies fail to
address model bias from data imbalance and fail to address
data balancing or hyperparameter tuning. These gaps indi-
cate the need for comprehensive Al-driven security solu-
tions in sensor networks.

2.4. Al-Based Attack Detection Solutions. Table 2 presents a
comparison of Al-based attack detection solutions against
the proposed NGFW, highlighting their strengths, weak-
nesses, and overall effectiveness in real-time, resource-
constrained environments.

Unlike traditional Al-based firewalls that rely on static
models or require frequent retraining, the proposed NGFW
dynamically switches between shallow and deep models
based on real-time network conditions. This adaptability
ensures a balance between accuracy and efficiency, making
it more suitable for resource-constrained environments.
Compared to RL and FL-based firewalls, which demand con-
tinuous learning and high computational power, the pro-
posed NGFW is optimized for low-resource settings. It also
maintains high accuracy with minimal latency while elimi-
nating the need for frequent retraining, ensuring scalability
and efficiency in sensor networks with fluctuating resource
availability.

2.5. Contribution of This Study. This study examines the
deployment of a lightweight, energy-efficient AI-based adap-
tive NGFW for attack detection in resource-constrained sen-
sor networks. It is an area largely unexplored. By integrating

a defense-in-depth strategy, the adaptive NGFW enhances
real-time attack detection while optimizing security,
resource efficiency, and adaptability in distributed sensor
environments. The proposed solution sets a novel future
direction for adaptive security in sensor networks.

3. Methodology

3.1. Foundation and Prior Work. The adaptive NGFW pro-
posed in this study builds upon the prior work of [26],
who developed four AI models (shallow20, deep20, shal-
low40, and deep40) optimized for attack detection in edge
networks. These models incorporate both shallow and deep
architectures to balance computational efficiency and detec-
tion accuracy. The shallow models, intended for low-
resource environments, consist of a single hidden layer with
512 neurons, whereas the deep models feature seven hidden
layers with progressively fewer neurons (256, 128, 64, 32, 16,
8, and 4) to capture complex attack patterns. Two feature
sets (20 and 40 features) were used to enhance adaptability
across varying resource conditions. To optimize model per-
formance and fairness, hyperparameter tuning including
activation function optimization and dropout regularization
was conducted using KerasTuner’s random search method.
To address potential data imbalance, the UNSW-NB15 data-
set [31] was preprocessed using random undersampling,
ensuring equal representation of attack and benign classes
and thereby improving model generalization. The dataset
was ultimately narrowed down to 186,000 instances. Further
preprocessing involved min-max scaling of feature values,
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TABLE 2: Comparison of the proposed NGFW versus Al-based attack detection solutions.

Real-time

Paper Approach Adaptability

performance

Resource
efficiency

Retraining

requirement Scalability

Static rules do not
adapt to changing
threats

Decision tree—

[21] based firewalls

Reinforcement
[23] learning (RL)-
based firewalls

Can adapt to new
attack strategies

Fast inference but lacks
real-time adaptability usage

High training time,
slow response

Poor scalability to
evolving attack
types
Scalable but
impractical for
low-power devices

Low resource Requires frequent

retraining

Computationally
expensive for
sensor networks

Continual learning but
requires retraining

- . Requires Scalability is
Federated Distributed learning, . I quir aeonty
. High communication ~ computational ~ Reduces the need for limited by
[22] learning (FL)- updates across ;i .. .
. overhead power at edge  centralized retraining ~ communication
based firewalls devices .
nodes constraints

Traditional Al- Uses a fixed model,

[28] no real-time

based firewalls switching quickly

Dynamically switches
models based on
network constraints

This Proposed
work adaptive NGFW
complexity

Can detect anomalies

Optimized real-time
performance by
adapting model

High resource Poor adaptability

. Requires retraining for to varyin
consumption for q & yimng
new attacks network
deep models .
constraints

Scalable to

Balances Uses pretrained models .
. different sensor
accuracy and and does not require network
resource usage frequent retraining P
conditions

followed by a split into training (90%), validation (5%), and
testing (5%) sets for robust and unbiased evaluation.

The four trained models were evaluated based on key
performance metrics (accuracy, precision, recall, F1 score,
and ROC-AUC), alongside resource utilization metrics
(model size, memory, and CPU usage). The models achieved
test accuracies ranging from 0.93 to 0.98, with deep models
excelling in classification (ROC-AUC: 0.996-0.998) but
requiring higher computational resources. In contrast, shal-
low models offered more efficient real-time attack detection,
making them suitable for deployment in low-power sensor
networks. These findings highlight the trade-off between
accuracy and efficiency, reinforcing the need for dynamic
model switching in the NGFW to optimize security and per-
formance based on real-time network conditions.

3.2. Adaptive  NGFW Algorithm for Securing Sensor
Networks. This study developed an adaptive NGFW algo-
rithm that integrates shallow20, deep20, shallow40, and
deep40 optimized AI models to secure HTTP, MQTT, and
WebSocket services in sensor networks. MQTT facilitates
real-time data exchange in smart homes, critical infrastruc-
ture, and industrial automation, while HTTP supports web
services, RESTful APIs, and cloud applications. WebSocket
is essential for real-time sensor data transmission. The
NGFW monitors network traffic in real time and dynami-
cally switches between four AI models based on network
conditions. In high-traffic, low-resource scenarios, shallow
models are prioritized for efficiency, while deep models are
activated for higher accuracy. This adaptive selection opti-
mizes detection accuracy while minimizing resource con-
sumption. Benign packets are forwarded, while malicious
packets are dropped and logged for continuous training,
enhancing security [11]. The model-switching mechanism
and classification performance were evaluated using
recorded data to assess the algorithm’s -effectiveness.

Figure 1 illustrates the NGFW architecture securing applica-
tion servers in sensor networks. The NGFW filters inbound
and outbound traffic based on AI model predictions, adapt-
ing dynamically to network load and resource constraints. It
balances speed and precision by switching between low-
latency shallow models and high-accuracy deep models. In
conjunction with system firewalls like nftables, it blocks per-
sistent malicious traffic, while dropped packets are stored for
adversarial training to enhance model robustness. Addition-
ally, the NGFW functions as a reverse proxy, anonymizing
the server by concealing its IP and ports, adding an extra
layer of security [25].

3.3. Adaptive NGFW Model Switching. The NGFW switches
between deep and shallow AI models based on inference
speed. Two runtime strategies were developed and tested:
(i) on-demand model loading and (ii) preloaded model
switching. Both strategies use shared logic to determine the
optimal model based on network load conditions and then
switch accordingly. Algorithms 1-6 outline the key steps
for each approach. The NGFW algorithm includes six key
processes: initialization, preloading, on-demand loading,
changing inference speed, model switching, and traffic pre-
diction. Figure 2 illustrates its high-level diagram.

Table 3 describes the algorithms illustrated in Figure 2.

The pseudocode for the key algorithms is given below.

3.4. Performance Analysis. The NGFW algorithm was evalu-
ated under near real-world conditions through simulation
on a single CPU with 2 GB of memory, dynamically adapt-
ing to varying inference speeds to maintain responsiveness
under fluctuating network loads. The evaluation utilized
two Python scripts, each implementing two asynchronous
processes: one for adjusting inference speed for model
switching and the other for inference. The inferencing pro-
cess tested the 20-feature and 40-feature datasets in batches
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FIGURE 1: Proposed solution.

input: approach either “Pre-Loaded” or “On-Demand”,
output: active_model which is the loaded model
Set up global parameters # inference_speed, models, datasets, scalars
load_dataset(“20-features™)
load_dataset(“40-features”)
if approach = “Preload” then:
Deep40 < load_model(“Deep40”)
Shallow40 < load_model(“Shallow40”)
Deep20 « load_model(“Deep20”)
Shallow20 < load_model(“Shallow20”)
return active_model < Deep40

ArLGoriTHM 1: Initialize ().

input: approach as “Pre-Loaded”,
models which is the list of models
output: active_model which is the loaded model
active_model « initialize (“Pre-Loaded”)
while traffic do:
if inference_speed_change() then:
switch_model(“Pre-Loaded”, inference_speed) # inference_speed is a global variable
predict traffic(traffic)

ArgoriTHM 2: Switch models (“preloaded,” models).

input: approach as “On-Demand”,
models which is the list of models

output: active_model which is the loaded model

active_model « initialize (“On-Demand”)

while traffic do:
if inference_speed_change() then:

switch_model(“On-Demand”, inference_speed)

predict(traffic)

ALGORITHM 3: Switch models (“on-demand,” models).
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input: none
output: inference_speed # a global variable
random_number « generate_random_number(1 to 100)
if random_number mod 4 < 3 then:
inference_speed < random_number+1
switch_model(approach, inference_speed)

ArcoriTHM 4: Change inference speed ().

input: approach either “Pre-Loaded” or “On-Demand”,
inference_speed as a global variable
output: active_model which is the loaded model,
updated system variables
if inference_speed =4 then:
model = “shallow20”
else if inference_speed =3:
model « “deep20”
else if inference_speed =2:
model < “shallow40”
else:
model «—“deep40”
if approach = “On-Demand” then:
active_model«<loadmodel(model)//load model from disk
else:
active_model « change_model(model)//Switch model
scaler_data « model relevant scalar data
Update system state variables

ArGoriTHM 5: Switch model (approach, inference_speed).

input: none
output:none
data_batch « extract-test-data-batch()
predictions « perform-inference(active_model, data_batch)
true_positives«O0, false_positives <0, true_negatives«<0, false_negatives «—0//Initialize counter
for each data_point do:
update counters for true_positives, false_positives, true_negatives, false_negatives
if prediction = “Benign” then:
forward-packet(data_point)
Else:
log-attack(data_point)
drop-packet(data_point)
if traffic-ended() then:
Calculate classification metrics
Log classification results
exit

ALGORITHM 6: Predict traffic().

of 50 samples using dynamically loaded shallow and deep 4. Results and Discussion

models. Performance metrics [32] including model load-

ing/switching time, memory usage, and inference perfor-
mance were logged to assess the algorithm’s efficiency and
adaptability. This evaluation was aimed at demonstrating
that the NGFW effectively balances security, resource effi-
ciency, and real-time adaptability in sensor networks.

The model switching process dynamically selected Al
models based on randomly generated inference loads.
During high traffic, the system prioritized the lightweight
shallow20 model for efficiency, while in lower traffic condi-
tions, it switched to deep20, shallow40, or deep40 models,
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FiGure 2: High-level flowchart of the NGFW algorithm.
TABLE 3: NGFW algorithm descriptions.
No. Process Description
The system initializes by loading both the 20-feature and 40-feature datasets and configuring key
1 Initialize parameters, including traffic load, inference speed, and the list of available models. In the preloaded
approach, all four models are loaded into memory at startup, with deep40 set as the initial active
model.
) Switch models Upon detecting changes in network load, the system temporarily pauses prediction, loads the

appropriate scale data, and activates the relevant AI model.

Faster switching between AI models is enabled by preloading all required models at program startup.
With models already resident in memory, I/O latency during runtime is minimized, allowing for
seamless transitions in response to dynamic network conditions. This approach offers significant

performance advantages but incurs a higher memory footprint, potentially limiting its suitability for

low-resource environments. Therefore, it is best suited for high-performance sensor networks that
can support persistent model loading.

2.1  Switch models (“preloaded”)

Al models are loaded into memory selectively, using an on-demand strategy that minimizes memory
usage, ideal for deployment on devices with limited storage capacity. However, this approach
2.2 Switch models (“on-demand”) introduces I/O latency during model switching, which can impact responsiveness. To address this,
the system carefully balances memory efficiency with switching overhead to ensure real-time
detection remains effective without overburdening the device’s limited resources.

3 Change speed During testing, the inference speed is randomly varied to simulate changes in network load.

The asynchronous attack detection process continuously analyzes network traffic and temporarily
pauses during model switching. It classifies incoming traffic as either benign or malicious. Benign
traffic is forwarded to the application for processing, while malicious traffic is dropped, logged for
further analysis, and retained for adversarial training to enhance future detection accuracy. The
active model performs batch-based prediction, enabling efficient traffic classification under dynamic
network conditions.

4 Predict traffic

respectively, for improved accuracy. The NGFW tested two  4.1. Model Loading Time Analysis. The on-demand model
model-switching strategies. The on-demand loading approach ~ loading approach loaded models 129 times across four infer-

loads models only when needed to minimize memory usage.  ence speeds, 1 to 4, distributed randomly but nearly equally
In the preloading approach, models were loaded at the initial-  in the NGFW framework. Table 4 shows the count of
ization and remained in memory to reduce switching time. models loaded and loading time statistics in seconds.
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TABLE 4: On-demand model loading times of models.

Model Count Mean(s) Std(s) Min(s) Max (s)
deep20 31 0.178 0.046 0.142 0.240
deep40 31 0.176 0.029 0.126 0.359
shallow20 35 0.056 0.013 0.038 0.087
shallow40 32 0.057 0.015 0.036 0.091
Overall 32.25 0.117 0.026 0.085 0.194

In the loading-on-demand approach, the deep20 and
deep40 models demonstrate similar mean values, but the
deep40 model exhibits a significantly higher maximum load-
ing time. The shallow20 and shallow40 models exhibited
much lower mean values. The deep40 and deep20 recorded
a mean loading time of around 0.177s, while the shallow
models” mean falls around 0.056 s, demonstrating a signifi-
cant difference. The overall mean loading time of 0.117s
represents the combined performance of the preloading
approach, with deep models contributing more due to their
complexity.

Figure 3 illustrates the distribution and variability of
model loading times in the on-demand model loading
approach. The deep models demonstrate higher mean values
and greater variability compared to the shallow models,
which are more consistent but consume lower resources.

Figure 4 illustrates that shallow models load better in the
on-demand approach compared to deep models. They han-
dled more than 60% of the test traffic.

The preloading approach reduced the delay typically
associated with on-demand loading. As shown in Table 5,
when preloaded, the deep40 model consumed significantly
more memory than other models due to its complexity and
number of layers. The memory used by shallow20 is negligi-
ble. The shallow models were significantly faster. Garbage
collection plays a role in optimizing memory usage, but deep
models still require substantial memory after cleanup.

While preloaded model switching minimizes latency by
keeping all models resident in memory, it incurs a fixed
memory cost of approximately 19 MB. This approach is well
suited for edge gateways with sufficient resources. In con-
trast, the on-demand strategy dynamically loads models
based on network conditions, resulting in variable memory
usage ranging from 0.001 MB (shallow20) to 17.8MB
(deep40). Although this introduces model switching latency,
it offers a memory-efficient alternative ideal for low-memory
sensor nodes where resource constraints are critical. Hence,
the preloaded approach is optimal for performance-critical
environments, while the on-demand approach is better for
memory-constrained deployments.

Overall, as shown in Table 6, the preloading approach
offers a significant advantage over the on-demand approach
in model switching during inference. It incurs virtually no
delay (0.0s), ensuring instant transitions. In contrast, the
on-demand approach introduces noticeable latency and var-
iability in loading times, leading to performance issues when
switching between models. Thus, preloading reduces delays
and enhances performance, especially in scenarios requiring
frequent model switching. The CPU usage in both

approaches was nearly the same, 0.32% in the preloaded
approach and 0.33% in the on-demand approach.

4.2. Prediction Time Analysis. As shown in Table 7, the com-
parison of prediction times for preloaded and on-demand
approaches reveals some interesting insights. During on-
demand model loading, the deep models exhibited slightly
higher mean prediction times and greater variability due to
their complexity. In contrast, the shallow models were gen-
erally faster, with shallow20 being the most efficient choice
for low-resource environments. The preloading approach
had a mean prediction time of 0.087624 s, which is margin-
ally lower than the mean prediction time of 0.087694s for
the on-demand loading approach.

The preloaded models demonstrated greater stability
with a lower standard deviation, ensuring more consistent
prediction times across all models. This makes preloading
of models preferable for real-time applications where reli-
ability is crucial. In contrast, on-demand models exhibit
higher variability, illustrated in Figure 5. The higher stan-
dard deviation and larger maximum values of the on-
demand approach indicate occasional performance spikes
and potential latency issues.

Figure 6 illustrates the mean variability of prediction
times of on-demand and preloading approaches.

Despite their similar mean prediction times, the
increased variance in the on-demand approach suggests
that, while they perform comparably on average, they may
introduce delays in certain cases. As a result, preloaded
models are generally more efficient when consistency and
predictability are key factors.

4.3. Time Complexity Analysis. The time complexity analysis
of the on-demand approach (ngfw_multi_modell.py) and
the preloaded approach (ngfw_multi_model2.py) highlights
the efficiency gains of preloading models. The preloaded
approach is significantly more efficient as it reduces the
model switching overhead from O(m) to O(1) by initializing
all models at startup. In contrast, the on-demand approach
loads models dynamically each time a switch occurs,
introducing additional computational overhead. However,
both approaches share the same inference complexity of
O(n x f xw x 1), where n is the number of samples, f is the
number of features, w is the number of neurons per layer,
and / is the number of layers. Additionally, logging, data pre-
processing, and adaptive speed functions remain identical in
both implementations, ensuring consistency in data handling.
Opverall, the preloaded approach is the preferred choice for
performance optimization due to its reduced switching over-
head and increased efficiency, as shown in Table 8.

Figure 7 illustrates the comparison of time complexities
between the on-demand model loading approach and the
preloaded model approach. The plot demonstrates that the
preloaded approach offers superior performance by reducing
the model switching overhead from O(m) to O(1), while
maintaining similar inference complexities. This confirms
that preloading models is a more efficient strategy for reduc-
ing time complexity in real-time applications.
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TABLE 5: Memory used by models. accuracy and an improved F1 score, indicating a marginally
better balance between precision and recall. Additionally, pre-
Model Memory used (MB)  loading enhances precision, reducing false positives, while
deep40 17.872 recall remains nearly identical. Furthermore, it eliminates
shallow40 0.023 model switching delays (0.0s), a significant advantage for
deep20 1141 latengy-.sensr[we apphcat}ons. Although the overall metrics
are similar, these slight improvements and reduced latency
shallow20 0.001 . . .
make preloading a more attractive option when both perfor-
Total memory used 19.037 mance and speed are priorities. The adaptive model selection

4.4. Classification Metrics. Table 9 summarizes the classifica-
tion metrics for both on-demand and preloading approaches.

The preloading approach offers a slight performance
improvement over on-demand loading, achieving higher

strategy optimizes both speed and accuracy based on available
resources, making it a versatile solution for various attack
detection use cases in sensor networks using an NGFW.

The comparison of intrusion detection techniques across
five studies shown in Table 10 reveals key performance
advantages of the proposed work, “adaptive NGFW using
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TABLE 6: Comparison of preloading versus on-demand approach.
Approach Model loading time (s) Model switch time (s) CPU usage (%)
On-demand Varies (0.036-0.359 s) Significant 0.33
Preloading Fixed times (deep models ~0.13-0.197 s, shallow models ~0.039-0.047 s) 0.0 s (instant) 0.32
TABLE 7: Comparison of preloaded versus on-demand model prediction time.
Model Approach Count Mean (s) Std (s) Min (s) Max (s)
Preloaded 103 0.090 0.016 0.061 0.146
deep20
On-demand 87 0.093 0.035 0.053 0.226
Preloaded 103 0.087 0.018 0.052 0.187
deep40
On-demand 92 0.095 0.032 0.049 0.187
Preloaded 82 0.087 0.015 0.053 0.149
shallow20
On-demand 98 0.081 0.021 0.052 0.163
Preloaded 82 0.085 0.013 0.059 0.112
shallow40
On-demand 93 0.083 0.025 0.053 0.212
Preloaded 370 0.087 0.016 0.052 0.149
Overall
On-demand 370 0.088 0.028 0.052 0.197
On-demand prediction time distribution Preloaded prediction time distribution
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FIGURE 5: Prediction time variability of models in two approaches.
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FIGURE 6: Distribution of mean prediction times for approaches.
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TABLE 8: Time complexity analysis.

Operation On-demand complexity ngfw_multi_model2.py Preloading complexity ngfw_multi_modell.py

Model loading O(m) (loads model dynamically) O(1) (preloads all models)

Data preprocessing

Model switching

Inference and [ layers)

O(1) per log entry
O(m) +O(nx f xwx])

Logging
Total complexity

O(n x f) (for n samples and f features)
O(m) (loads model on-demand)

O(nx f xwx1) (for n samples, f features, w neurons per layer,

O(n x f) (same)
O(1) (switch preloaded models)

O(nx f xw x 1) (same)

O(1) per log entry
O(nxfxwxl)
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5
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F1GURrE 7: Comparison of time complexities between the on-demand model loading approach.

TABLE 9: Comparison of classification metrics of two approaches.

Approach Accuracy Precision Recall FI1 score
On-demand loading  0.9576 0.9687  0.9458  0.9571
Preloading 0.9589 0.9759 09453  0.9584

4 DL models.” Unlike the others, this work offers a well-
rounded performance profile with 96% accuracy, 98% preci-
sion, 95% recall, 96% F1 score, and memory use of 19 MB. It
outperforms or matches the best metrics across prior studies.
For instance, although [21] reports a slightly higher accuracy
at 99%, it lacks transparency on precision, recall, and mem-
ory usage. Dhakal et al. [22] offer decent performance with
federated learning, yet it peaks at 88% recall and lacks full
metric coverage. Lee et al. [28] and Kheddar et al. [23] excel
in niche areas but either omit key statistics or face scalability
concerns in constrained environments. In contrast, this
work not only maintains top-tier detection performance
but also demonstrates practical deployment readiness with
a lightweight 19 MB memory footprint, making it ideal for

real-world, resource-sensitive environments. Thus, its bal-
anced excellence across accuracy, efficiency, and transparency
justifies it as a superior, production-ready IDS approach.

4.5. Real-World Challenges. Deploying the proposed solution
in low-resource environments presents several challenges.
The shallow20 model, offering a balance between latency,
accuracy, and resource consumption, is preferable where
deep models are impractical. NGFWs must efficiently pro-
cess real-time sensor traffic while minimizing latency spikes
that could delay attack detection. AI models remain suscep-
tible to evasion attacks, requiring continuous adversarial
training using dropped packets to enhance resilience. Seam-
less NGFW integration with MQTT, HTTP, and WebSocket
protocols across heterogeneous devices is critical for long-
term adaptability. Furthermore, edge-based AI deployments
must incorporate load balancing to avoid centralized points
of failure. Compliance with stringent privacy regulations in
healthcare, smart cities, and industrial applications demands
privacy-preserving Al techniques. Mitigation measures
include applying homomorphic encryption to secure data
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TABLE 10: Comparison of performance metrics with similar work.

Paper Technique

Accuracy (%) Precision (%) Recall (%) FI1 score (%)

Memory use

Lee et al. [28] KNN, neural network, SVM NA NA 96 NA
Dhakal et al. [22]  Federated learning (FedAvg, FedAvg+) 85 88 87 Edge-optimized
Patel et al. [21] Binary decision tree, XGBoost, SVM NA NA NA NA
Kheddar et al. [23] Deep remforae_rﬁ:eari;lﬁzmmg (DRL), Varies 98.5 99.3 98.8 Constrained
This work Adaptive NGFW with 4 DL models 98 95 96 19 MB

during AI inference and implementing differential privacy
through noise-based anonymization techniques to protect
sensitive user data in smart city and healthcare contexts [33].

4.6. Deployment Limitations and Practical Considerations.
While the adaptive NGFW has been rigorously validated
using high-fidelity simulations and real-time emulation
loops, the system has not yet been deployed in live sensor
network environments. This represents a limitation in asses-
sing long-term behavior, fault tolerance, and response to
unpredictable traffic or node failure. However, the current
architecture has been designed to be modular and light-
weight enough for near-edge and embedded deployment,
and our test scenarios closely mirror operational traffic pat-
terns using the UNSW-NB15 dataset.

4.7. Scalability Considerations. Dynamically switching
between low-resource shallow models and high-accuracy
deep models based on real-time network conditions allows
the adaptive NGFW to optimize performance. However, fre-
quent model switching introduces performance overhead,
necessitating caching preloaded models to minimize delays.

As shown in Figure 8, the NGFW system experiences a
rise in CPU usage as the model switching frequency
increases. While low-frequency switching, less than 5/min,
incurs minimal overhead, frequent switching, more than
20/min, leads to a noticeable increase in CPU load. This
cumulative computational cost, if left unoptimized, can
affect large-scale deployments where hundreds of nodes
operate concurrently. This trade-off underscores the need
for intelligent switch threshold management and batching
logic. Current work focuses on using moving average infer-
ence rates and predictive rate-limiting to reduce unnecessary
switching while maintaining adaptability, throughput, and
resource efficiency at scale. To address this, future work will
explore dynamic batching, inference rate throttling, and
switch threshold tuning to maintain responsiveness without
overburdening the system.

Moreover, a distributed approach using federated learn-
ing [33] enhances scalability and resilience. Local attack
detection at edge nodes reduces reliance on central servers,
mitigating network congestion. Preloading models signifi-
cantly reduces switching delays, making them ideal for
real-time applications. However, this increases memory con-
sumption, requiring careful resource allocation strategies to
balance efficiency and performance. Furthermore, the
NGFW framework should implement incremental learning
to adapt to evolving attack patterns. Federated learning

enables AT models to be trained collaboratively across multi-
ple sensor networks, ensuring continuous improvement
while preserving data privacy.

Overall, these results confirm the NGFW’s adaptability,
maintaining high detection accuracy and efficient real-time
traffic classification. By integrating adaptive security mecha-
nisms, the proposed NGFW offers a scalable and robust
attack detection solution for modern sensor networks. The
optimal choice between on-demand and preloaded switch-
ing ultimately depends on resource availability and inference
load. In summary, the NGFW leverages adaptive Al models
to balance accuracy and response time, optimizing perfor-
mance based on network conditions.

4.8. Novelty of This Study. This study introduces a novel
adaptive Al-driven NGFW specifically designed for securing
resource-constrained sensor networks—a domain where
current security frameworks remain inadequate. Its key
innovation lies in a real-time model-switching mechanism
that dynamically selects from four neural networks (two
shallow and two deep), enabling intelligent adaptation to
varying traffic loads and hardware limitations. This is the
first implementation to offer dual runtime strategies: (i)
on-demand model loading for memory-constrained deploy-
ments and (ii) preloaded model switching for latency-
sensitive environments. This flexibility allows seamless oper-
ation across diverse infrastructure—from lightweight edge
nodes to high-capacity gateways. Validated using the
UNSW-NBI15 dataset, the system achieves 96% accuracy,
98% precision, and 95% recall, with 4-ms latency and a com-
pact 19-MB memory footprint. These performance metrics,
coupled with adaptive deployment strategies, make the
system highly effective for real-time protection in IoT,
healthcare, smart grid, and industrial automation contexts.

In contrast to existing NGFWs, which rely on static Al
models or lack adaptability under fluctuating resource con-
straints, this work introduces modular model-switching
logic, resource-aware optimization, and lightweight imple-
mentation, addressing major limitations in the literature. It
defines a new benchmark for scalable, responsive, and effi-
cient Al-based firewalls. Moreover, this framework lays the
groundwork for future enhancements, including federated
learning, adversarial training, and explainable AI (XAI), to
improve robustness, transparency, and privacy in distributed
environments. As such, it presents a practical and forward-
looking solution to the evolving cybersecurity challenges in
next-generation sensor networks.
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4.9. Future Work. Building on the adaptive NGFW frame-
work introduced in this study, future work will enhance sys-
tem adaptability, resilience, and deployment efficiency.
Advanced shallow-deep hybrid AI architectures will be
developed, combining the low-latency response of shallow
models with the deep feature extraction capabilities of deep
networks to support dynamic traffic conditions and hard-
ware limitations. Continuous learning techniques, including
incremental and online learning, will be implemented to
allow the NGFW to adapt to evolving threats without full
retraining. Federated learning will also be integrated to
enable decentralized, privacy-preserving model updates
across distributed nodes [22]. Hardware-aware optimiza-
tions such as model quantization, pruning, and lightweight
inference will ensure efficient operation on resource-
constrained devices [34]. Neural processing unit (NPU)
integration will be explored to accelerate Al inference while
minimizing CPU and memory usage [35]. XAI techniques
will be adopted to enhance system transparency, trust, and
diagnostic capabilities in critical infrastructure deploy-
ments [36].

Initial validation will be conducted on two testbeds: a
smart campus sensor network for environmental monitoring
and an IoT-enabled agriculture setup, both employing Rasp-
berry Pi-based nodes with Wi-Fi and ZigBee connectivity
[37]. To further strengthen security, adversarial defense
strategies such as model ensembling and adversarial training
will be integrated [38]. RL and continuous policy adaptation
mechanisms will also be employed to dynamically update
security measures against evolving threats [39].

In addition, Al-powered Zero Trust frameworks will be
explored to ensure continuous authentication of sensor
nodes before granting network access [40]. Al-driven threat
intelligence, leveraging real-time feeds and pattern recogni-
tion, will be utilized to detect and mitigate advanced persis-
tent threats (APTs) in resource-constrained environments
[41]. Future work will also enable real-time edge-to-cloud
synchronization for NGFW models to enhance global threat
mitigation [42]. Blockchain integration will be explored to

provide tamper-proof security logging and preserve log
integrity across decentralized networks [43], further enhanc-
ing system adaptability and resilience.

Finally, future NGFW iterations will incorporate
privacy-by-design principles—including differential privacy,
consent-based logging, and policy-driven model audi-
ting—to ensure compliance with global regulations such as
GDPR and HIPAA [6, 44]. These advancements are aimed
at facilitating lawful, scalable, and secure Al-driven cyberse-
curity for next-generation sensor networks. These deploy-
ments will evaluate latency, model switching accuracy, and
adaptability under varying network constraints. Long-term
validation will extend to smart city grids, industrial IoT sys-
tems, and healthcare sensor networks to assess scalability
and operational robustness.

5. Conclusion

This study presented the design and evaluation of an
adaptive Al-driven NGFW specifically optimized for secur-
ing resource-constrained sensor network environments. By
dynamically switching between shallow and deep neural net-
work models in response to real-time network conditions,
the proposed NGFW achieved a critical balance between
detection accuracy, computational efficiency, and latency
optimization. Empirical validation using the UNSW-NB15
dataset demonstrated that preloaded model switching sub-
stantially reduced inference latency while maintaining a high
classification performance, achieving an accuracy of 96%
and a precision of 98% and sustaining a minimal memory
footprint of 19 MB. The dual runtime strategies—namely, on-
demand model loading and preloaded model switching—of-
fered significant flexibility, thereby enabling deployment across
diverse hardware environments ranging from ultralow-
resource edge devices to high-performance gateway nodes.
Comparative analyses against contemporary Al-based IDSs
highlighted the superior adaptability, scalability, and deploy-
ment readiness of the proposed framework, particularly in
dynamic and heterogeneous sensor network ecosystems.
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Furthermore, this research advances the state of the art
by integrating lightweight AI architectures with real-time
model-switching logic, thereby addressing the critical chal-
lenges of resource management, threat detection latency,
and model adaptability. The findings also lay a robust
foundation for future work in areas such as hybrid shal-
low-DL architectures, federated learning for decentralized
model evolution, XAI for system transparency, and privacy-
preserving security frameworks to ensure regulatory compli-
ance in critical domains. In summary, the adaptive NGFW
framework introduced in this study offers a practical, scalable,
and resilient cybersecurity solution, bridging the persistent
gap between high-performance Al-driven threat detection
and the stringent operational constraints inherent to next-
generation sensor networks.
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