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—Satellite systems have become prime targets for cyberthreats given their critical role in global infrastructure
and general lack of security. Among these, orbital manipulation, a form of satellite hijacking, is a particularly
severe threat that can disrupt essential operations and impact national security. To address these concerns, this
research proposes an Artificial Intelligence (AI)-based anomaly detection system that utilizes Machine Learning
(ML) models to analyze telemetry data for possible orbital manipulations with a multi-gate physics architecture
grounded in orbital mechanics, to verify that detected anomalies are kinematically inconsistent and are therefore
genuine integrity failures. This research demonstrates that temporal-based models like LSTM are essential for this
domain, achieving high recall rates which are then validated by the physics component. While the framework
includes multiple physical constraints, this study specifically validates the energy-based Vis-Viva gate, with the
Tsiolkovsky and Angular Momentum gates established as architectural designs for future verification. This study
concludes that successful AI deployment in orbital cybersecurity requires a comprehensive approach that in-

tegrates domain-specific context and physics-informed validation beyond traditional performance metrics.

1. Introduction

With the rapid advancement in technology, satellites are becoming a
core component of critical infrastructure around the world. This is
because satellites play a vital role in essential services that fortify
modern-day economies, national security, and public safety. Key con-
tributions of satellites to critical infrastructure include (but are not
limited to) global communications and connectivity, national security
and defense, navigation and positioning, and earth observation and
climate monitoring [1]. Satellite communication systems consist of
three main segments, namely, 1) the space segment (that contains one or
more active or spare satellites organized into a constellation), 2) the
control segment (that consists of all ground facilities used for controlling
and monitoring the satellites as well as for managing the traffic and
associated resources), and 3) the ground segment (that consists of all the
traffic Earth stations) as shown in Fig. 1 [1]. However, with critical
infrastructure increasingly relying on satellite systems, today, they are
gradually becoming targets to cyberattacks like jamming, spoofing, and
hijacking. For example, in 2022, during Russia's invasion of Ukraine, in
efforts to disable Ukrainian military communications, Russia targeted
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the American satellite organization — Viasat, thereby impacting the or-
ganization's satellite operations across Europe [2,3]. Furthermore, when
Elon Musk offered Ukraine to access SpaceX's growing Low Earth Orbit
(LEO) communication satellites — Starlink, it was soon reported that
Starlink too was suffering from jamming and hacking attempts from
Russia [2]. Moreover, in 2022, a hacktivist group by the name Network
Battalion 65 (NB65), asserted that they managed to successfully breach
the satellite imaging capabilities of the Russian State Corporation for
Space Activities (ROSCOSMOS) as a response to Russia's invasion of
Ukraine [4]. Although these claims were denied by ROSCOSMOS
claiming that their systems were continuing to operate as expected,
these events from recent history are prime examples to highlight how
the threat landscape is evolving today to target satellite systems and
inflict more damage to critical infrastructure across the world. These
case studies also highlight the increasing need to ensure the security of
satellites to provide confidentiality, integrity, and seamless availability
of their services. As such, among the numerous threats to satellites, this
research will focus on satellite hijacking.

Satellite hijacking occurs when threat actors gain unauthorized ac-
cess to satellite systems. This can lead to the alteration or disruption of
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Fig. 1. Components of a satellite communication system.

data transmissions or even losing control of the satellite itself. As such,
by disrupting confidentiality, integrity, and availability of critical ser-
vices, satellite hijacking poses a threat not only to aerospace corpora-
tions, but also to national security.

Furthermore, it can be seen that the absence of fundamental security
controls in satellite systems exposes them to various threats including
satellite hijacking. Satellite hijacking has many security implications
including military and intelligence disruption, cyberwarfare and espio-
nage, internet and telecommunication blackouts, civil aviation and
maritime risks, and even Anti-Satellite (ASAT) attacks. There are several
ways through which satellite hijacking can occur including (but not
limited to) command spoofing, radio frequency jamming, and replay
attacks. Although radio frequency jamming is the most common form of
satellite hijacking, these attacks mostly target media broadcasts of sat-
ellite television signals where the uplink signal is replaced with a
stronger and malicious radio transmission [5]. This is mainly because,
although Global Navigation Satellite System (GNSS) signals are of crit-
ical nature, they could be spoofed with ease using cheaper and common
tools due to the signals themselves being weak by the time they reach the
Earth [5]. Satellite hijacking also tends to have drastic implications,
especially for LEO satellites that function in large numbers [6]. For
example, in a LEO constellation, if one satellite has a positioning error, it
could disrupt the entire constellation and could also pose threats of
collision with other satellites [6].

In a recent publication, Willbold et al. surveyed 19 engineers rep-
resenting 17 different satellite models [7]. Out of these 17 models, three
(i.e., 17.65%) were found to not have implemented any security mea-
sure to prevent intrusions whereas engineers of five out of the 17 sat-
ellite models were unsure of any security implementations or failed to
comment (i.e., 29.41%) [7]. However, the remaining nine had some
level of security implementations done (i.e., 52.94%), although the level
of security provided by these implementations remain questionable [7].
This is because, even among the nine satellite models with some level of
security implementations in place, only five had implemented any form
of access controls [7]. The outcome of this survey is especially alarming
as satellites are continuing to become an integral component of the
technological world today.

The need for extensive research in this domain can be further justi-
fied by referring to Jones, who in her publication, explored the
perspective of space professionals on satellite security by comparing the
results of two similar surveys conducted in 2012 and 2022, with a
decade of evolution in between the two surveys [8]. According to the
author's findings, within a decade, cyberattacks on satellite systems have
emerged to be within the top three risks to satellites operating in outer
space [8]. When comparing the likelihood of gaining unauthorized ac-
cess to satellite data, the Likert Scale indicators for positive groupings
notably increased from 47.00% to 66.00% from 2012 to 2022 [8].
Furthermore, when comparing the findings of the possibility of satellite
hijacking between 2012 and 2022, the positive groupings in the Likert
Scale of the survey significantly increased from 21.00% to 39.00%
indicating the growing likelihood of satellite hijacking attempts in the
world today [8]. As such, with satellite hijacking emerging as a common
threat to satellite systems, identifying an effective solution to address
this threat has become crucial. As satellite hijacking by itself is a broad
domain, this research will focus on designing a solution capable of
identifying anomalies in satellite telemetry data to detect a type of
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satellite hijacking attacks — satellite orbital manipulation attacks.

Satellite orbital manipulations attacks are a form of satellite hijack-
ing attacks where an adversary could alter the orbit orientation of a
satellite by gaining unauthorized control over a satellite's systems like its
propulsion and attitude control. Furthermore, satellites are perfect ex-
amples of Cyber Physical Systems (CPS) as they integrate physical pro-
cesses with computation and networking. As such, a successful
cyberattack on a CPS would have tangible physical consequences and
therefore, manipulating the orbit of a satellite which is a physical pro-
cess is a direct result of a successful cyberattack on the digital systems
that control it.

A successful satellite orbital manipulation attack would have several
security implications including (but not limited to) destruction and
debris, service disruption, espionage and misdirection, weaponization,
threat to national security, violation of privacy, commercial and eco-
nomic risks, fake news and propaganda, and cyberwarfare and space
conflicts.

For example, in October 2021, China launched a satellite called
“Shijian-21 (8J-21)” into orbit [9]. Although its operational details were
classified, a commercial space monitoring company called ExoAnalytic
Solutions claimed that on January 22nd, 2022, SJ-21 went absent from
its orbital slot for several hours and instead approached the defunct
CompassG2 satellite to dock and drastically alter its geostationary orbit,
pulling it into a space graveyard [9]. Although China previously claimed
that SJ-21 would mainly be used to test and verify space debris miti-
gation strategies, their lack of transparency compared to the efforts of
other countries raised serious doubts regarding the military prospects of
such dual technologies and the threat they could thereby impose [9].
This is a prime example to show the growing concerns around cyber-
warfare and space warfare in the world today and it further justifies the
requirement for extensive research in this domain.

This research study is expected to make several key contributions to
both academic knowledge and practical applications as follows.

1. Establish a foundational understanding of satellite orbital manipu-
lation, analyzing real-world attack vectors and existing cybersecurity
gaps to inform the development of a ground-based threat detection
architecture.

2. Design and implement a novel Al-based anomaly detection model
specifically engineered to identify satellite orbital manipulation at-
tempts by fusing data-driven learning with fundamental engineering
principles.

3. Integrate the laws of orbital mechanics as a non-negotiable, physics-
informed validation constraint within the anomaly detection pipe-
line of the ground station, enhancing model robustness and virtually
eliminating false positives related to telemetry drift.

4. Rigorously validate the developed model to demonstrate superior
threat detection capabilities and successfully achieve a target recall
of at least 85.00% in identifying orbital manipulation attempts.

5. Provide a full implementation and evaluation of the end-to-end so-
lution, offering a detailed assessment of its performance and
demonstrating the essential synergy between its Al and physics-
based components through dedicated validation to help establish
Al-driven security standards for satellite systems.

6. Bridge a significant gap between Al research and practical cyberse-
curity efforts by translating advanced Al anomaly detection from
theoretical modeling to a validated, implementable system.

This research paper is divided into nine sections: Section I introduces
the reader to the research, Section II provides a literature review, and
Section III discusses the research problem. Furthermore, Section IV de-
tails the design and implementation of the research followed by the
results and discussions under Section V. Section VI discusses the limi-
tations of this research and Section VII entails prospects for future
research before concluding the research under Section VIIL
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2. Literature review

For years now, ransomware has continued to be one of the formi-
dable threats to systems worldwide. In their publication, Falco et al.
explored the possibility of deploying a ransomware attack on an aerial
vehicle that engages with the core Flight System (cFS) developed by
National Aeronautics and Space Administration (NASA), and has been
used for many space and satellite missions [10]. In the context of sat-
ellite systems, this publication highlights the possibility of hijacking a
satellite while paving a way to restore access to the owner if a ransom is
paid [10]. The authors also highlight how with business models like
Ransomware-as-a-Service (RaaS) at large today, aerospace corporations
that do not prioritize security as an integral component, are only one
tailored ransomware kit from RaaS developers away from losing control
of entire satellite constellations [10].

In their publication, Benecki et al. introduced a Genetic Algorithm
(GA) that improves the anomaly detection capabilities of satellite
telemetry using evolutionary thresholding and Long Short-Term Mem-
ory (LSTM) nets [11]. According to the authors, there are three types of
anomalies that need to be considered for complex systems like satellite
systems, namely, 1) in-point anomalies (the telemetry values that deviate
from the nominal operational range), 2) collective anomalies (the overall
consecutive telemetry data that are anomalous), and 3) contextual
anomalies (singular telemetry data that are anomalous within their
neighborhood) [11]. These anomaly detection models often deteriorate
in performance due to incorrect hyperparameters and can be corrected
using the proposed GA [11].

Jin et al., in their publication, introduced a cluster-based method for
anomaly detection of satellite telemetry data under unsupervised con-
ditions [12]. Initially, the proposed model clusters the satellite telemetry
data with arbitrary shapes using an extended dominant sets clustering
algorithm, which then classifies anomalies based on whether an object
belongs to a smaller cluster or no cluster at all [12]. Furthermore, this
model identifies anomalies in larger clusters using relative similarity and
identifies anomaly windows in telemetry sequence based on a local
anomaly rate [12]. This model can be considered as an effective model
as it improved its Area Under the Curve (AUC) values by 3.00% to
10.00% using the concept of relative similarity, thereby significantly
reducing false positives in anomaly detection with further verification
using the telemetry data of Tianping-2B satellite [12].

Baireddy et al. introduced an approach to train a general time-series
predictor model that could adapt itself to detect anomalies in any
telemetry channel, in their publication [13]. This approach consisted of
three main steps, namely, 1) time-series prediction that utilizes the
Recurrent Neural Network (RNN) deep learning model LSTM, 2) transfer
learning where a single anomaly detection model is trained and similar
sub-models inherit information from data in the early layers, and 3)
anomaly extraction where Kernel Density Estimation (KDE) is used for
the prediction error probability distribution function estimation [13].
The various models trained in this publication undergoes an inverse
relationship between recall and precision, where the improvement of
one metric makes the other drop slightly [13]. The authors also highlight
that freezing certain LSTM layers for tuning efforts is a viable strategy
where training time is a crucial factor [13].

As opposed to the use of Out-Of-Limit (OOL) method for anomaly
detection, Wang et al. proposed a data-driven anomaly detection model
that uses Deviation Divide Mean over Neighbors (DDMN) method to
address fake anomalies caused by errors in continuous and discrete
variables in satellite telemetry data [14]. This model then uses LSTM to
model multivariable time series data followed by a Gaussian model that
can detect anomalies [14]. This publication further emphasizes three
types of data that could lead to false positives in data-driven anomaly
detection, namely, 1) fake anomalies (that inevitably lead to false posi-
tives, but can be finetuned using engineering approaches such as the
multi-decision method), 2) unknown incidents (that can be caused by
certain unprecedented events in the space or the satellite itself), and 3)
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sparse samples (generated when the satellite changes from one mode to
another leading to infrequent samples, but can be resolved using error
smoothing methods) [14]. When comparing the results of the proposed
model with a simple LSTM model at various thresholds, it can be seen
that while the precisions were the same for both models, the DDMN
model performed exceptionally better than the LSTM model in terms of
recall and F1-Score [14].

He et al. introduced a novel Sparse Feature-based Anomaly Detection
(SFAD) to identify anomalies in satellite telemetry data, in their publi-
cation [15]. Initially, this model obtains a telemetry data dictionary and
its corresponding sparse matrix with the use of K-Means Singular Value
Decomposition (K-SVD) and defines the sparse features using the sparse
matrix [15]. Then, for anomaly detection, lower-dimensional sparse
feature vectors are fed into a One-Class Support Vector Machine
(OCSVM) model [15]. This publication further explains two approaches
that are typically used for spacecraft anomaly detection, namely, 1)
error-based methods (where a reconstruction model based on training
data determines anomalies if the reconstruction errors surpass a pre-
defined threshold), and 2) similarity-based methods (that consider sam-
ples with low similarity as anomalous from the sample set) [15].
According to the authors, SFAD is a better alternative for error-based
and similarity-based models as it is capable of correlating anomalies
between various telemetry parameters [15].

Kricheff et al., in their publication, introduced an explainable model
for anomaly detection in satellite telemetry by incorporating explain-
ability into Machine Learning (ML) [16]. This approach focuses on two
ML models, namely, 1) LSTM model, and 2) hybrid Isolation Forest and
Clustering-Based Local Outlier Factor (IF-CBLOF) model, and then evalu-
ates three explainability models, namely, 1) Shapley Addictive Explana-
tions (SHAP), 2) Local Interpretable Model-Agnostic Explanations (LIME),
and 3) Layer-wise Relevance Propagation (LRP) [16]. When considering
the outcomes of these models, the authors highlight that although SHAP
did not meet expectations when met with larger time gaps in the dataset,
it performed well when applied individually to IF-CBLOF [16]. The
authors further explain that LIME has less accurate and less intuitive
outputs when compared to other models and LRP can be successfully
leveraged to calculate relevance scores providing more insight into the
predictions made by LSTM [16]. As such, the proposed approach utilizes
SHAP as the primary explainability model for the ML model IF-CBLOF
[16].

Habib et al. in their publication, explored various ML techniques that
could be leveraged to identify and predict anomalies in satellite telem-
etry data, and challenges associated with them [17]. The authors also
present another type of anomaly observed in satellite telemetry data in
addition to those mentioned by Benecki et al. in their publication called
“correlation anomalies” that refer to unprecedented relationships be-
tween a multitude of data points [11,17]. In their study, the authors
proposed the use of Isolation Forest (IF) for anomaly detection and
Random Forest for anomaly prediction, both of which showcased
promising results in the initial version of the application [17]. The
anomaly prediction component of this research study can be considered
as a novel solution that takes proactive security of satellite systems into
account [17].

To address issues like high false negatives, longer anomaly detection
time, and poor comprehensibility, Zeng et al. proposed a novel anomaly
detection mechanism that uses Parametric Causality to identify hidden
relationships between spacecraft telemetry data and Double-Criteria
Drift Streaming Peaks Over Threshold (DCDSPOT) that improves
anomaly detection [18]. The results of this study show that, when
compared to traditional statistical models for anomaly detection, the
proposed approach detected anomalies with a higher accuracy, recall
and F1-Scores [18]. The authors also state that the use of Probability
Weighted Moment (PWM) over Maximum Likelihood Estimation (MLE)
significantly improves the time consumption problem caused by
DCDSPOT as it is not only more computationally efficient, but is also
more suited for extreme value distributions like anomalies in spacecraft
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telemetry data [18].

Ali proposed a real-time anomaly detection approach for satellite
telemetry data using time-series analysis in his publication [19]. The
author analyzes four models, namely, 1) Auto Regressive Integrated
Moving Average (ARIMA), 2) Prophet, 3) LSTM, and 4) Autoencoders using
a dataset in NASA's LEO constellation that contains data like battery
temperature, spacecraft bus current data, bus voltage data, and reaction
wheel Revolutions Per Minute (RPM) [19]. The proposed system re-
ceives the data and then provides feedback to the Flight Control Center
(FCC) [19]. When considering the findings of this experiment, the
author mentions that ARIMA generalizes well and is a powerful option
for forecasting although it is extremely resource intensive and requires
hyperparameter tuning, calling for supervision and high capability
hardware components [19]. According to the author, the LSTM and
Autoencoder models showed overfitting and were overly sensitive to
outliers [19]. However, the Prophet model managed outliers well and
was robust to missing data and changes in trends, showcasing its supe-
rior predictive capabilities [19]. Furthermore, the Prophet model was
also very fast compared to the ARIMA model and was less sensitive to
outliers compared to its LSTM and Autoencoder counterparts [19].

In their publication, Bieber et al. proposed a generic diagnostic
framework for anomaly detection in satellite and spacecraft systems
using the proximity-based method K-Nearest Neighbors (KNN),
ensemble method Isolation Forest, domain-based method OCSVM, and
subspace-based method Principal Component Analysis (PCA) [20]. This
approach was validated against three datasets, namely, 1) NASA Soil
Moisture Active Passive (SMAP) satellite dataset, 2) Mars Science Labora-
tory (MSL) rover dataset, and 3) European Space Agency (ESA) Reaction
Wheels Dataset (RWL) satellite dataset [20]. The performance of this
model is evaluated using three metrics, namely, 1) F1-Score, 2) F1 Point
Adjust (F1PA), and 3) F1-Score Composite (FC) [20]. The authors mention
that the quality of the models depend significantly on the thresholding
techniques used in model training [20]. When considering the results for
the three datasets, it was observed that for the SMAP dataset, the KNN
model performed the best whereas for the MSL dataset, the results were
unclear as both the Isolation Forest model and the KNN model could be
considered good performers [20]. As for the RWL dataset, the authors
specified that it was difficult to determine the best model due to the
observation of a considerably bigger Pareto front [20].

Unmanned Aerial Vehicles (UAVs), commonly known as “drones”,
are aircrafts without human pilots, often controlled by the Ground
Control Center (GCC) or by an onboard program, similar to satellites
[21]. In their publication, Hu et al. introduced a novel approach for
anomaly detection in UAVs leveraging a One-Class Kernel Extreme
Learning Machine (OCKELM) as the base model which was trained only
on normal data [21]. Next, a Triangular Global Alignment Kernel
(TGAK) function was used to replace the Radial Basis Function (RBF) to
improve the accuracy of the OCKELM model, resulting in a Triangular
Global Alignment Kernel One-Class Extreme Learning Machine (TGA-
K-OCELM) model [21]. Finally, Fast Independent Component Analysis
(FastICA) was used to manually extract the data features of the Air
Laboratory Failure and Anomaly (ALFA) dataset which is a flight log
generated by a fixed wing drone performing circular flight over an
airport in Pittsburg, USA, for validation [21]. When considering the
results of this experiment, the authors indicate that the proposed
TGAK-OCELM algorithm with FastICA was able to effectively identify
anomalies pertaining to engine failures, aileron failures, and elevator
failures, when considering the F1-Score as the primary metric [21].

To address problems associated with data-driven methods like the
insufficient availability of anomalous training data and the ineffective-
ness in reliably extracting strong inter-parameter spatial-temporal de-
pendencies, the authors Chen et al. proposed an unsupervised anomaly
detection approach that uses Causality Enhanced Graph (CEG) neural
networks [22]. This approach composed of two steps for feature char-
acterization, namely, 1) creation of node features (by leveraging the
intrinsic characteristics of the flight data and the temporal features
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derived from trend decomposition) and 2) characterization of edge fea-
tures (by employing matrix-tensor fusion to combine the causality and
attention weights) [22]. The authors also proposed a training model
which uses low-rank regularization, which is specifically adapted to the
network structure, alongside a flexible smoothing strategy [22]. This
model proposed by the authors was also validated against the ALFA
dataset which showcased exceptional performance across the precision,
recall, and F1-Score metrics [22]. The ablation study revealed that the
absence of either of the causality identification components or the
attention mechanism from the spatial feature extraction module resulted
in performance degradation, and that the causality-based method far
surpassed correlation in terms of performance [22]. The ablation study
also revealed that although LSTM with Gated Recurrent Unit (GRU)
performed well when compared to the temporal feature extraction
module in the proposed approach, its generalizability appeared insuf-
ficient [22]. The threshold comparison section of the research show-
cased that there was a significant non-linear relationship between the
threshold settings and the model performance, which meant that when
the threshold was set too low, the number of false positives would in-
crease, resulting in a sharp drop in recall which in turn results in a lower
F1-Score, and vice versa [22]. However, the proposed model was able to
mitigate this issue via its adaptive bidirectional smoothing strategy [22].

In their publication, Chen et al. proposed a Convolutional Autoen-
coder (CAE) and Support Vector Data Description (SVDD) based mech-
anism for UAV anomaly detection that also uses 0/1 soft-margin loss
[23]. The proposed approach combines a One-Dimensional Convolu-
tional Neural Network (1DCNN) with an Autoencoder for feature
extraction and reconstruction to efficiently extract the spatial-temporal
features of the UAV flight data and a non-linear SVDD with 0/1
soft-margin loss and Bregman Alternating Direction Method of Multi-
pliers (BADMM) to address the non-convex nature of the data [22]. This
approach leveraged the ALFA dataset for training purposes and the
experimental results indicated that this proposed approach out-
performed various models like SVDD and Autoencoder in terms of
various metrics like accuracy, precision, recall, F1-Score, and G-Mean
[22]. However, the authors also point out that this approach was trained
only on healthy data and future improvement efforts would require the
introduction of anomalous data into training [22].

Bell et al., in their publication, proposed a stacked recurrent
Autoencoder method with dynamic thresholding for anomaly detection
in UAV sensor data [24]. The proposed system incorporates an LSTM
deep learning Autoencoder with dynamic thresholding and weighted
loss function for anomaly detection in the ALFA dataset [24]. The per-
formance of this proposed approach was evaluated against three model
variants, namely, 1) LSTM Autoencoder with static thresholding, 2) LSTM
Autoencoder with dynamic thresholding, and 3) LSTM Autoencoder with
dynamic thresholding and dynamic weighted loss function [24]. The
experimental results of this research indicate that the best results for the
recall and detection delay were observed for the LSTM Autoencoder
model with dynamic thresholding whereas the best performance for the
precision and accuracy metrics were observed for the LSTM Autoen-
coder model with dynamic thresholding and dynamic weighted loss
function [24]. The authors highlight that since both dynamic thresh-
olding and dynamic weighted loss function are both versatile in nature,
their application on various other ML architectures would garner similar
results [24].

In their publication, Chen et al. proposed a causal structure learning
approach for hierarchical anomaly detection of on-orbit satellites con-
sisting of two modules, namely, 1) causal structure learning and 2) hier-
archical anomaly detection [25]. The causal structure learning module
leverages a graph Autoencoder method based on Graph Neural Network
(GNN) to automatically learn the Spatial-Temporal Causal Graph
(STCG) of telemetry parameters whereas the hierarchical anomaly
detection module leverages a Dynamic Detection Threshold Setting
(DDTS) method for dynamic definition of the detection threshold [25].
Furthermore, this approach proposed by the authors also introduced an
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STGC-based method for false negative identification as well as an
additional method to determine the severity of the satellite anomalies
[25]. Validation of this proposed approach was conducted using three
publicly available datasets, namely, 1) MSL dataset, 2) SMAP dataset, and
3) Key Performance Indicator (KPI) dataset [25]. However, the authors
point out that these three datasets are comparatively “trivial” when
compared to the European Space Agency Anomaly Detection Benchmark
(ESA-ADB), and validation against this dataset will be done in the future
[25]. Further validation of this approach was conducted against the
Satellite Attitude and Control System (SACS) dataset as well [25]. When
considering the performance of this approach, it was seen that this
approach was efficient in false negative reduction [25].

To address various issues in satellite telemetry datasets designed for
anomaly detection like unbalanced sample distributions, inconspicuous
anomaly characteristics, and scarce fault samples, Cui et al. proposed a
Dynamic Time Warping (DTW) method that leverages improved KNN
models [26]. Initially, oversampling of small sample time series data is
achieved through DTW, after which the variation characteristics are
analyzed [26]. Then, DTW is once again used to achieve oversampling of
small time series data and Fast-DTW is subsequently used to calculate
the difference between different time series data records [26]. Finally,
an optimization mechanism is added for a KNN model that uses
Fast-DTW for clustering analysis [26]. This approach is evaluated using
the Advanced Diagnostics And Prognostics Testbed-Lite (ADAPT-Lite)
Electrical Power System (EPS) dataset from NASA [26]. The results of
this approach conveyed that DTW was able to successfully address few
faulty samples as well as the uneven sample distribution whereas
Fast-DTW was able to improve the computational speed while charac-
terizing more features [26]. The authors also indicate that while this
approach showcased high accuracy in anomaly detection with faulty
samples and unbalanced sample distribution, this method has poor
impact in datasets with extreme uneven distributions as well as it re-
quires longer computational time [26].

Song et al., in their publication, introduced an anomaly detection
method based on the improved Newman community divisions method,
specifically to address the rarity of anomalous data samples [27].
Initially, K-Dynamic Time Wrapping Distance Adjacent Nodes
(K-DTWAN) method is used to build a complex network model that is
capable of capturing the overall relevance of the anomalous dataset
[27]. Based on this model, the Newman community divisions algorithm
is improved using the Quantum-behaved Particle Swarm Optimization
(QPSO) [27]. This experiment was validated using the ADAPT-Lite EPS
dataset and the findings indicated that this approach was able to effi-
ciently identify community structures within the network, thereby
enabling accurate classification of anomalous data [27]. The accuracy of
this proposed method achieved an average of 96.43% and an F1-Score of
97.76%, and the ablation studies conducted confirmed the validity and
the effectiveness of the proposed methodology [27].

To learn generalized normal patterns to then facilitate anomaly
detection in spacecraft time series data, Yang et al., in their publication,
proposed a Multi-Task Anomaly Detection (MTAD) approach that
leveraged unsupervised learning [28]. Initially, four proxy tasks were
implemented, namely, 1) LSTM-based anomaly detection, 2) Autoenco-
der-based latent representation and data reconstruction, 3) Variational
Autoencoder (VAE)-based latent representation and data reconstruction, and
4) joint latent representation-based prediction [28]. The proxy tasks 1) and
4) were focused on capturing the temporal correlation of the data
whereas the proxy tasks 2) and 3) were focused on capturing the spatial
correlation of the data, after which Isolation Forest algorithm was used
for anomaly detection [28]. When considering the overall performances
of the models MTAD, LSTM Autoencoder, Isolation Forest, and VAE, it
can be seen that for both experimented contaminations (0.0050 and
0.0020), the MTAD model performed the best across the metrics preci-
sion, recall, and F1-Score, with The LSTM Autoencoder coming close
behind at the second best overall performance [28]. The ablation study
results revealed that the MTAD method was the most successful due to
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its joint training leveraging all proxy tasks [28].

In their publication, Cuéllar et al. proposed an explainable anomaly
detection mechanism for spacecraft telemetry using two datasets from
NASA, namely, SMAP and MSL [29]. The authors specify five types of
errors that their proposed model can capture, namely, 1) Type I (point
anomalies which are individual data points in a time series that fall
outside the expected range and can be detected by measuring their
distance from neighboring values), 2) Type II (collective anomalies
which are characterized by a significant magnitude variation over an
interval in periodic or continuous time series, without notable changes
in waveform or frequency and are detectable by weighing the data
points within that defined neighborhood), 3) Type III (a collective
anomaly that occurs when a segment of a periodic or continuous time
series exhibits a significant alteration in its waveform even if the abso-
lute amplitude values remain within the normal range and is detectable
by calculating the difference between the observed and expected time
series values), 4) Type IV (a contextual anomaly that is characterized by
a significant change in frequency within an interval, while the
time-series values themselves are maintained and is detectable by
comparing the spectral components across the affected time period), and
5) Type V (a contextual anomaly that is characterized by an abrupt
variation in the pattern or magnitude trend of continuous time series
values, even though the individual data points themselves are not
anomalous and is detected by calculating the prediction error between
the observed and expected pattern) [29]. The proposed methodology of
this research works in two main stages, namely, 1) feature extraction
process (generates a feature vector containing knowledge to differentiate
anomalous behavior) and 2) training of the ML model (using the specified
features) [29]. The proposed approach obtained the highest average
results of precision (95.30%), recall (100.00%), and FO.5-Score
(96.20%) when compared to various other models [29].

3. Research problem

Recent literature indicates that anomaly detection in satellite
telemetry is a growing domain of interest. However, existing literature
largely focuses on anomaly detection itself rather than its application to
solve practical, high-stakes security issues like satellite orbital manipu-
lation or hijacking. Furthermore, no established methodology in this
domain leverages fundamental orbital mechanics laws to validate ML-
generated alerts. This creates a critical gap because ML-only detection
suffers from unacceptably high false positives due to its inability to
distinguish physical noise from a genuine attack, making such systems
unsuitable for operational control centers. The scarcity of publicly
available satellite telemetry datasets further hinders the development
and validation of robust intrusion detection models. This research is
therefore an attempt to address this crucial gap by proposing a novel
hybrid methodology. This pipeline uses the temporal strength of ML for
statistical anomaly identification and enforces a non-negotiable physics
validation gate to ensure that all flagged events represent a true, kine-
matically inconsistent violation which is the essential kinematic signa-
ture of a manipulation attack.

This research makes use of a dataset made public by the ESA called
the “ESA-ADB” dataset. This is a large-scale dataset that has real-life
satellite telemetry data with curated annotations of anomalies and
rare events from three ESA missions and has a total of nine years’ worth
of data [30]. The selection of this dataset can be further justified using
the publication by the authors Chen et al., who highlighted the impor-
tance of using this dataset when compared to the other publicly avail-
able datasets like MSL, SMAP, and KPI, due to its large-scale, curated,
structured, and ML-based nature [31].

To guide this research study, the following hypotheses have been
formulated.

H1. A physics-informed, Al-driven model can effectively detect a high
proportion of anomalous orbital maneuvers, serving as a reliable
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method for identifying the kinematic footprint of a potential satellite
orbital manipulation attack.

H2. An Al-based anomaly detection model is more effective than
traditional rule-based methods at identifying subtle or time-linked
anomalies in satellite orbital behavior.

H3. The integration of physics-based filters into an Al-driven model
will result in a more robust anomaly detection system with a low False
Negative Rate (FNR) and a balanced False Positive Rate (FPR) when
applied to orbital maneuver data.

H4. The inclusion of physics-based features (e.g., changes in orbital
energy or specific angular momentum) significantly improves the
anomaly detection performance compared to models using raw telem-
etry data alone.

H5. The change in specific orbital energy for a physically consistent
orbital state must fall within an adaptive tolerance (<51,000.00 J/kg),
effectively separating normal LEO dynamics and sensor noise from
cyberattack-induced energy discrepancies.

H6. Any instantaneous change in velocity reported by the telemetry
must be less than or equal to the maximum physical thrust capability of
the satellite (<250.00 m/s), thereby allowing the Tsiolkovsky Rocket
Equation gate to flag kinematically inconsistent changes in velocity
attacks.

H7. The orbital plane of the satellite must be conserved; any change in
the specific angular momentum vector resulting in a plane change
greater than the defined tolerance (1.00°) signifies a kinematically
inconsistent state and a violation of the Law of Conservation of Angular
Momentum.

H8. For the purpose of high-confidence anomaly detection, the kine-
matic footprint resulting from an attack-induced orbital maneuver is
assumed to be orders of magnitude greater than the accumulated change
resulting from non-command perturbations (e.g., atmospheric drag,
solar radiation pressure, third-body gravity, or minor debris impact,
etc.), allowing the physics-informed filter to effectively distinguish
attack signatures from natural orbital dynamics.

H9. Given the proprietary and classified nature of actual satellite
cyberattack data, anomalous orbital maneuvers linked to non-malicious
telecommand executions within the filtered dataset are a valid and
reproducible proxy for the kinematic and spatial-temporal footprint of a
satellite orbital manipulation attack, allowing for the successful
demonstration of attack detection capability.

4. Design and implementation

In his publication, Aderinto discussed various advanced cyberse-
curity frameworks which can be used to protect satellite systems, deep-
space communication systems, and space assets [32]. The author men-
tions that among the many threats targeting space systems, Al-powered
cyberattacks, quantum computing capabilities, and increase in milita-
rization of the cyberspace can be considered as emerging threats [32].
As such, the publication specifies that the use of Al and ML are becoming
indispensable tools in fortifying the security of deep space missions,
especially given how Al-driven security solutions provide a proactive
approach to anomaly and threat detection, as well as autonomous
decision-making, especially in constrained environments [32]. In terms
of anomaly detection, the author specifies that Al-driven Intrusion
Detection Systems (IDSs), offer flexible self-learning mechanisms which
are capable of real-time attack detection and mitigation [32]. The
author also specifies that these Al-driven systems are so much more
efficient than traditional cybersecurity measures that rely solely on
predefined threat signatures [32]. As such, this research focuses on
developing an Al-driven, physics-informed anomaly detection system
for satellite telemetry that achieves high-fidelity data integrity

Array 30 (2026) 100799

verification by employing orbital mechanics principles as
non-negotiable validation constraints. Fig. 2 presents the
physics-informed anomaly detection pipeline at the core of this research,
demonstrating the sequential flow from raw telemetry data through data
preprocessing and model prediction, culminating in a physics-validated
alerting capability.

In his publication, Gregory describes various ways in which satellite-
to-satellite attacks could occur, proposing both defense and resilience
techniques as well as policies for risk management [31]. All
satellite-to-satellite attacks discussed in this publication refer to cyber-
attacks, specifically targeting sensors and actuators that facilitate sat-
ellite mission capabilities and would have cyber physical consequences
[31]. The cyberattack mechanisms discussed in this publication cover
situational awareness sensors, electromagnetic pulse actuators, radio
frequency actuators, and ground stations [31]. Since processing con-
straints require satellite decision systems to reside in the ground station,
they become prime targets for cyberattacks [31]. As such, an attacker
could use a multitude of AI techniques to load a series of processes
required to carry out an attack which would then be sent to the satellite
for execution via the relevant actuators [31]. The author highlights that
due to the lack of constraints on ground stations, they could afford to
employ mechanisms that detect and prevent attacks while they are
occurring to prolong the life of the satellite [31]. The requirement for
centralizing complex detection logic due to On-Board Computer System
(OBCS) constraints as defined by the author, can be met through the
deployment of the physics-informed anomaly detection model proposed
in this work, at the ground station.

Beyond its standalone capabilities, this research is designed to be a
crucial component of a broader defense-in-depth cybersecurity frame-
work. The proposed Al system can operate in parallel with existing on-
board and on-ground detection tools, providing an independent layer of
verification. By functioning as a behavior-based detector, this model
offers an external perspective on a satellite's physical state, com-
plementing traditional network-centric security measures that are
already in use. As such, this approach also allows for a cross-validation
of security events, enabling a single detection from one system to be
verified by another, thereby reducing false positives, and significantly
strengthening the overall security posture of both individual satellites
and entire constellations. Fig. 3 depicts how this cross validation occurs.

Fig. 4 illustrates the proposed hybrid system architecture for
detecting satellite orbital manipulation attacks. The workflow begins in
the Data Layer, where the raw telemetry dataset undergoes pre-
processing and feature engineering to produce the engineered dataset. In

DATA COLLECTION ESA-ADB

DATA PREPROCESSING

AND CLEANING Random Forest

XGBOOST
MODEL TRAINING
LSTM
PHYSICS GATE Autoencoder

ALERT

Fig. 2. Physics-informed anomaly detection pipeline.
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Fig. 4. Proposed hybrid system architecture to detect satellite orbital manip-
ulation attacks.

the Detection Layer, the ML model (Random Forest, XGBoost, LSTM, or
Autoencoder) analyzes the input data for anomalies. If the data is clas-
sified as “normal”, this would mean that routine operations took place
and would be considered as a true negative, concluding the workflow. If
the model flags a potential attack, the case is passed to the Validation
Layer. Here, the physics validation gate cross-checks the flagged
anomaly against the fundamental laws of orbital mechanics using the
instantaneous state vectors derived from the telemetry. If no physics
violations are detected, the alert is classified as a false positive and
discarded. Conversely, if a physics violation is confirmed, it is classified
as a true positive and the Response Layer is triggered where the Security
Operations Center (SOC) is immediately notified to initiate triage.

While prior efforts in physics-informed ML typically integrate
physical laws into the training phase often via modified loss functions to
regularize the learning process, this research introduces a novel active
runtime gate. This distinction is critical since rather than merely helping
the model “learn” physical patterns during training, the proposed ar-
chitecture provides a deterministic audit of the model's output at run-
time. This hybrid pipeline ensures that the final detection alert is not a
“black box™ statistical prediction, but a physically validated proof of
state violation. By decoupling the statistical detection (ML layer) from
the physical validation, a system that satisfies the high-integrity re-
quirements of satellite mission control, where operators require deter-
ministic evidence before taking defensive action is provided.

The novelty of this hybrid approach lies in its departure from stan-
dard Physics-Informed Machine Learning (PIML) paradigms. Traditional
PIML methods typically integrate physical laws into the loss function
during training to bias the model toward physically consistent solutions.
While effective for data-starved scenarios, this “soft-constraint”
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approach still allows for “black-box” errors at runtime. In contrast, this
research introduces a deterministic runtime gate that acts as a post-
processing auditor. This solves a challenge unique to satellite opera-
tions — the need for explainable defensive action. In a high-stakes
mission control environment, a statistical probability (e.g., ML) is
insufficient to justify a satellite maneuver or lockout. However, a
deterministic proof of energy conservation violation (i.e., a physics gate)
provides the high-confidence forensic evidence required for operational
decision-making. By decoupling detection from validation, the system
remains robust even if the attacker attempts to maliciously trick the ML
layer, as the physics gate remains an immutable barrier governed by
orbital mechanics, not learned parameters.

To ensure clarity between the designed framework and the current
implementation, the physics validation gate executed in this study fo-
cuses exclusively on the Conservation of Specific Orbital Energy (Vis-
Viva Equation). The gate processes the scalar magnitudes of position and
velocity from the telemetry over a +7,200.00s window to calculate the
energy discrepancy between consecutive states. A statistical alert is
confirmed as a physical anomaly only if the energy discrepancy exceeds
the adaptive tolerance of 51,000.00 J/kg, which accounts for natural
LEO perturbations. Alerts falling within this tolerance are discarded as
physically plausible noise, while the Tsiolkovsky and Angular Mo-
mentum gates remain reserved for future validation using full-vector
and thrust-specific datasets.

A Data Collection

The ESA-ADB is a publicly available, large-scale, real-life dataset and
framework from the ESA [33,34]. This dataset has anomalies curated
and annotated, featuring 31.00 GB of data from three separate space
missions [33,34]. It was curated to address the problems associated with
inconsistent methods across the space industry for detecting and clas-
sifying satellite telemetry anomalies [33,34]. The orbital manipulation
data in the ESA-ADB dataset is used in this research as a proxy for the
kinematic footprint of a potential cyberattack, given the unavailability
of publicly shareable, confirmed cyber-attack datasets. This allows for a
reproducible and ethical methodology to validate the model's capabil-
ities in detecting anomalous behavior.

B Data Preprocessing and Cleaning

During this stage, the raw telemetry data from Mission 01 was in-
tegrated and filtered to focus on telecommand-related anomalies. The
preprocessing pipeline involved loading channel metadata (76 chan-
nels), anomaly labels (3589 anomalies across 200 events), and tele-
command execution records (698 commands). A temporal filtering
strategy was applied to retain only anomalies occurring within +48.00 h
of telecommand executions, reducing the dataset to 121,158 relevant
telemetry records. The data was processed in chunks for memory effi-
ciency, and anomaly windows were labeled into distinct phases, namely,
1) pre-anomaly period, 2) active period, and 3) post-anomaly period,
resulting in a final dataset of 39,378 temporal snapshots. These pre-
processing activities were efficiently performed using tools like Pandas
and NumPy.

C Feature Engineering

The focus of the feature engineering phase was to create new features
from raw data, remove irrelevant or harmful features, and optimize the
feature set for model performance. As such, feature engineering was
performed to create a comprehensive representation of telemetry
behavior. From the available 76 channels, 27 channels were selected
based on their anomaly involvement, effect size analysis, subsystem
coverage, and physical unit diversity. The top 10 most affected channels
during anomalies including channel 26 (showed increments in its values
during anomalies), channel 41 (showed decrements in its values during
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anomalies), and channel 28 (showed increments during anomalies)
were prioritized. For each selected channel, three feature types were
engineered, namely, 1) raw telemetry values representing direct sensor
measurements, 2) rate features computed as first-order derivatives to
capture the speed of change, and 3) deviation features calculated as the
difference from a 12-point rolling mean baseline to identify unusual
behavior patterns. This triple representation strategy resulted in 81
predictive features (27 channels x 3 feature types), providing models
with multiple perspectives on telemetry dynamics for effective anomaly
detection. These activities were carried out using tools and technologies
like Pandas.

To ensure the validity of the performance metrics across all model
families (Random Forest, XGBoost, LSTM, and Autoencoders), a strict
causal boundary was maintained during feature engineering and pre-
processing as further described below.

e Temporal Isolation: Rolling baselines, derivatives, and delta-based
features were computed strictly within the temporal bounds of
each data split. No “look-ahead” logic was employed and features at
time t were derived solely from observations < t.

Non-Recurrent Integrity: For non-recurrent tree models (e.g.,
Random Forest and XGBoost), rows were treated as independent
observations only after causal feature engineering was completed,
ensuring that the historical context of the orbit was preserved
without peeking across the train/test split boundary.

Per-Split Scaling: Global normalization parameters like mean and
standard deviation for neural network-based models (e.g., LSTM and
Autoencoders) were calculated exclusively on the training set and
then applied to the validation and test sets. This prevents “distribu-
tional leakage” where the model could implicitly learn the range of
the test data during training.

Label Removal: To prevent label leakage, features directly derived
from or semantically linked to the ground truth anomaly labels
provided by ESA were systematically excluded. This included
explicitly named metadata features as well as any diagnostic features
provided in the raw dataset.

D Data Splitting and Validation

The focus of this phase was to create training, validation, and test
sets that reflect real-world deployment, ensure temporal integrity for
time series data as well as prevent data leakage between sets. Accord-
ingly, temporal splitting was conducted to have a train:validation:test
ratio of 7:1:2. For fairer comparison, this split was constant throughout
all models. Additionally, stratified random splits were employed when
timestamps were unavailable. As such, this phase leveraged tools and
technologies like Pandas and Scikit-Learn.

E. Data Balancing and Sampling

The focus of this stage was to address class imbalance (if present) for
better model training, create balanced datasets while preserving
important patterns, and optimize for target metrics (priority was given
to recall due to the nature of this research). The finalized dataset had an
normal:anomaly ratio of 2:1. The dataset had a total number of 39,378
samples out of which 13,126 (33.33%) were anomaly samples whereas
the remaining 26,252 (66.67%) were normal samples. Additionally,
temporal preservation was maintained by sorting data chronologically
before applying sequential splits. As such, for the above activities, tools
and technologies like NumPy and Pandas were used.

F. Feature Scaling and Normalization

The focus of this phase was to normalize feature scales for algorithms
which were sensitive to scaling, prepare data for neural networks and
distance-based algorithms, and handle outliers and extreme values.
Accordingly, algorithm-appropriate scaling, RobustScaler in particular,
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was used across all models to ensure consistency. As such, tools and
technologies like Scikit-Learn and NumPy were used for this purpose.

G. Model Training

Experimentation for best model performance for problem resolution
was done using four model families, namely, Random Forest, XGBoost,
LSTM, and Autoencoder. Each model family had three model variants
trained under them using a progressive refinement strategy, each better
than its preceding variant.

1) Random Forest

Random Forest was selected for this research due to it being a gold
standard for tabular data as it provides an established benchmark for
structured datasets with mixed feature types. Random Forest models
also provide robust default performance with minimal hyperparameter
tuning required and reducing experimental bias. Additionally, Random
Forest provides inherent anomaly detection as tree-based decisions
naturally identify outliers through path isolation.

The baseline Random Forest model used all 81 features from the
finalized dataset and no additional feature engineering was performed
to ensure consistency across all models. The training strategy for this
baseline Random Forest model used a default threshold of 0.50 and used
default class weights.

The high recall focused Random Forest model focused on improving
the recall of the baseline model. As such, several changes were intro-
duced to the configuration of the baseline model and its hyper-
parameters. It also used heavy class weighting with a 50:1 penalty for
false negatives. However, for fairer comparison, this model also used the
same 81 features of the finalized dataset. The training strategy for this
high recall focused Random Forest model used a slightly deeper max -
depth value for more recall and made the min_samples_split and min_-
samples_leaf values slightly less restrictive than the baseline model. This
high recall focused Random Forest model was trained on an optimal
threshold of 0.46. Due to its smaller min_samples_leaf value, this model
had more detailed leaf nodes compared to the baseline model.

The balanced precision-recall Random Forest model was optimized
for an improved version of the high recall focused model. Similar to the
baseline model and the high recall focused model, this model also used
the same 81 features of the finalized dataset. This model also leveraged
hyperparameter tuning and a balanced class weighting of 10:1. The
training strategy for this optimized Random Forest model used values
between those used for the baseline and high recall focused models for
max_depth and min_samples_split. However, it used the same value as
the baseline model for min_samples_leaf for stability. This optimized
Random Forest model was trained on an optimal threshold of 0.43.

Table 1, Table 2, and Table 3 show a comparison between the pre-
processing strategies, the model architectures and the thresholds of the
three Random Forest models, respectively.

2) XGBoost
XGBoost was selected for this research due to its state-of-the-art

tabular performance. XGBoost has a sophisticated regularization due
to its built-in overfitting prevention capabilities which is crucial for

Table 1
Comparison of the preprocessing strategies of the random forest models.

Strategy Baseline High Recall Balanced Precision-
Recall
No. of Features 81 81 81
Data Split 7:1:2 7:1:2 7:1:2
Class Weight Balanced  Heavy (50:1 Moderate (10:1 Ratio)
Strategy Penalty)
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Table 2
Comparison of the model architectures of the random forest models.
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Table 4
Comparison of the regularization strategy of the XGBoost models.

Parameter Baseline High Recall Balanced Precision-Recall
n_estimators 300 300 300
max_depth 20 25 22
min_samples_split 10 8 9
min_samples_leaf 5 4 5
max_features ‘sqrt’ ‘sqrt’ ‘sqrt’
random_state 42 42 42
n_jobs -1 -1 -1
verbose 1 1 1
Table 3
Comparison of the thresholds used to train each random forest
model.
Model Threshold
Baseline 0.50
High Recall 0.46
Balanced Precision-Recall 0.43

anomaly detection. It also has native support for sample weighting and
class balancing techniques as well as optimized implementation, making
it suitable and computationally efficient for large datasets. XGBoost also
allows fine-tuning for specific recall/precision requirements, making it
an ideal choice for this research study.

The baseline XGBoost model used standard preprocessing and
leveraged all 81 features of the finalized dataset. It used a max_depth
value of 6.00 for better capacity and calculated weights instead of
manual weights based on the class ratio. It made use of reg_alpha and
reg_lambda values to provide L1 and L2 regularization respectively and
also used a min_child_weight of 3.00 to prevent overfitting. The training
strategy for this baseline XGBoost model used a default threshold of
0.50.

The high recall focused XGBoost model was focused on improving
the recall of the baseline model. As such, several changes were intro-
duced to the baseline model. This model also used the same 81 features
from the finalized dataset. The max_depth value used in this model was
increased to capture more complex patterns whereas the min_child_-
weight was reduced to make this model less restrictive than the baseline
XGBoost model. Compared to the baseline model, this model leveraged a
heavy scale_pos_weight with a boost of 3.00-5.00x to prioritize the
anomaly class. This high recall focused XGBoost model was trained on
an optimal threshold of 0.30.

The balanced precision-recall XGBoost model also leveraged the
same number of features as its counterparts but selected a max_depth
value which was between the baseline and high recall focused XGBoost
models and reverted to using the true balance value without any
boosting for the scale_pos_weight value. The training strategy for this
optimized XGBoost model used an optimal threshold of 0.43.

Table 4 and Table 5 show a comparison between the regularization
strategies and the thresholds of the three XGBoost models, respectively.

3) LSTM

LSTM was selected for this research due to its temporal pattern
recognition capabilities which are suitable for data with orbital peri-
odicity. Due to its long-term dependencies, it can also capture orbital
cycles and manipulation patterns over time. Its flexible architecture also
makes it more adaptable to different sequence lengths and feature
combinations.

To ensure zero data leakage and prevent sample adjacency bias, a
strict chronological split was implemented. The dataset was ordered by
the time index T before any partitioning. The training set contains data
for T < t;, the validation set fort; < T < tp, and the test set for T >
t,. Feature scaling using RobustScaler was performed independently on

Parameter Baseline High Recall Balanced Precision-
Recall
n_estimators 200 200 200
max_depth 6 7 6
learning rate 0.10 0.10 0.10
scale_pos_weight scale_pos_weight  scale_pos_weight  scale_pos_weight
reg_alpha 1.00 1.00 1.00
reg_lambda 5.00 5.00 5.00
subsample 0.80 0.80 0.80
colsample_bytree 0.80 0.80 0.80
colsample_bylevel ~ 0.80 0.80 0.80
min_child_weight 3 2 3
objective binary:logistic binary:logistic binary:logistic
eval_metric aucpr aucpr aucpr
random_state 42 42 42
n_jobs -1 -1 -1
verbosity 0 0 0
Table 5
Comparison of the thresholds used to train each XGBoost
model.
Model Threshold
Baseline 0.50
High Recall 0.30
Balanced Precision-Recall 0.43

each split to ensure that information from the test set (such as the global
median or interquartile range) did not leak into the training process.

Furthermore, for the LSTM lookback window of 12 timesteps, win-
dows were constructed within each split independently. Specifically, the
first 12 timesteps of the test set were not used as a “target” to ensure that
no hidden state information from the validation or training periods
could propagate into the test evaluations. This temporal isolation en-
sures that the model is evaluated by its ability to forecast and detect
anomalies in a truly “unseen” future state.

The baseline LSTM model used the same 81 features of the finalized
dataset and used a standard architecture of 32 LSTM units in the first
layer (L1) and 16 units in the second layer (L2). It used 12 timesteps and
balanced class weights based on a normal:anomaly ratio of 2:1. The
training strategy for this baseline LSTM model used a default threshold
of 0.50.

The high recall focused LSTM model was focused on further tuning
the baseline model to obtain an even better recall. As such, several
changes were introduced to the baseline model. One such change was
the use of a similar architecture that leveraged 32 LSTM units in the first
layer (L1) and 16 units in the second layer (L2). This model also used 12
timesteps, although with a boosted class weight for anomalies of 1.20x.
The training strategy for this high recall focused LSTM model used an
optimal threshold of 0.55.

The balanced precision-recall model was focused on improving the
precision-recall tradeoff of the high recall focused model. As such, it was
similar to the high recall focused model in several aspects. For example,
it used the same 81 features of the finalized dataset and the same
number of timesteps (12). Similarly, this model also used 32 LSTM units
in the first layer (L1) and 16 units in the second layer (L2), just like the
other two model variants and also used a balanced weight class of 2:1
normal:anomaly ratio, similar to the baseline LSTM model. The training
strategy for this balanced precision-recall LSTM model used an optimal
threshold of 0.85. This model was trained with a high dropout rate on
the first layer for stronger regularization.

Table 6, Table 7, and Table 8 show a comparison between the feature
dimensionality strategy, the model complexity evolution, and the
thresholds of the three LSTM models, respectively.
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Table 6
Comparison of the feature dimensionality strategy of the LSTM models.

Dimensions Baseline High Recall Balanced Precision-Recall
No. of Layers 32 16 24

No. of Timesteps 12 12 12

Class Weight 2:1 2.40:1 2:1

No. of Epochs 50 50 100

Table 7
Model complexity evolution of the LSTM models.

Parameter Baseline High Recall Balanced Precision-Recall
LSTM Units (L1) 32 32 32
LSTM Units (L2) 16 16 16

Dense Layers 2 2 3
Dropout Rate (L1) 0.30 0.20 0.40
Dropout Rate (L2) 0.30 0.20 0.40

Table 8

Comparison of the thresholds used to train each LSTM model.
Model Threshold
Baseline 0.50
High Recall 0.55
Balanced Precision-Recall 0.85

4) Autoencoders

Autoencoders were selected for this research due to their true
anomaly detection paradigm as it learns normal patterns and flags de-
viations, making it theoretically ideal for the detection of orbital
manipulation attacks. They also use an unsupervised approach that
provides a practical advantage in its use. Autoencoders also have
reconstruction-based detection capabilities, making it a more natural fit
for identifying corrupted orbital parameters. It also provided represen-
tation learning capabilities as it was capable of discovering compact
representations of normal orbital states.

The baseline Autoencoder model used the same 81 features of the
finalized dataset that was used by the other models and is a simple dense
Autoencoder with a fully connected feedforward network. It comprised
of an encoder with two dense layers that compressed the input to a small
vector using an encoding dim value of 32. The decoder consisted of
symmetric dense layers that reconstructed the original input. This model
used L2 regularization, batch normalization, and dropout values to
provide stabilization and prevent overfitting. Furthermore, the recon-
struction accuracy of this model was measured using Mean Squared
Error (MSE). The training strategy for this baseline Autoencoder model
used a default threshold of 0.17 and used an Adam optimizer value of
0.0010.

The Variational Autoencoder (VAE) model was focused on extending
the baseline autoencoder model into a probabilistic model by using the
same 81 features of the finalized dataset. This model learnt latent dis-
tributions instead of fixed encoding via values like z_mean (mean of
latent distribution) and z_log_var (log variance). To introduce stochas-
ticity, it uses reparameterization by combining the lambda layer with
sampling. However, it leveraged the encoder and the decoder as sepa-
rate models and included a custom loss layer that combines recon-
struction loss measured via MSE and Kullback-Leibler (KL) divergence
(Dkp) controlled by the weighting factor p. The training strategy for this
VAE model used an optimal threshold of 0.21 and used an Adam opti-

mizer value of 0.0005.
Loss = MSE + . Dy, (€8]

The high recall focused Autoencoder was focused on taking a deeper,
more expressive approach focused on robustness and better

10
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generalization for increased tolerance to outliers and noise compared to
the other Autoencoder models. This model also utilized the same 81
features of the finalized dataset and employed a symmetric architecture
with more layers for high learning capacity. This model used Huber loss
function as it was more robust to outliers. The training strategy for this
high recall focused Autoencoder model used an optimal threshold of
0.30 and used an Adam optimizer value of 0.0010.

Table 9 and Table 10 show the evolution of the feature engineering
strategy and the thresholds of the three Autoencoder models,
respectively.

The classification thresholds for all models were determined via a
systematic search procedure. For the Random Forest and XGBoost model
variants, the precision_recall_curve was utilized on the validation set to
identify the lowest threshold satisfying an operational recall floor
(>90.00%) whereas for the LSTM and Autoencoder model variants, the
thresholds were selected through a discrete sweep across the [0.10,
0.90] range with step sizes of 0.05 absolute increments and 1.00
percentile increments respectively, optimized to maximize the F1-Score
subject to a high-integrity recall constraint (>95.00%).

H. Physics Validation
1) Orbital Kinematics and Physical Principles

A fundamental challenge in space cybersecurity research is the ab-
solute lack of publicly available telemetry from confirmed satellite
cybersecurity incidents. This research addresses this gap by utilizing
command-related orbital anomalies from the ESA-ADB dataset as a ki-
nematic proxy. The scientific rationale relies on the principle of physical
equifinality, where from a flight dynamics perspective, an unauthorized
change in orbital state, whether induced by sensor spoofing or malicious
telecommand injection, is kinematically indistinguishable from a legit-
imate but anomalous state change, provided their thrust profiles are
similar.

By focusing on the “kinematic footprint” of the manipulation, a
system capable of validating the physical legitimacy of the reported
orbital state is inherently capable of detecting a cyber-induced manip-
ulation attempt, regardless of the attacker's specific exploit vector.

A novel component introduced in this research is the proposed multi-
gate physics architecture. Physics validation acts as a crucial post-
processing filter by confirming predictions that are mathematically
impossible (e.g., gross energy discrepancies), while filtering out those
that are physically plausible (statistical noise). As such, having a multi-
gate physics architecture means the detected anomalies represent severe
physical impossibilities that cannot be explained by known orbital me-
chanics, thereby dramatically increasing the anomaly detection system's
reliability.

While this study focuses on “loud” footprints (major deviations in
orbital energy), a “stealth boundary” defined by the calibrated physics
threshold (51,000.00 J/kg) is acknowledged as follows.

e Loud Attacks (>51,000.00 J/kg): Identified deterministically by the
physics gate as physical impossibilities.

e Stealth Attacks (<51,000.00 J/kg): Scenarios where an adversary
attempts to “hide” a maneuver within natural perturbation noise.
Here, the system relies on the ML layer's temporal sensitivity to

Table 9
Evolution of the autoencoder feature engineering strategy.

Feature Data Baseline VAE High Recall
Input Features 81 81 81

Latent Space Deterministic Probabilistic Deterministic
Loss Function MSE MSE + Dy, Huber
Dropout 0.10 0.20 0.10

Output Models One Model Three Models One Model
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Table 10
Comparison of the thresholds used to train each
autoencoder model.

Model Threshold
Baseline 0.17
VAE 0.21
High Recall 0.30

identify the cumulative statistical “drift” that differentiates a mali-
cious maneuver from expected orbital decay.

This dual-layer approach ensures that while the physics gate pro-
vides a high-confidence “hard floor” for data integrity, the ML layer
remains the primary defense against subtle, unauthorized behaviors.

The most critical feature of the physics gate is the instantaneous
check over a tiny time window. It calculates the difference in orbital
state immediately before and immediately after the anomaly event. In
this research, this time window is defined as +7200.00s. The primary
driver for this interval is the underlying sampling rate of the telemetry
stream. The system operates with a median cadence of approximately
7200.00s. This means that when the anomaly timestamp is detected, the
nearest valid preceding and succeeding data points are by definition,
7200.00s apart (or multiples thereof). Thus, the interval is technically
forced by the data availability, as a smaller window would not contain
two distinct data points for comparison.

Furthermore, for a typical LEO satellite, attitude changes, thruster
burns, and resulting orbital adjustments (due to the execution of tele-
commands) are often scheduled and executed over intervals corre-
sponding to ground station passes or full orbit periods, which naturally
align with or exceed the 7200.00s window [35]. As such, using the
+7200.00s interval ensures that the validation captures the entire,
accumulated kinematic effect of any command that was issued around
the time of the anomaly.

The hybrid architecture proposed in this research addresses two
distinct classes of orbital manipulation threats. The physics validation
gate is designed to detect kinematically inconsistent anomalies, such as
sensor spoofing or data injection, where the reported state violates
conservation laws (e.g., a sudden orbital “jump” without a corre-
sponding energy change). Conversely, the ML component is responsible
for identifying physically plausible but unauthorized maneuvers.

For example, a “stealthier” attack might involve a small, unautho-
rized thruster burn that stays within the calibrated 51,000.00 J/kg en-
ergy tolerance. While such a maneuver is physically possible and would
not trigger the physics gate, it represents an unexpected deviation from
the learned “normal” operational pattern, which the ML layer is tuned to
detect as a statistical anomaly. By maintaining this distinction, the
system ensures that gross physical inconsistencies are discarded as high-
confidence threats, while subtle, unauthorized behaviors are flagged for
further operator investigation.

This component mainly considers Newton's Law of Universal Grav-
itation, Newton's Second Law for Circular Motion, Law of Conservation
of Specific Orbital Energy, The Tsiolkovsky Rocket Equation Principle,
and Law of Conservation of Angular Momentum.

Newton's Law of Universal Gravitation states that every particle in
the universe attracts every other particle with a force that is directly
proportional to the product of their masses and inversely proportional to
the square of the distance between their centers [36]. This is the source
of the orbital motion. It defines the potential energy component of the
orbit and sets the exact acceleration experienced by the satellite. It is
required to calculate the total specific energy and to determine the
necessary escape velocity, ensuring the satellite is on a bounded orbit,
not just moving arbitrarily. It is mathematically expressed as follows:

Mm
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Fg is the gravitational force between the two objects [36].

e G is the gravitational constant, a value experimentally determined to
be approximately 6.674 x 1071 Nm? /kg? [36].

e M and m are the masses of the two objects [36].

e r is the distance between the centers of the two masses [36].

Newton's Second Law for Circular Motion states that the net force
acting on an object moving in a circle is equal to its mass times its
centripetal acceleration [36]. This net force is directed toward the center
of the circle and is called the centripetal force [36]. This law can
therefore be used to calculate the Keplerian velocity, serving as a
baseline check for the internal consistency of the reported radius and
velocity values. It is mathematically expressed as follows:

€]

o F, is the centripetal force (the net force causing the circular motion)
[36].

m is the mass of the object [36].

a, is the centripetal acceleration [36].

F. = ma,

Using centripetal acceleration which is mathematically expressed as

a = ?, the above equation could be expressed as follows:
2

F.=m> @
r

v is the object's tangential speed [36].
r is the radius of the circle [36].

The relationship between a satellite that circles the earth close to its
orbit can be expressed as F. = F, [36]. Therefore, the gravitational
orbital velocity can be expressed as follows:

y? Mm
m—=G——
r r2
GM
V= - )

The Tsiolkovsky Rocket Equation determines the maximum possible
change in velocity that a spacecraft can achieve from a particular pro-
pulsive maneuver [37]. This is the single most important metric for
sizing a rocket, as the change in velocity budget dictates how much mass
can be moved from one orbit to another [37]. As such, this can be
considered as the physical actuation limit as it links the change in ve-
locity to the cause. It ensures that any detected change in velocity is less
than the satellite's maximum physical capability. As such, violations of
this equation flag events that are impossible to generate by the space-
craft itself, regardless of power or fuel constraints. It can be mathe-
matically expressed as follows:

Av=v,In <@>
my

e Av refers to the change in velocity [37].

e v, is to the effective exhaustive velocity [37].
e my is the total initial mass [37].

o my refers to the final mass [37].

(6)

For the purpose of this gate, the Av threshold is set to 250.00 m/s,
which is justified as it exceeds the entire annual station-keeping budget
for typical LEO missions (50.00 m/s) and would violate propellant mass
fraction constraints for the auxiliary thrusters used in the ESA missions
[30]. This value ensures that any reported instantaneous change in ve-
locity exceeding this limit flags a hard physical impossibility.

The Law of Conservation of Specific Orbital Energy states that in a
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closed, isolated system where the only force acting on the orbiting body
is gravity (a conservative force), the specific mechanical energy of the
orbiting body remains constant at every point along its trajectory [38].
This is the primary integrity check for the orbit's magnitude. Energy is
the scalar value that determines the size and shape of the orbit (e.g.,
circular, elliptical, hyperbolic, etc.). A sudden, massive, and uncom-
pensated change in energy indicates a violation of energy conservation
that cannot be achieved physically. It is the most robust test for data
corruption. The physics validation gate of this research uses the Vis-Viva
Equation, which is a direct form of the Law of Conservation of Specific
Orbital Energy [38]. The Vis-Viva gate serves as the primary deter-
ministic filter for identifying kinematically inconsistent orbital state
changes. This module utilizes the Law of Conservation of Specific Orbital
Energy to verify if the reported change in a satellite's state is kinemati-
cally consistent with a two-body gravitational model, adjusted for LEO
perturbations. The gate ingests telemetry pairs consisting of instanta-
neous scalar velocity (v) and radial distance (r) from the Earth's center at
two time-steps.

The specific mechanical energy of the satellite is calculated at two
discrete points: immediately before (t.) and after (fs) a detected
anomaly. The instantaneous energy is defined as:

S
N @)
T2 r

o c refers to the specific orbital energy [38].

e v is the instantaneous orbital speed of the body [38].

e 4 is the Standard Gravitational Parameter and can be expressed using
(2) as p = GM [38].

e risthe instantaneous distance between the body and the central mass
[38].

An anomaly is confirmed as a physical violation if the absolute
change in specific energy exceeds the calibrated threshold which can be
expressed as:

|€post - Epre‘ >r (8)

Events where |A € | <r are classified as physically plausible (e.g.,
natural perturbations or valid maneuvers) and are filtered out as sta-
tistical noise.

The gate utilizes a fixed temporal window of +7200.00s around the
anomaly timestamp. This interval is forced by the telemetry cadence
(median 7200.00s), ensuring the inclusion of exactly two distinct data
points for comparison. This window is sufficient to capture the full ki-
nematic effect of typical LEO maneuvers or command executions.

The tolerance of 51,000.00 J/kg is characterized as mission-adaptive
because it was scientifically calibrated using the Ansys STK ground truth
“ephemeris” dataset. This reference data represents ideal physical
behavior free from sensor error. To establish r, a high-fidelity High-
Precision Orbit Propagator (HPOP) was configured with the following
parameters:

e Orbit Profile: Sun-Synchronous Orbit (SSO) with a Semi-Major Axis
(SMA) of 7071.00 km (approximately 700 km altitude) and an
inclination of 98.20°.

Force Models: Earth Geopotential (Jo through J4 harmonics) and
Atmospheric Drag using the MSISE 1990 model.

Derivation: By calculating the energy drift of this perturbed “real-
world” simulation over the 7200.00s window, the maximum non-
Keplerian residual was identified. The value of 51,000.00 J/kg was
selected to absorb these natural variations (specifically the
~50,000.00 J/kg drift observed in LEO). This ensures high sensi-
tivity to malicious “jumps” in state while maintaining absolute
robustness against natural orbital decay or Earth oblateness effects,
as characterized by Vallado [39].
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The Law of Conservation of Angular Momentum states that the total
angular momentum of an isolated system remains constant in both
magnitude and direction if and only if the net external torque acting on
the system is zero [36]. This is the primary integrity check for the
orientation of the orbit in this physics validation gate. Angular mo-
mentum defines the orbital plane [36]. Since angular momentum is a
vector, its conservation ensures both the radius and velocity vectors are
correctly oriented [36]. A sudden change in the direction without suf-
ficient thrust is a hard physics violation, indicating an unphysical
change in the satellite's orientation telemetry. This can be derived from
Newton's Second Law for Circular Motion from (3) above and can be
expressed as:

Thet = % (9)
o T, refers to the net external torque [36].

e L is the total angular momentum [36].

o t refers to the time [36].

The multi-gate physics architecture of this research makes the
following assumptions.

e The satellite's motion is primarily governed by the gravitational force
of a single, point-mass earth which is a perfect sphere. As such, it
ignores all other forces and gravitational influences. However, to
account for the neglected forces, an adaptive tolerance of 51,000.00
J/kg, calibrated against the generated ground truth data, is explicitly
added causing the actual energy state to deviate from the perfect
two-body prediction over the 7200.00s window [39].

e Any significant change in velocity is treated as an instantaneous

event occurring between the two telemetry states.

A small, fixed allowance is sufficient to cover sensor inaccuracies and

measurement noise.

e The position and velocity data points recorded at a single timestamp

are kinematically synchronized and represent the true state of the

satellite at that precise moment.

The relationship between the synthetic proxy features (radius and

velocity) and their true physical values is linear and constant, as

determined by the initial standard deviation calibration against the

STK ground truth data.

To maintain technical transparency, this research distinguishes be-
tween validated and designed components. The Vis-Viva gate is imple-
mented and empirically validated using the current dataset. The
Tsiolkovsky gate and the Angular Momentum gate are designed for
future validation; they are architecturally integrated but remain inactive
in the current empirical results due to the specific limitations of proxy
telemetry and the lack of propellant-specific attack data.

2) Implementation and Validation Scope

The proposed system incorporates a multi-gate physics validation
framework designed to enforce the laws of orbital mechanics as a final
integrity check. To ensure technical transparency, the components of
this framework are categorized by their implementation status in this
study as.

e Implemented and Empirically Validated (Vis-Viva Gate): The Vis-
Viva gate is the primary operational component of this research. It
utilizes the Law of Conservation of Specific Orbital Energy to identify
gross kinematic inconsistencies in the reported orbital state. This
gate was fully validated using the provided dataset and forms the
basis for the precision improvements reported.

e Designed for Future Validation (Tsiolkovsky and Angular Mo-
mentum Gates): While architecturally integrated into the system's
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logic flow, the following gates remain in a design state due to current

data constraints:

o Tsiolkovsky Gate: Designed to detect propulsion-limit violations;
requires thrust-specific telemetry not present in the current proxy
dataset.

o Angular Momentum Gate: Designed to detect orbital plane
manipulation; requires full 3D cartesian vectors for cross-product
calculation, which exceeds the scope of the current scalar proxy
mode.

3) Reference Simulation and Ground Truth Generation

Ansys Systems Tool Kit (STK), formerly Satellite Tool Kit, is a so-
phisticated digital mission engineering software used in the aerospace
and defense industries to model, simulate, and analyze complex systems
(e.g., satellites, aircraft, missiles, etc.) in a realistic, time-dynamic, and
physics-based 3D environment and is used by major aerospace com-
panies including NASA, ESA, Boeing, etc. [40].

For the purpose of the multi-gate physics architecture, a dataset was
generated by the Ansys STK software to represent highly accurate,
physics-based, simulated references for a mission. This data provides the
ideal, known physical behavior of a satellite, free from real-world noise,
sensor error, and telemetry corruption. In the multi-gate physics archi-
tecture, the STK ground truth data is used to ensure the physics gate
operates on a correct scale, even when provided with abstract or syn-
thetic telemetry data.

The STK generated dataset is a time-series record of the simulated
satellite's precise state vectors, also known as “ephemeris”. It includes
several key fields such as.

e Time: The precise timestamp for each data point.

e Cartesian Position (x, y, z): The satellite's location in space, relative
to the center of the earth.

e Cartesian Velocity (Vx, Vy, V2): The instantaneous speed of the sat-
ellite and direction in space.

e Classical Elements (Semi-Major Axis (SMA), Eccentricity (Ecc),
Inclination (Inc)): Orbital shape and orientation parameters.

This data was used to calibrate the proxy telemetry and to establish
the baseline of normal, non-anomalous physical behavior against which
the physics validation gate tests the highly corrupted data. Fig. 5 depicts
the workflow of the physics validation gate. As shown in the diagram,
the Vis-Viva gate is fully validated whereas the Tsiolkovsky and Angular
Momentum modules are designed architectural components for future
verification.

1. Model Evaluation

This model leverages several performance evaluation metrics like
accuracy, precision, recall, and F1-Score, as well as several diagnostic
metrics such as True Positive Rate (TPR), True Negative Rate (TNR),
FPR, and FNR.

In the context of satellite security, a false negative or a missed real
attack could cost millions of dollars and would have drastic security
implications. As such, the primary metric of this research was prioritized
to be the recall. If the recall is maximized but the precision is too low,
there is going to be an overflow of false positives. In satellite operations,

CALIBRATE TELEMETRY IDENTIFY VALIDATION

EXTRACT SCALE
SCALE WINDOW VECTORS

[ARCHITECTURAL DESIGN ONLY |
| ENFORCE TSIOLKOVSKY | DETERMINE ADAPTIVE CALCULATE KINEMATIC
H (ROCKET) EQUATION TOLERANCE CHANGES

VALIDATED ARCHITECTURAL DESIGN ONLY

ENFORCE ENERGY | ENFORCEANGULAR | RETURN DECISION AND
| H SEVERITY

CONSERVATION MOMENTUM
Fig. 5. Workflow of the physics validation gate.
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too many false positives could cause alert fatigue for the operators and/
or automated mitigation systems. As such, precision was prioritized next
to keep the alerts manageable and meaningful. Table 11 shows the target
value for each metric that was set for this research.

The initial performance targets for accuracy, precision, and F1-Score
were established at a baseline of >20.00% to serve as a “minimum
viability floor” for this research. These targets were specifically cali-
brated during the earliest stages of the study when the dataset was
highly imbalanced, and initial non-temporal models struggled to reach
even 10.00% precision due to the high signal-to-noise ratio in opera-
tional telemetry. Setting these thresholds allowed for a quantitative
assessment of whether ML could provide a meaningful “lift” over base-
line statistical noise. While the final LSTM-based results significantly
exceeded these preliminary benchmarks, the 20.00% target remains a
critical historical metric for the project, representing the transition from
non-viable detection to statistically significant signal identification.

5. Results and discussion

A Model Performance Results
1) Random Forest Models

Table 12 shows a summary of the results of the performance and
diagnostic metrics for the Random Forest models. When considering the
individual performance of the Random Forest models, the recall was the
highest in the high recall focused Random Forest model (97.58%) while
the lowest was for the balanced precision-recall Random Forest model
(57.95%). In terms of precision, the highest value was observed for the
baseline model (33.92%) while the lowest was observed once again for
the balanced precision-recall model. The 95% Confidence Interval (CI)
for the high recall focused model was found to be [33.50%, 33.81%] for
the precision and [96.94%, 98.15%] for the recall. In terms of security,
the high recall focused model performed the best as it missed only about
2.42% of the real attacks. However, in terms of operational efficiency, it
generated about 97.40% of false positives. In a real-world satellite
control center, an FPR this high would quickly lead to alert fatigue,
rendering the system unusable and potentially masking genuine threats.
This operational overhead is a critical limitation of the pure ML
approach. When considering the balanced precision-recall model, it had
arecall of 57.95%, thereby missing 44.06% of real attacks, which can be
considered catastrophic. However, in terms of precision, it had a value of
33.37%, thereby generating only 58.35% of false positives, which is
considerably lesser compared to the high recall focused Random Forest
model. Nevertheless, as recall was the primary metric for this research,
the high recall focused model can be considered as the best Random
Forest model that was tuned.

Fig. 6 shows the Precision-Recall (PR) curves for the high recall
focused Random Forest model. This model demonstrates substantial
improvement in attack detection capability, achieving excellent recall
values (Rygidation = 0-97, Reest = 0.98) at optimal thresholds. The PR
curve indicates that although fluctuations in precision are observed in
the beginning, it stabilizes with the increase in recall, once again around
0.30 (Pygiidation = 0.125, Py = 0.110).

Table 11
Target values for the proposed performance and
diagnostic metrics.

Metric Target Value
Accuracy > 20.00%
Precision > 20.00%
Recall > 85.00%
F1-Score > 25.00%
TPR > 85.00%
TNR > 40.00%
FPR < 80.00%
FNR < 10.00%
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Table 12
Model evaluation for random forest models.
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Table 13
Model evaluation for XGBoost models.

Metric Baseline High Recall Balanced Precision-Recall Metric Baseline High Recall Balanced Precision-Recall
Accuracy 43.49% 34.53% 46.97% Accuracy 54.72% 34.95% 46.30%
Precision 33.92% 33.65% 33.37% Precision 32.31% 33.60% 33.10%
Recall 71.82% 97.58% 57.95% Recall 31.70% 95.81% 58.52%
F1-Score 46.07% 50.05% 42.35% F1-Score 31.25% 49.75% 42.28%
TPR 71.82% 97.58% 57.95% TPR 31.70% 95.81% 58.52%
TNR 29.15% 2.60% 41.62% TNR 66.37% 4.13% 40.11%
FPR 70.85% 97.40% 58.38% FPR 33.63% 95.87% 59.89%
FNR 28.18% 2.42% 44.06% FNR 68.30% 4.19% 41.48%

Precision-Recall Curve - Validation Set Precision-Recall Curve - Test Set

104 — TestSet

Optimal Threshold
® 0337, R-0.976

Fig. 6. PR curves for the random forest high recall focused model with a pre-
cision CI [33.50%, 33.81%] and recall CI [96.94%, 98.15%].

As shown in Fig. 7, the high recall focused model performed excep-
tionally well with a recall of 97.58%, thereby detecting 2583 true orbital
manipulation attacks while missing only 64 true events. However,
compared to the baseline model, this model generated an increased
number of false positives due to its slightly lesser precision of 33.65%.

2) XGBoost Models

Table 13 shows a summary of the results of the performance and
diagnostic metrics for XGBoost models. When considering the individual
performance of the XGBoost models, it can be seen that the model with
the best recall (95.81%) was the high recall focused model, thereby
missing only 4.19% of real attacks. However, this model had a precision
of only 33.60%, thereby resulting in 95.87% false positives. The 95% CI
for the high recall focused model was found to be [33.37%, 33.83%] for
the precision and [95.01%, 96.56%] for the recall. Similar to the
Random Forest models, this extremely high FPR presents an unaccept-
able operational risk. Operators would be forced to investigate an
overwhelming volume of non-threat alerts, draining resources and
significantly lowering the trustworthiness of the security system. In
terms of precision, the balanced precision-recall performed with a
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Fig. 7. Confusion matrix for the test set of the random forest high recall
focused model.
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precision of 33.10% while maintaining a recall of 58.52% that resulted
in missing 41.48% of real attacks while generating 59.89% of false
positives. The baseline model was the most underperforming model of
the three XGBoost models with a recall of 31.70% and a precision of
32.31%. As such, in terms of security, the high recall focused XGBoost
model can be recommended although operational efficiency may be at
stake due to the large number of false positives generated.

Fig. 8 shows the PR curves for the high recall focused XGBoost
model. This model achieves excellent attack detection capability with
high recall values (Rygiidgarion = 0.97, Reesr = 0.96), demonstrating effec-
tive optimization for the primary metric. The PR curves show stable, flat
profiles indicating consistent precision across recall ranges. This model
also exhibits positive transfer from validation to test, with improved
performance on precision (Pygigaion = 0.32 t0 Py = 0.34), suggesting
robust generalization. Compared to the Random Forest high recall
focused model, XGBoost maintains a slightly lower recall performance
while achieving an almost similar precision, indicating comparable
effectiveness for anomaly detection.

As shown in Fig. 9, the high recall focused XGBoost model performed
exceptionally well with a recall of 95.81%, thereby detecting 2536 true
orbital manipulation attacks while missing only 111 true events in the
test set. However, it also has to be noted that this model generated a
large number of false positives due to its low precision of 33.60%.

3) LSTM Models

Table 14 shows a summary of the results of the performance and
diagnostic metrics of the LSTM models. When considering the individual
performance of the LSTM models, it can be seen that a recall of 95.22%
was observed for the baseline LSTM model. However, when comparing
the other metrics for the same model, it can be seen that this model was
well balanced overall. As such, in addition to a recall of 95.22%, it also
had an FPR of 9.35%. As such, this model can be considered to be of
great use in a real-world setting. Similarly, when comparing the
remaining LSTM models, it can be seen that the balanced precision-
recall LSTM model had a recall of 95.64% and a precision of 90.88%.
Furthermore, it had an FPR of 4.84% and it only missed 4.36% of real
attacks. This is a significant improvement in terms of operational effi-
ciency from the high recall focused LSTM model which had a recall of
95.71%, resulting in a FNR of 4.29% and FPR of 5.72%. The 95% CI for
the high recall focused model was found to be [89.88%, 91.87%] for the

Precision-Recall Curve - Validation Precision-Recall Curve - Test
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Fig. 8. PR curves for the XGBoost high recall focused model with a precision CI
[33.37%, 33.83%] and recall CI [95.01%, 96.56%].
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Fig. 9. Confusion matrix for the test set of the XGBoost high recall focused.

Table 14
Model evaluation for LSTM models.

Metric Baseline High Recall Balanced Precision-Recall
Accuracy 92.18% 94.76% 95.32%
Precision 83.69% 89.40% 90.88%
Recall 95.22% 95.71% 95.64%
F1-Score 89.09% 92.45% 93.20%
TPR 95.22% 95.71% 95.64%
TNR 90.65% 94.28% 95.16%
FPR 9.35% 5.72% 4.84%
FNR 4.78% 4.29% 4.36%

precision and [94.86%, 96.39%] for the recall. In the security sense,
although the balanced precision-recall LSTM model performed slightly
lesser than the high recall focused model, from an operational
perspective, this model performed the best, thereby avoiding cata-
strophic outcomes and operational overhead observed in the other
model families.

Fig. 10 shows the PR curves for the balanced precision-recall model
of LSTM. This model achieves excellent recall performance
(Ryatidation = 0.94, Rees = 0.96) showecasing great detection capabilities
while maintaining comparable precision (P,gidation = 0.90,Ptesr = 0.91).
The PR curves display flat, stable profiles indicating consistent perfor-
mance across threshold ranges. The model demonstrates positive
generalization with improved test performance (R + 2.00%,P + 1.00%),
suggesting effective regularization without any aggressive performance
degradation. This represents the optimal LSTM configuration,
combining near-perfect attack detection with stable precision and robust
generalization.

When considering the balanced precision-recall LSTM model that
was trained to achieve a better precision-recall tradeoff from the high
recall focused model, it can be seen that this model performed better

Precision-Recall Curve - Validation Precision-Recall Curve - Test
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Fig. 10. PR curves for the LSTM balanced precision-recall model with a pre-
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cision CI [89.88%, 91.87%] and a recall CI [94.86%, 96.39%].
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compared to the baseline model with a recall of 95.64% with only a
slight reduction in its value when compared to the high recall focused
model. This meant that as shown in Fig. 11, this model correctly
detected 2521 attacks in the test set while the number of false positives
generated from this model was much less than the number of false
positives from the other two variants, thereby showcasing its strengths
at anomaly detection in satellite telemetry data, with reduced opera-
tional overhead.

4) Autoencoders

Table 15 shows a summary of the results of the performance and
diagnostic metrics of the Autoencoder models. When considering the
individual performance of the Autoencoder models, it can be seen that
the model with the best recall was the high recall focused Autoencoder
model with a recall of 90.29%. This model had a precision of 33.62%
and an FPR of 90.26%, while missing only 9.71% of real attacks. The
95% CI for this model was found to be [33.24%, 34.00%] for the pre-
cision and [89.22%, 91.48%] for the recall. However, when comparing
its other variants, it can be seen that the baseline Autoencoder model
had a recall of only 48.85% and the VAE variant had a recall of only
36.76%. From an operational perspective, even the best-performing
Autoencoder variant is fundamentally unsuitable for this high-stakes
application. This poor performance, particularly the high FPR, is not a
matter of hyperparameter tuning or minor architectural choice, but is
attributed to the core misalignment of Autoencoders with the supervised
problem structure.

e Misalignment with Task Structure: Autoencoders are primarily un-
supervised tools designed for outlier detection via reconstruction
error. Because this research utilizes an explicitly labeled dataset for
binary classification, supervised architectures (RF, XGBoost, LSTM)
naturally outperform the Autoencoder's attempt to implicitly learn a
“normal” boundary.

Impact of Class Balance: Autoencoders rely on a “heavy” majority
class to learn a clean baseline. The 2:1 (normal:anomaly) ratio in this
filtered dataset meant the models were forced to “learn” anomalous
patterns as part of the normal state reconstruction, leading to a
blurred decision boundary and the observed high FPRs (up to
90.26%).

Lack of Temporal Context: Unlike the LSTM model family, which
uses hidden states to link sequential data points, the dense Autoen-
coders used in this study treated each telemetry snapshot as an in-
dependent instance. Consequently, they failed to capture the time-
linked kinematic evolution necessary to distinguish a smooth
orbital maneuver from a sudden manipulation attack.
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Recall Model.
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Table 15
Model evaluation for autoencoder models.

Metric Baseline VAE High Recall
Accuracy 50.78% 53.63% 36.81%
Precision 33.89% 32.97% 33.62%
Recall 48.85% 36.76% 90.29%
F1-Score 40.02% 34.76% 49.00%
TPR 48.85% 36.76% 90.29%
TNR 51.76% 62.17% 9.74%
FPR 48.24% 37.83% 90.26%
FNR 51.15% 63.24% 9.71%

Fig. 12 shows the PR curves for the high recall focused Autoencoder
model. This model demonstrates the best performance within the
Autoencoder family, achieving substantially improved recall
(Ryaiidation = 0.91, Rese = 0.90) while maintaining reasonable precision
(Pyatidation = 0.32, Peesr = 0.34). The PR curves show enhanced discrimi-
native capability with steeper initial drops, indicating better threshold
sensitivity. This configuration finally approaches competitive perfor-
mance levels, though still substantially below LSTM and tree-based
methods for orbital manipulation attack detection.

When considering the high recall focused Autoencoder model that
was trained to achieve a better recall than the two other Autoencoder
models, it can be seen that this model performed the best with a recall of
90.29%. This meant that the high recall focused model only missed 257
true attacks from the test set but detected 2390 true attacks successfully.
However, as shown in Fig. 13, the number of false positives generated
from this model was higher compared to the other two Autoencoder
models.

A deeper architectural comparison reveals that the Autoencoders
underperformed primarily because they were implemented as static,
fully connected (dense) networks. These point-in-time models suffered
from an objective mismatch; while the goal was to detect anomalous
transitions, the models were optimized solely to minimize reconstruc-
tion error for isolated snapshots. Consequently, the Autoencoder could
reconstruct an anomalous radius or velocity value with high fidelity if
that specific value was statistically prevalent in the training set, even if
the transition leading to that value was kinematically impossible.

The implementation of more advanced temporal architectures, such
as LSTM-Autoencoders (LSTM-AE) or Transformer-Autoencoders, was
considered but deemed unfeasible for this specific research phase. These
models require high-cadence, uniformly sampled time-series data to
effectively learn the latent temporal structure of an orbit. The current
dataset, derived from operational ESA telemetry with a median cadence
of 7200.00s and significant variable gaps, lacks the sequential density
necessary to train a robust reconstruction-based temporal models
without introducing significant interpolation artifacts. This architec-
tural “blindness” to sequential continuity in the dense models is what
necessitated the physics validation gate to act as the deterministic
temporal link, filling the gap left by the lack of inherent recurrent units.

The failure of the Autoencoder family is rooted in the

Precision-Recall Curve - Validation

10 — validation Set 10

@ Optimal Threshold (0.301)
P=0.322, R=0.906

Precision-Recall Curve - Test

— Test Set

@ Optimal Threshold (0.301)
P=0.336, R=0.903

Precision
Precision

) 06
Recall Recall

Fig. 12. PR curves for the autoencoder high recall focused model with a pre-
cision CI [33.24%, 34.00%] and recall CI [89.22%, 91.48%].
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Fig. 13. Confusion matrix for the Test Set of the Autoencoder High Recall
Focused Model.

“contamination” of the latent space during training. Unlike supervised
models that benefit from class balance, unsupervised Autoencoders
require an overwhelming majority of “normal” data to establish a sharp
reconstruction boundary. In this study, the 2:1 normal:anomaly ratio
resulted in significant latent space contamination. Because anomalies
represented over 30.00% of the training data, the bottleneck layer was
forced to learn the compressed features of both normal and anomalous
states. Consequently, the model became “too proficient” at recon-
structing attacks, leading to the observed high FPRs (up to 90.26%) and
an inability to distinguish malicious “jumps” from valid orbital drift.

While sophisticated architectures like LSTM-AE or Transformer-
Autoencoders could theoretically capture temporal dependencies, they
were not pursued due to an inherent objective mismatch. An Autoen-
coder focuses on X —Y (reconstruction), whereas orbital manipulation
detection is fundamentally a X, —Y (sequence-to-label) problem. In a
high-stakes Ground Control Systems (GCS) environment, a predictive
LSTM that focuses on the probability of an attack is architecturally su-
perior to a reconstructive model that might “successfully” reconstruct a
malicious state and thus fail to trigger an alert.

B. Overall Model Performance

When comparing the best models from each model family, it can be
seen that LSTMs represent the optimal architecture because orbital
manipulation attacks fundamentally exhibit temporal patterns that only
sequential models can effectively capture. The high recall achieved by
the balanced precision-recall model of LSTM suggests that it successfully
learnt the underlying orbital manipulation signatures embedded in time-
series orbital data.

Similarly, Random Forest and XGBoost models also serve as viable
alternatives when interpretability requirements prevent deep learning,
though it sacrifices some temporal modeling capabilities.

However, when considering the Autoencoder models, their approach
fundamentally misaligns with the problem structure since in this case,
Autoencoders apply unsupervised methods to an inherently supervised
task.

The results of these models strongly indicate that temporal pattern
recognition is crucial for this cybersecurity application, making
sequential models like LSTMs the clear architectural choice for opera-
tional deployment. Crucially, the stark contrast between the high FPRs
of the other models (up to 97.40%) when compared to the LSTM models
(down to 4.84%) highlights the primary challenge: high FPRs translate
directly into massive operational overhead and alert fatigue in a satellite
control center, making the model untrustworthy. The physics validation
gate, discussed in detail in Sub-Section C, directly addresses this oper-
ational necessity by converting statistical alerts into high-confidence
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physical proofs, thereby significantly improving the trustworthiness of
the entire system.

While the current models are optimized for “loud” kinematic foot-
prints defined by significant deviations in orbital energy, the proposed
framework establishes the foundation for detecting stealthier, unau-
thorized drifts. In a “stealth” attack scenario, an adversary might
attempt to stay within the bounds of physical plausibility to evade the
physics gate. However, by integrating sequential models like LSTMs that
capture subtle temporal dependencies, the system is designed to identify
the cumulative statistical signature of unauthorized maneuvers. As
higher-cadence telemetry becomes available, the adaptive energy
tolerance (51,000.00 J/kg) can be further tightened to transition the
physics gate from gross anomaly detection to high-precision integrity
monitoring, effectively closing the window for stealthy exploitation. The
reliance on a kinematic proxy ensures that the system monitors the
outcome of an attack rather than the vector, meaning that even a
stealthy attack must eventually result in an unauthorized state change
that the temporal ML layer is tuned to observe.

C. Physics Validation Results

This physics validation gate developed under this module is an
excellent component to help identify the signature of a cyberattack
designed for satellite orbital manipulation because it enforces funda-
mental physical constraints that injected data by an attacker cannot
easily satisfy. As such, it identifies the attack by proving that the re-
ported orbital change is kinematically inconsistent.

Satellite orbital manipulation attacks often require the satellite to
instantly jump to a new, desired orbit or trajectory. This component uses
the Tsiolkovsky Rocket Equation Principle to compare the required
change in velocity in the telemetry against the known hardware limit of
the satellite. An attacker attempting a large, instantaneous change (e.g.,
to hide the satellite or place it near a target) might inject data that im-
plies a larger change in velocity and the physics validation gate imme-
diately flags this as a Tsiolkovsky Rocket Equation Violation, proving the
state change was not caused by the thrusters of the satellite, but by
compromised data.

The most definitive proof of a satellite orbital manipulation attack
induced by a cyberattack lies in the violation of energy conservation.
The component uses the Vis-Viva Equation to check the change in spe-
cific orbital energy against the defined strict, adaptive tolerance. This
energy is a function of both position and velocity. An attacker trying to
spoof the location of a satellite must inject both a new, false position and
a new, false velocity that matches the desired fake orbit. It is extremely
difficult to calculate the perfect, precise, physically consistent position
and velocity pair that satisfies the Vis-Viva Equation and links back to
the previous state with a realistic maneuver. Since attackers typically
inject inconsistent or mathematically mismatched position and velocity
values, the multi-gate physics architecture captures these discrepancies.

The multi-gate physics architecture of this research acts as a non-
negotiable, post processing filter that uses the laws of orbital me-
chanics to discard statistically flagged alerts that are nonetheless phys-
ically plausible. A false positive occurs when the ML model predicts an
anomaly for an event that is actually a normal, non-anomalous event.
Since the ML model does not understand physics, it cannot tell the dif-
ference between a high statistical deviation and a legitimate event. The
physics gate subjects every alert to the laws of motion using the specified
adaptive tolerance of 51,000.00 J/kg and calculates the change in en-
ergy to determine and discard false positives. By discarding alerts that
are statistically abnormal but physically normal, the component directly
reduces the false positive count.

The practical significance of the physics validation gate is best un-
derstood through the lens of mission operations. In a high-stakes SOC
environment, a system with a FPR exceeding 90.00% as observed in the
standalone Random Forest and XGBoost baseline models, is operation-
ally unusable. Such high error rates lead to “alert fatigue”, where human
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operators eventually ignore or disable security systems to maintain
mission continuity. By integrating the physics gate, these probabilistic
ML alerts are converted into high-confidence physical proof. This hybrid
approach ensures that when an alert is escalated to a human operator, it
has already passed a deterministic “Physical Law” test, thereby resolving
the operational overhead challenges and establishing the system trust-
worthiness required for real-world deployment.

By removing false positives, the physics component inherently in-
creases the final precision of the alerting system which can be calculated
as follows:

TPy,
(TPy + (FPu — FPphysics ) )

Improved Precision = (10)
o TPy refers to the true positives generated by the ML component.
e FPyp refers to the false positives generated by the ML component.
o FPppysics refers to the false positives identified by the multi-gate
physics architecture.
1) Random Forest Models

Table 16 showcases the test set performance of the physics validation
gate for the Random Forest models. As can be seen, the physics gate of
the baseline Random Forest model managed to further identify 519 false
positive cases out of the total number of anomalies detected by the ML
model. This helped to boost the initial precision of 33.92% by 3.46%,
resulting in a final precision of 37.38%.

Furthermore, the physics gate of the high recall focused model
managed to further identify 738 false positive cases out of the total
number of anomalies detected by the ML model. This helped to boost the
initial precision of 33.65% by 3.58%, resulting in a final precision of
37.24%.

Similarly, the physics gate of the balanced precision-recall model
managed to further identify 412 false positive cases out of the total
number of anomalies detected by the ML model. This helped to boost the
initial precision of 33.37% by 3.29%, resulting in a final precision of
36.65%.

When considering the physics validation results of the Random
Forest models, it can be seen that the most improvement in precision
(3.58%) was observed for the best performing model of the Random
Forest family — the high recall focused model. However, the best final
precision of the three models was observed for the baseline Random
Forest model (37.38%).

2) XGBoost Models

Table 17 showcases the test set performance of the physics validation
gate for the XGBoost models. As can be seen, the physics gate of the
baseline XGBoost model managed to further identify 230 false positive
cases out of the total number of anomalies detected by the ML model.
This helped to boost the initial precision of 32.31% by 3.14%, resulting
in a final precision of 35.45%.

Similarly, the physics gate of the high recall focused model managed
to further identify 728 false positive cases out of the total number of
anomalies detected by the ML model. This helped to boost the initial

Table 16
Physics validation results for the random forest models.

Metric Baseline  High Balanced Precision-
Recall Recall

Current Precision 33.92% 33.65% 33.37%

TP, 1901 2583 1534

FP, 3704 5092 3063

FPphysics 519 738 412

Law of Energy Conservation 5086 6937 4185

Violations
Improved Precision 37.38% 37.24% 36.65%
Improvement 3.46% 3.58% 3.29%
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Table 17
Physics validation results for the XGBoost models.

Metric Baseline  High Balanced Precision-
Recall Recall

Current Precision 32.31% 33.60% 33.10%

TP 839 2536 1549

FPy, 1758 5012 3131

FPphysics 230 728 426

Law of Energy Conservation 2367 6820 4254

Violations
Improved Precision 35.45% 37.18% 36.41%
Improvement 3.14% 3.59% 3.31%

precision of 33.60% by 3.59%, resulting in a final precision of 37.18%.

Furthermore, the physics gate of the balanced precision-recall model
managed to further identify 426 false positive cases out of the total
number of anomalies detected by the ML model. This helped to boost the
initial precision of 33.10% by 3.31%, resulting in a final precision of
36.41%.

When considering the physics validation results of the XGBoost
models, it can be seen that the most improvement in precision (3.59%)
was observed for the best performing model of the XGBoost family — the
high recall focused model. Similarly, the best final precision of the three
models was also observed for the high recall focused XGBoost model
(37.18%).

3) LSTM Models

Table 18 showcases the test set performance of the physics validation
gate for the LSTM models. As can be seen, the physics gate of the
baseline LSTM model managed to further identify 60 false positive cases
out of the total number of anomalies detected by the ML model. This
helped to boost the initial precision of 83.69% by 1.71%, resulting in a
final precision of 85.40%.

Likewise, the physics gate of the high recall focused model managed
to further identify 28 false positive cases out of the total number of
anomalies detected by the ML model. This helped to boost the initial
precision of 89.40% by 0.90%, resulting in a final precision of 90.30%.

Furthermore, the physics gate of the balanced precision-recall model
managed to further identify 28 false positive cases out of the total
number of anomalies detected by the ML model. This helped to boost the
initial precision of 90.88% by 0.93%, resulting in a final precision of
91.81%.

When considering the physics validation results of the LSTM models,
it can be seen that the most improvement in precision (1.71%) was
observed for the baseline model of the LSTM family. However, the best
final precision of the three models was observed for the best performing
model of the LSTM family - the balanced precision-recall model
(91.81%).

Furthermore, to address potential concerns regarding the high pre-
cision (90.88%) and the low FPR (4.84%) observed in the balanced
precision-recall LSTM model, it is critical to distinguish between the
performance of the ML component and the integrated hybrid system. As

Table 18
Physics validation results for the LSTM models.

Metric Baseline  High Balanced Precision-
Recall Recall

Current Precision 83.69% 89.40% 90.88%

TPmr 2510 2523 2521

FP, 489 299 253

FPphysics 60 28 28

Law of Energy Conservation 2939 2794 2746

Violations
Improved Precision 85.40% 90.30% 91.81%
Improvement 1.71% 0.90% 0.93%
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demonstrated by the baseline Random Forest and XGBoost results
(Tables 12 and 13), traditional ML models alone produced high FPRs (up
to 97.40%), reflecting the inherent noise and complexity of satellite
telemetry. As such, the optimized final metrics are not a product of the
ML layer alone but are achieved through the cascading architecture of
the system. By tuning the ML layer for maximum recall and utilizing the
physics validation gate as a deterministic filter for orbital mechanics
violations (e.g., Vis-Viva and Tsiolkovsky constraints), the system ach-
ieves a validated reduction of false alarms that is grounded in physical
reality rather than statistical probability.

4) Autoencoder Models

Table 19 showcases the test set performance of the physics validation
gate for the Autoencoder models. As can be seen, the physics gate of the
baseline Autoencoder model managed to further identify 383 false
positive cases out of the total number of anomalies detected by the ML
model. This helped to boost the initial precision of 33.89% by 3.78%,
resulting in a final precision of 37.67%.

Furthermore, the physics gate managed to further identify 383 false
positive cases out of the total number of anomalies detected by the ML
model. This helped to boost the initial precision of 32.97% by 4.92%,
resulting in a final precision of 37.89%.

Similarly, the physics gate managed to further identify 383 false
positive cases out of the total number of anomalies detected by the ML
model. This helped to boost the initial precision of 33.62% by 1.91%,
resulting in a final precision of 35.53%.

When considering the physics validation results of the Autoencoder
models, it can be seen that the most improvement in precision (4.92%)
was observed for the VAE model of the Autoencoder family. This was
also the highest improvement in precision across any model that was
observed during results analysis. Similarly, the best final precision of the
three models was also observed for the VAE model (37.89%).

Another notable observation in the physics validation results of the
Autoencoder models is the recurrence of identical false positive reduc-
tion values across the three model variants. This consistency is not a
clerical error but a fundamental property of the system's architecture.
The physics validation gate operates as a deterministic “sieve” with fixed
physical tolerances (e.g., the 51,000.00 J/kg energy limit). While
different ML models (the “nets”) may flag varying sets of data points as
statistical anomalies, the subset of those alerts that represent physically
plausible noise and are thus filtered out, is determined solely by the
inherent physical properties of the telemetry. Consequently, for model
families with similar detection boundaries, the gate consistently iden-
tifies and removes the same underlying physical artifacts, demonstrating
its reliability as an independent integrity check.

D. Overall Physics Validation Results

When considering the results of the multi-gate physics architecture,
it can be seen that this was a very efficient approach of improving the
precision and reducing the number of false positives of the system
without compromising the primary metric of the research — the recall. As
can be seen, all best performing model variants surpassed the defined
threshold for precision with the precision of the LSTM model far

Table 19
Physics validation results for the autoencoder models.

Metric Baseline VAE High Recall
Current Precision 33.89% 32.97% 33.62%
TP, 1293 973 2390

FPy1, 2522 1978 4719
FPphysics 383 383 383

Law of Energy Conservation Violations 3432 2568 6726
Improved Precision 37.67% 37.89% 35.53%
Improvement 3.78% 4.92% 1.91%
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surpassing the other models, emerging as the top contender for an
operationally ready model. Table 20 summarizes the comparison of the
precision improvements of the best performing model variants before
and after applying the physics validation gate.

A comparative breakdown of the physics validation results reveals an
inverse relationship between initial ML performance and the gate's
relative impact. For model families with higher initial FPRs, such as
Random Forest and Autoencoders, the physics gate acted as a robust
filter, identifying hundreds of kinematically inconsistent anomalies and
resulting in precision gains as high as 3.58% and 4.92% respectively.
Conversely, for the highly optimized LSTM models, which already
possessed high architectural precision, the gate provided a smaller but
critical precision boosts (from 0.90% to 1.71%). This demonstrates that
the physics gate is most impactful as a “safety net” for traditional ML
models, while serving as a high-fidelity verification layer for more
advanced temporal architectures.

It is critical to differentiate between physical impossibility and
operational unauthorized action. The Vis-Viva gate acts as a determin-
istic filter for gross physical violations (such as sensor spoofing where
energy is not conserved). Conversely, the ML layer is tasked with iden-
tifying patterns that, while physically plausible, deviate from authorized
mission norms. This dual-layered approach ensures that the system is
not merely a physics-checker, but a comprehensive cybersecurity de-
fense capable of identifying both data-level corruption and high-level
behavioral manipulation.

E. Computational Complexity and Operational Feasibility

To assess the practical readiness of the proposed system for a real-
world SOC, the computational costs were evaluated across training,
inference, and physics-informed filtering stages.

1) Model Training Duration

Table 21 showcases the time taken to train each model variant. The
tree-based model family XGBoost demonstrated the highest efficiency,
training all its variants in under 4.00s. While the LSTM model variants
required significantly more time (up to 632.29s for the baseline variant),
they remain viable as training is typically an offline process performed
during the mission preparation or update phases.

2) Inference and Physics Overhead

During the testing phase, individual inference times for all models
including the deep learning-based LSTM were measured in the milli-
second range per telemetry window. The physics validation gate intro-
duced negligible computational overhead (<1.00 ms), as it involves
deterministic algebraic calculations (Vis-Viva Equation) rather than
iterative optimization. Consequently, the entire hybrid pipeline can
process incoming telemetry in near real-time, comfortably fitting within
the standard polling intervals of modern satellite GCS.

Table 20
Comparison of precision improvements of the best performing model variants
before and after applying the physics validation gate.

Metric Random XGBoost  LSTM Autoencoder
Forest

Precision Before Physics 33.65% 33.60% 90.88%  33.62%
Gate

TPmr 2583 2536 2521 2390

FPy 5092 5012 253 4719

FPphysics 738 728 28 383

Law of Energy 6937 6820 2746 6726
Conservation Violations

Precision After Physics Gate ~ 37.24% 37.18% 91.81%  35.53%

Improvement 3.58% 3.59% 0.93% 1.91%
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Table 21
Time taken to train each model.

Model Family Variant Training Time
Random Forest Baseline 27.59s
High Recall 26.34s
Balanced Precision-Recall 31.03s
XGBoost Baseline 2.55s
High Recall 3.66s
Balanced Precision-Recall 2.88s
LSTM Baseline 632.29s
High Recall 312.34s
Balanced Precision-Recall 188.46s
Autoencoder Baseline 49.46s
VAE 416.84s
High Recall 119.95s

From an operational perspective, the minimal computational foot-
print of the inference and physics validation stages (<1.00 ms overhead)
suggests that the system could be deployed on standard GCS hardware
without requiring specialized High-Performance Computing (HPC)
clusters. Because the system processes telemetry in discrete windows
(£7200.00s), the computational load is periodic rather than continuous,
allowing it to run as a background service alongside existing flight dy-
namics and housekeeping monitors. This low-latency profile is essential
for “Human-in-the-loop” operations, ensuring that orbital integrity
alerts reach operators fast enough to allow for command-level
intervention.

3) Computational Latency and Real-Time Feasibility

The physics validation layer was benchmarked to evaluate its suit-
ability for high-cadence GCS. The observed latency of <1.00 ms refers to
the per-record processing time for the Vis-Viva energy calculation. All
benchmarks were conducted on a workstation equipped with an AMD
Ryzen 5 7530U with Radeon Graphics (2.00 GHz) processor and 32.00
GB RAM. The system was developed in Python 3.13 (leveraging the
latest interpreter performance optimizations) using NumPy for vector-
ized mathematical operations and Pandas for high-speed data orches-
tration. The <1.00 ms overhead includes the time required to retrieve
the state vector, calculate the specific orbital energy, and compare it
against the calibrated tolerance (51,000.00 J/kg).

6. Limitations

This research represents a crucial first step in a domain lacking
exhaustive empirical data. The use of public orbital anomaly data as a
kinematic proxy was a methodological necessity; however, it inherently
biases the models toward “loud” kinematic footprints which can be
defined as major, sudden deviations in orbital state. This leaves a
vulnerability to stealthy manipulation attacks, where an adversary
might slowly drift a satellite over several days. In such cases, the
manipulation might remain within “physically plausible” bounds,
potentially bypassing the deterministic physics gate. The technical
roadmap to address these stealthier threats involves two primary
advancements.

e Temporal Accumulation Analysis: Future iterations will move
beyond instantaneous window checks (+7200.00s) to multi-day
trend analysis. By training LSTMs or Transformers on longer se-
quences, the system can detect the cumulative statistical “drift” of an
unauthorized maneuver that is individually small but collectively
significant.

Dynamic Tolerance Tightening: As telemetry cadence moves from
hours to minutes, the adaptive energy tolerance (currently
51,000.00 J/kg) can be tightened using high-fidelity perturbation
modeling (e.g., Jo through J4 gravity models). This reduces the
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“search space” available for an attacker to hide a malicious maneu-
ver within natural orbital noise.

By evolving the system to monitor the rate of change of energy rather
than just absolute discrepancies, the framework can transition from
detecting gross physical impossibilities to identifying subtle, unautho-
rized behavioral shifts.

The resulting models of most model families, though achieving high
recall for statistical outliers, were plagued with high false positives that
suggest that they were detecting general orbital deviations rather than
specific cyberattack induced deviations. The physics validation gate
which was deployed to address these false positives deemed successful
up to a certain extent, improving the precision of these models without
compromising the recall. Furthermore, while the integrated model
provides a strong proof of concept on this dataset, its true generaliz-
ability to other satellite missions with different hardware and opera-
tional profiles remains unproven.

When considering the results of the multi-gate physics architecture,
it was observed that there were zero Tsiolkovsky Rocket Equation vio-
lations in the test sets. The limitation imposed by this observation is that
the resilience of the current integrated system against a key class of
cyberattack remains unvalidated. The existing dataset only contains
anomalies characterized by energy inconsistency and not those
requiring a kinematically inconsistent change in velocity. In the long
term, transparency through public disclosure of anonymized, sanitized
telecommand attack data is the most effective and representative way to
validate the full spectrum of space cybersecurity defenses, including the
critical Tsiolkovsky Rocket Equation gate. Having access to such data
would ensure that the Rocket Equation gate is functionally validated and
that the system is fully robust against diverse orbital manipulation
attempts.

Proxy mode, as defined in this research, referred to the operation
configuration where the system uses simplified, scalar features instead
of the full 3D vector telemetry for physics calculations. The Angular
Momentum gate acts as a crucial check against orbital plane manipu-
lation, but it remained unvalidated in this research because the system
was restricted to proxy mode. This check relies on the principle that the
direction of the specific angular momentum vector must be highly
conserved unless a significant external force acts perpendicular to the
orbital plane. The gate measures the angle change between the initial
and final vectors, comparing it to a very tight tolerance. For instance, a
major plane change requires a massive change in velocity, amounting to
hundreds or thousands of m/s, often exceeding the defined threshold. An
attacker who changes the reported inclination without injecting the
massive corresponding change in velocity will cause an angular mo-
mentum violation. This proves that the orientation data of the satellite
was spoofed, identifying the attack. However, since the proxy data only
contained the magnitudes of position and velocity, and not the full
three-dimensional vectors required to compute the vector cross-product,
the gate could not be executed, leaving the resilience of the system to
inclination spoofing attacks unverified.

In essence, this research successfully highlights the potential for Al in
space cybersecurity while also clearly defining the significant challenges
that must be overcome before these models can be safely and effectively
deployed on operational satellites. Primarily, it highlights the need for
publicly available telecommand cyberattack data to validate the Tsiol-
kovsky Rocket Equation gate, and the requirement to move beyond
proxy mode to verify the crucial Angular Momentum gate against orbital
plane manipulation.

7. Future research
This section discusses three major concerns stemming from current

limitations to focus on optimizing the ML detection layer to complement
the high-confidence filtering provided by the physics validation gate.
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A. Advanced Decision Making and Thresholding

Implementation of Multi-Criteria Decision Analysis (MCDA) for
Alert Triage: This approach helps to combine multiple validation
metrics into a structured decision framework, thereby replacing
simple binary classification and allowing for sophisticated alert
triage.

Implementation of Dynamic Thresholding with Confidence
Scoring: This approach helps to replace the current fixed statistical
threshold with adaptive, confidence-based decision boundaries
and is crucial for improving the detection of anomalies that are just
below the defined thresholds.

B. Improving Temporal Anomaly Detection

e Implementation of Temporal Pattern Enhancement with Attention
Mechanisms: This approach helps to modify the existing LSTM
architectures to better process and focus on anomaly-relevant
patterns within the low-cadence telemetry gaps. This addresses
the inherent difficulty of detecting subtle, complex attacks when
data points are widely spaced in time.

e Benchmarking with Advanced Sequential Models: Future work
could involve benchmarking against more recent and sophisticated
temporal models, such as Transformer variations or other hybrid
sequential architectures. This will provide richer insights into
maximizing performance for identifying complex, time-linked
anomaly patterns.

C. Empirical Verification of Design-Stage Physics Gates and Enhancing

Reliability and Generalizability

e Validation of Tsiolkovsky Gate Using Synthetic Data: While the
Tsiolkovsky Rocket Equation gate is architecturally integrated into
the current system design, this high-priority step involves gener-
ating synthetic attack data that requires a kinematically inconsis-
tent change in velocity. This will formally validate the Tsiolkovsky
Rocket Equation gate, ensuring the system is robust against this
primary class of orbital manipulation attacks to empirically verify
its performance against velocity-jump attacks. This gate requires
time-correlated fuel mass flow rates (dm/dt) and onboard pro-
pellant tank pressure/temperature. While the Vis-Viva gate detects
if an energy change occurred, the Tsiolkovsky gate validates how it
occurred. It is specifically designed to detect “Velocity-Jump”
anomalies, where a reported Av is kinematically inconsistent given
the satellite's remaining mass and thruster specific impulse (Iy),

even if the resulting state is energy-consistent.

Validation of Angular Momentum Gate and Full-Vector Telemetry:
To verify the resilience of the system against orbital plane
manipulation (inclination spoofing), future work must move
beyond the current proxy mode. This requires acquiring or simu-
lating full 3D cartesian position and velocity vectors to calculate
the specific angular momentum vector, thereby enabling the
crucial Angular Momentum gate to check for non-Keplerian plane
changes (violations of the Law of Conservation of Angular Mo-
mentum). This gate requires full 3D cartesian state vectors to
calculate the specific angular momentum vector. Its primary role is
to detect “energy-neutral plane changes”. For instance, an adver-
sary could spoof an inclination or node change (orbital plane shift)
that keeps the scalar orbital energy constant. The Vis-Viva gate is
blind to these orientation-only attacks, whereas the Angular Mo-
mentum gate would immediately flag the violation of the conser-
vation of the orbital plane.

Implementation of Ensemble Methods with Diversity-Based Se-
lection: This approach helps to create intelligent ensembles that
combine models trained on different features to leverage comple-
mentary strengths and would specifically target the reduction of
the remaining false positives by requiring multiple, diverse models
to agree on an alert.

Establishing Pathways for Representative Attack Data: It is
imperative that a commitment to exploring collaboration be made
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with space agencies and industry partners to develop an ethical
framework for the disclosure of anonymized, sanitized telemetry
data related to confirmed cyber incidents. Access to such data is
the most effective way to ensure the full spectrum of space
cybersecurity defenses is validated against realistic threat
scenarios.

Table 22 highlights the technical requirements to transition the
remaining physics validation gates from an architectural design state to
empirical validation. Future validation of these gates requires moving
beyond current “proxy mode” telemetry to incorporate high-fidelity 3D
vectors and propulsion-specific logs.

D. Operational Integration Deployment
e Investigation of Real-Time Computational Constraints and Inte-
gration with GCS: A critical next step is to investigate the real-time
processing latency and computational requirements of this pro-
posed physics-informed ML approach. This includes designing
Application Programming Interfaces (APIs) and data interfaces to
facilitate seamless integration with existing satellite GCS to ensure
operational readiness and efficient alert triage by human
operators.
E. Mitigating Stealthy and Physically Plausible Threats
e Multimodal Propellant-State Correlation: By cross-referencing
detected orbital state changes with onboard propulsion telemetry
(e.g., fuel tank pressure and temperature), the system can identify
“ghost maneuvers”. A state change that is physically possible ac-
cording to Vis-Viva, but lacks a corresponding propellant-
depletion signature, would be flagged as a high-confidence unau-
thorized injection.
Differential Energy Gradient Analysis: Transitioning from static
thresholds to monitoring the rate of change in specific energy over
high-cadence intervals. By reducing the sampling window, the
uncertainty contributed by natural perturbations (e.g., Jo, atmo-
spheric drag) is minimized, allowing the system to detect subtle,
cumulative energy “drifts” that characterize low-thrust stealth
attacks.

8. Conclusion

Since concerns on cyberwarfare and space warfare are increasingly
becoming important topics of discussion in the world today, especially
in the field of satellites, the development of reliable, physics-based
cybersecurity models for satellite systems is now a national security
imperative. As such, this research proposed a novel physics-informed
ML approach to detect suspicious orbital maneuvers. This study made
use of a custom telecommand-related dataset derived from the ESA-ADB
dataset by filtering telemetry data to focus on anomalies occurring
within +48.00 h of command executions. This temporal filtering
approach resulted in a naturally balanced dataset. The findings of this
research successfully established that temporal pattern recognition is
paramount for detecting satellite orbital manipulation attacks, with
LSTM networks emerging as the most promising model architecture. By
leveraging their ability to learn sequential dependencies, the LSTM
models achieved a good recall rate of 95.64% with a similarly high
precision of 90.88%, demonstrating their superior capability for iden-
tifying threats that unfold over time. While Random Forest and XGBoost
models showed strong secondary performance, Autoencoders proved to
be fundamentally unsuitable for this application. This under-
performance is attributed to their architectural nature as point-in-time
reconstructors; without recurrent units or attention mechanisms, they
treat telemetry snapshots as isolated events, failing to model the kine-
matic continuity of an orbit. Furthermore, the balanced nature of the
filtered dataset (2:1 normal:anomaly ratio) prevented the Autoencoders
from establishing a sufficiently sharp “normal” reconstruction bound-
ary, leading to the observed high FPRs. The novel component introduced
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Table 22
Technical requirements to transition the remaining physics modules from
architectural design to empirical validation.

Physics Gate Primary Data Requirements Targeted Anomaly (Missed by Vis-

Viva)

Tsiolkovsky Effective exhaust velocity Velocity-Jump Attacks: Detects
(Ve), initial mass (m;), and propulsive maneuvers exceeding
final mass (mf) physical hardware limits, even if

the reported position/velocity pair
is energy-consistent

Angular Full 3D cartesian position (r) ~ Orbital Plane Manipulation:

Momentum and velocity (v) vectors Detects unauthorized changes in

inclination or node (plane-
shifting) where the scalar energy
remains constant, but the vector
orientation is spoofed

in this research, the multi-gate physics architecture, contributed to-
wards reducing the number of false positives and improving the preci-
sion of the model without compromising the recall. This component is
also vital because it acts as the final, non-negotiable proof, transforming
raw statistical alerts into high-confidence cybersecurity indicators by
confirming that detected anomalies are kinematically inconsistent
events that violate the fundamental laws of orbital mechanics. Specif-
ically, the results validate the effectiveness of the energy-based Vis-Viva
gate in reducing false positives, while providing a designed framework
for Tsiolkovsky and Angular Momentum validation as the availability of
high-fidelity 3D vector and thrust-specific cyberattack data increases.
This crucial filtering step dramatically improves the trustworthiness of
the entire system, making it a robust proof of concept nearing opera-
tional readiness.
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